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HEEhE

RETHERES,
ARP
1pya it MAG-HnE &0
102.168.1.211 00:0e-ch aaefle br-lan
FEEIPYA 553
RlE ot IPva A% it
wan 0.0.0.0/0 10.23.15.242 o
wan 10.23.15.240/30 0.0.0.0 o
lan 102.183.1.0/24 0.0.0.0 o
FEEEPYG 55
RE botd (Rya-m B
lan FD42:E6F3:1CHA:0:0:0:0:0/64 0:0:0:0:0:0:0:0¢0 00000400
loopback FD42:E6F3:1C6A:0:0:0:0:0148 0:0:0:0:0:0:0:0/0 TFFFFFFF
loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0¢0 FFFFFFFF
loopback 0:0:0:0:0:0:0:1 0:0:0:0:0:0:0:0¢0 00000000
lan FD42 EGF3:1C5A:0:0:0:0:0 0:0:0:0:0:0:0:0¢0 00000000
lan FD42:EBF3:1C6A:0:0:0:0:1 0:0:0:0:0:0:0:0¢0 00000000
{eth0) FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0: 040 00000100
lan FF00:0-0:0:0:0:0:0/8 0:0:0:0:0:0:0:0i0 00000100
wand FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0¢0 00000100
{wian0) FFO0:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0¢0 00000100
{wian1) FFD0:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0¢0 00000100
wan FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0¢0 00000100
loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0¢0 FFFFFFFF

3.2.4 RGEHZE

MTERAGHE, BAEZ. RAEMBEEIIRE, WlA:

RREE

EFEE RisiEE

E=EF

MNov 30 02:55:15 syslogd started: BusyBox v1.232
Nov 30 02:55:15 systemd[82]: read 12 bytes from pipe, content is [14-5-500-500]
Nov 30 02:55:15 systemd[82]- pin [14], action [5]. on [500], off [500]. n = 4

Nov 30 02:55:15 systemd[82]: read 12 bytes from pipe. content is [17-5-500-500]
Nov 30 02:55:15 systemd]82]: pin [17], action [5]. on [500], off [500]. n =4

Nov 30 02:55:15 systemd[82]: read 12 bytes from pipe, content is [28-5-500-500]
Nov 30 02:55:15 systemd[82]: pin [28], action [5], on [500], off [500]. n
Nov 30 02:5515 systemd[82]: read 12 bytes from pipe. content is [26-5-500-500]
Nov 30 02:55:15 systemd[82]: pin [26], action [5]. on [500], off [500]. n =4

Nov 30 02:55:15 diald[540]: diald process starting

Nov 30 02:55:15 diald{540}: proto hte, user , password , apn , auth type , section wan
Nov 30 02:55:15 diald[540]: No dongle has been detected, detect it again

Nov 30 02:55:16 netifd: Interface ‘lan’ is enabled

Nov 30 02:55:16 neifd: Interface 'lan’ s setting up now

Nov 30 02:55:16 netifd: Interface 'lan’ is now up

Nov 30 02:55:16 netifd: Interface 'loopback is enabled

Nov 30 02:55:16 netifd: Interface loopback’ is setling up now

Nov 30 02:55:16 netifd: Interface ‘loopback” is now up

Nov 30 02:55:16 netifd: Network device 'eth? link is up

Nov 30 02:55:16 netifd: Bridge 'br-an lnk is up

Nov 30 02:55:16 netifd: Interface 'lan’ has link connectivity

Nov 30 02:55:16 netifd: VLAN ‘eth2.1'link is up

Nov 30 02:55:16 netifd: Network device 'lo’ fink is up

Nov 30 02:55:16 netifd: Interface ‘loopback has link connectivity

Nov 30 02:55:16 wireless: scan ralink wireless

Nov 30 02:55:16 systemd[82]: read 12 bytes from pipe. content is [28-5-500-500]
Nov 30 02:55:16 systemd]82]: pin [28], action [5]. on [500], off [500]. n =4

Nov 30 02:55:16 syslog: ra0(ralink)- disable failed

Nov 30 02:55:16 syslog: Command d: Not found

Nov 30 02:55:16 syslog: Command failed: Not found

Nov 30 02:55:16 wireless: scan ralink wireless

Nov 30 02:55:16 firewall: Reloading firewall due to ffup of lan (br-lan)

Nov 30 02:55:21 systemd[82]: read 12 bytes from pipe, content is [17-4-500-500]
Nov 30 02:55:21 systemd[82]: pin [17], action [4], on [500], off [500], n
Nov 30 02:55:21 systemd[82]: pin 17 is not used

Nov 30 02:55:21 diald[540]: No dongle has been detected, detect it again

Nov 30 02:55:22 dnsmasq[785]: started, version 2.73 cachesize 150

Nov 30 02:55:22 dnsmasq[785]: complle time options: IPv6 GNU-gstopt no-DBus no-i18n no-IDN DHCP no-DHCPV6 no-Lua TFTP no-connirack no-jpset ¢
Nov 30 02:55:22 dnsmasq[785]: DNS service limited to local subnets

Nov 30 02:55:22 dnsmasq-dhcp[785]: DHCP, IP range 192.168.1.100 -- 192.168.1.249, lease time 12h

Nov 30 02:55:22 dnsmasq[785]: using local addresses only for domain lan

Nov 30 02:55:22 dnsmasq[785]: no servers found in Amplresolv.conf auto, will retry

Nov 30 02:55:22 dnsmasq[785]. read fetchosts - 1 addresses

Nov 30 02:55:22 systemd[82]: read 12 bytes from pipe, content is [28-5-500-500]

Nov 30 02:55:22 dnsmasq[785]: read /tmp/hosts/dhcp - 1 addresses
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PAP/CHAP #RG: &M -RI 7 ZHMIN Y, HE R U .
B RIEL MR
RS SE: AR LRI R F RS 515
WIEREL: WA 4, %00, &R AESAL. PAP J& B SCIMIE, CHAP /Z2#EFik
E. ZARYRIZE R I 2 RIEFE RS, BR S 2R

3.3.2 LANO

LAN [ 3B = B 1A B X 451 IP, DHCP RSS2 E H, LA/ TP HubikyE .
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ERAEEOES,
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EXER =EER
WAL | S ~
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ONSEHZEH
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=EoHCP [ @ SRFEOMRHGE.
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IPv4 FRHERG: LAN bk hd .

IPv4 BISG: $RH] N —Bkig 5%,

JRHI DHCP: ‘aJife “%&FAHE 1% DHCP” ) DHCP AR%5 .

Frof: A dhep ARSI HEE, Hhin 100, ARFM 192. 168. 1. 100 FFEH /AL
ZF: AT TP bR, W ORIT AR B0 P AR ek 250,

TR : ShME G TP fR R K

3.3.3 &k
ToE K I A EH T8 WIFT (1) SSID, AR, GZH, ARBIHE ] A
AR E 25
Eﬁiﬁi—%n—uaﬁav R SEREE
BOk=

=g | BRAE

WiFi24c @& =g O

b}
Eil

FEEE(SSID)  topeiot_39ce

58 &3

)
piil
]

BEssD O

Ma” AR, PR WiFi Zhag

P44 (SSID) : LM 4.

5. XFF 17131518

B HATSCHEE 802, 11b, 802. 11g. 802. 11b R K AEIAH 11Mbps, 802. 11g AJ LA
54Mbps .

FRG: BULEEN, N REmMARAEN, AaeiE . BR8N,

3.3.4 FELHRN

FE— B HIAEL, R 5 LR A8 T I 00 - AR 2RI 2 5 I 25 A6 W 4 45
WO, WER BN, wta EnER; A2l —BuaE, WRIERETE L, SiaiE
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B, LABRIMZ ELKH . $NSEE T

ELiF

Rl ® =@ O

n
kil

TSR Ping
TIRAESE | 114.114.14.114
IR 202.96.199.133
RS 3
EFAR 60 @
BREE @ =A O =ZA

RMEME=RE 30 @ a8

WA Hili 3 FF ping/traceroute/DNS =FHEMIJ5

Ping: ping &% ping — > IP BiE R4, ping BN ML

Traceroute: traceroute 225 BRERRE HIBRAT, WA LAEIIA H Kk, NRANTEL,
DNS: DNS filftfr— A, S el DUEST, MAHTEL.

HR: BOMEA ping, A traceroute AHXY < LEAEIT, DNS WEHTELR, {HEE A DNS
HEAF, FHELE, BELIEI. XS EH ping ZRE K.
FHRAWARSS A PSRN o5&, rTRLE 1P, tn] DU

R ARG 28 A0 AR AR 5545 JR I, DT DA 6 R I e 5% %

ERRE: RIRNRI, o) DA E B

EAREIRE: W9 ORI 2 5] I [0] (e

BRER: WR—-BEAEL, S B¢ SERERnEEERE.

T RICE S ] R 2 KN HAEL, SR

3.3.5 M&iZHk

% HF ping/traceroute/dnslookup iX =Fh 5 I B2 Wr; ping/traceroute ZHn] LA
A E TP, AT 12BN RS EL; nslookup H Tt — M4 .
M ping, WK
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PSSR
ST

114114114114

1Pv4 | @ Ping

PING 114.114.114.114 (114.114.1

&4 bytes from 114.114.114.114:
&4 bytes from 114.114.114.114:
&4 bytes frx 4.114:
64 bytes from 114.114,114.114:
€4 bytes from 114,114,114.114:

114114114114 www baidu com

@ Traceroute Nslockup

14.114): 56 data bytes

segq=0 ttl=75 time=209.82
seg=1 5
seg=2 ttl=92 time=35.484 ms

=86 time=1

seq=3 t£1=69 time=32.530 ms
seq=4 ttl=65 time=32.497 ms

-—- 114.114.114.114 ping scatissics —-—-
5 packets transmivted, 5 packets received, 0% packet loss

round-trip min/avg/max = 32.497/82.386/209.825 ms

B i traceroute, WIE:

114114114114 www.baidu.com

www.163.com

IPv4 v || @ Ping @ Nslookup
Install iputils-traceroute6 for IPv6
traceroute

traceroute to www.163.com (27.148.151.214), 30 hops max, 38 byte packets

i+ nslookup,

114114114114 www.163.com www.baidu.com

IPvd v | [@ Ping [@ Traceroute [@ Nslookup
Install iputils-traceroute6 for IPv6
traceroute

Server: 127.0.0.1

Address 1: 127.0.0.1 localhost

Name: www.baidu.com

Address 1: 14.215.177.38

Address 2: 14.215.177.37

3.4 E

LR T RN T RCER K H AT MWAN TR K TCP/UDP 45 #R 4> o g 12,
B WAN [ 25 (B0 0 o SRR BT RE 1 TP, P (R ST AU, 0 75 220

-
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3.4.1 DMZ EHL

DMZ By r] LASE WAN [ Bk BRI A% LAN S (58— 6 AL Brey 21 WAN bt i) B # = ife

FI48 52 1 LAN 3t E 4L

DMZ: EFIFA IR, J5 H DMZ Thig .
DMZ EML: 52 EML G E LAN 363t — & 0L 1P Huhl .

3.4.2 AR

FHLE DMZ, 3 I 5% o SERGANAL I I, n] DAE AR A2 — i 1 10 ot B e s 1) LAN 3 ) 25
— G ML, W ASEBHEA R D B 3L

P - RO

IR OHEA
aF ILECHIRI Lz B
]
ELETES
mmpmllg:
zF i ShEBREE SRR PIERIPHEIE PaEBimC]

TCP+UDP v ||wan ~ ~ B &

B FREIXEMMM LT, LU —ANE & 4T
Pl e B R P, TR TCP, UDP, Bi# TCP/UDP.
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PIRR G 1 + i e A JE ) R S 1, — RO i 11 5 P S 2 —RE R, AT BUAS—HE

FCE TSR, s “Om” Hl, B — RN, S ORI 2, AR
USSPy

3.4.3 EEHM

HAE AT DU T T F— 2B A 1, P05 B R U5 R i I BC B U, ) AT T

80 g II, ZLFE ssh iz, WLAFTH 22 ui .

Bk - SN

BEAMEN TR ERRRTSE, fin: B —EFoRNEE TARIWANSRD.

SR
& mEAm e

AEEEEE

kel HH

£F il PR SE ShaBimll

CP+UDP  + |wan ~ A &m

ARSI

= R SRk

v 8 FEEE

B REREFHMNM AT, ATE—ME 4T

Wl FEE BRI, RTLAZ TCP, UDP, Ei# TCP/UDP.

ShERIR O T VA AT I I 15

A BN PT DA R 3 g — ey i 4 R, AT RAAN LAN 3 WAN, t0] UM LAN 2] WAN.
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FUEALELEEANNEREE, i ELEEETABETE.
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3.5.1.1 BB

AR “Ja R Y5, JFRE PPTP 2 i Th

PPTPiZ®

REPPTP

PPTPEFE ©® =R

it

A
Bt | 10012

RArRE

TEHFR @ eg: 192.168.10.0
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DH | BRI | FrEEEL

A F A
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TLS Role:
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