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ZPE 150 @ St S EEHE,
fHEFE | 12h @ HEUHFEER, B/h2soEh(2m),

JH DHCP: i ] DHEP iR%5 #5

FFi: S3TCH dhep MRS A MC A kL, Hodn 100, R 192.168.1.100 FF4A 4L
TP B AT ECH 1P UhERL, B ORIT AR BN P B RER I 250

FLRIES IR A3 FCH 1P (B [R] KR

3.2.3 L&k

TeL SR IN L F IR BT SSID, TARKL, #5534, AR AT R ZAF 1
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B
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WiFi24G ® pm

B
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&% | 802.11bgn

o= | WPA2-PSK-AES

feEssiD |

WiFi 2.4G: sl B “, 8 H WiFi DjRE

MZ% 4% (SSID) : ToLk L% 44

f518: SCRF1~13 1518, BN AZ), FEvLLESIEN.

. H Bk 802.11b, 802.11g, 802.11bgn. 802.11b # % H ik F| 11Mbps, 802.11g A LA
153 54Mbps, 802.11n #¢iH, 1] LLIAZE] 300Mbps

s . 280N 802.11b B 802.11g, W AEMEFR LR JUF InEE 75 2L

WPA2-PSK-TKIP
WPA-PSK-TKIP
WEP

Ly 802.11bgn I, R AEIEFELLT J LA N U5 3

No Encryption |
WPAZ-PSK-AES
| WPA-PSK-AES

. LAY, P FRERARXAEN, AeE b, BR8N
B SSID: 243 PERaHL SSID I P B A EIX A SSID, 75 EF-3hii NiX /P sSID #4744

3.2.4 TR HRM
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> VPN
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BWRR: H i SCHF ping/traceroute/DNS =4I 77 2.
Ping: ping 2% ping — ™ IP BlF A, ping BNINATEL
Traceroute: traceroute 4> 2 FREZ IS (42, a0 n] DARIA H HbhE, WEAHTEZ
DNS: DNS £ f#ffT— M8 4, Wi nT LAfgAT, WA NTEL
BIMEH ping, A traceroute fHXT <> LIFEIRL, DNS fi#ffTith, {HX N DNS HZAF,
SHEBEL)E, ALK . HXHEH ping £ &AM,

MRS RAANAI RS8R, WLGZ 1P, ] L2
PIRPUAR ST A8 0 RPRN T 10 5545 R I, U0 AT LA 3 DRI A 55 8%
HRRE: WCRIRIRIMG AT AR R B
EHAIRE: PRI 18] I (] 5] e

BRER: mR—BEAEL, sl “IFR . 2fERERN )5 EH
MR R I 8] . 15 0E 2 KIS RIAEL, BERBE

3.2.5 WS W

¥ ping/traceroute/dnslookup X =5 T L& 12 BT

ping/traceroute ZE ] A& — 4, Bl 21 1P, AR & BAEL.
Dnslookup FSRARHT— M4 .

il ping, BRI DLW — Nl A W N, a0
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114 114.114.114 M411414.114 www.baidu.com

[@ Traceroute @ Nslookup

Install iputils-traceroute6 for IPvE
traceroute

FING 114.114.114.114 (114.114.114.114): 5& data bytes

4 bytes from 114.114.114.114: seq=0 0 time=581.5904 m3
64 bytes from 114.114.114.114: seq=l time=88.259 m3
64 bytes from 114.114.114.114: 3eqg=2 time=96.134 m3
€4 bytes from 114.114.114.114: seq=3 time=88.011 m3
64 bytes from 114.114.114.114: 3zeqg=4 .243 m3

—-— 114,174,114.114 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loas
round-trip min/avg/max = 76.243/246.110/881.904 ms3

/5 traceroute

114114114114 www_163.com www baidu. com

IPv4 * || [@ Ping @ Nslookup

Install iputils-traceroutet for IPvG
traceroute

tracercute teo www.163.com (27.148.151.214), 30 hops max, 32 byte packets

1 #
2 -546 ms

At .488 ms

4 -376 ma

5 51.438 ms
& 59.402 m3
1 51.578 ms
g =

g

10 =

11 27.14R_181.214 139.821 ma

£ nslookup:

114 114 114 114 www. 163 com www.baidu com

1Pvd » Ping @ Traceroute @ Nslookup

Install iputils-traceroute6 for IPvB

traceroute

Server: 3 e I 4

2ddress 1: 127.0.0.1 localhost

Hame: Www.baldu,com

Bddress 1: 14.215.177.38

Bddress 2: 14.215.177.37
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> B
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wan: | wan: [+
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DMZ: ZEFEIT A IS %, J5 H DMz Zhig
DMZ EHL: F5E EMLS Y LAN S — & EHLE 1P ik

3.32O%K

HAEL DMZ, i 1 3 A BB A P, T AFE A AR I — b 1 AR 508 B 96 i 1) LAN S )
— BN, AT RASEHLEA R 1 2UAS ] 1 3 4L
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FIPar LB RE SC— 227 ks B X 22 5 H iptables # R, I LARE ZEH] P 34
iptables #5474t H € SCHM o ASIIREI,  ZEhn 20 )543 KU ) R, AN 223 54T 1 R0
R

3.4VPN

VPN HRAIE — 4 il G i, fEiX5miE b, HR2mEn, PURIEEYE % 21k .
Al Al VPN U844 A PPTP, L2TP, OpenVPN, IPSec, PPTP/L2TP +& )= VPN, OpenVPN /&
T SSLVPN, IPSec /& = JZ VPN, PPTP/L2TP f FHAHXI /5{#, OpenVPN, IPSec 75 E & =1
FEH, FrUBHER, (HR 5 2 4 p 8 s .

3.4.1 PPTP

PPTP WL B % ) i B e 55 m VR R EE A MRS Im AR, EA g Rk, SISl —
AN RSN £ ]

PPTPEFHE ® x5 E2g=:]

RS2t 10012

BRE
= &
Fim b
FHR TR
MNAT
BAMPPEME @
iz U @ WERESBIEVPNLRM
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PPTP & P sty “JFiE” , WS H PPTP &/ i V) g

RS2l $R5E PPTP AR SSum MdthE, wT LA 1P dthhik, B DU 4

P 4. RS #HIRMEER 4

T A AR AR D

XT o s X S B9, B PPTP il 5% i ¥ LAN i A2 192.168.2.1 FIF 4 Xt i - P sl A2
192.168.2.0

Xt RS . T EERS, — & 255.255.255.0

NAT: BT M ppp0 2 1 H (AL, ELRIYE 1P #i2 B #pk pppo (1 1P

J& F MPPE %% . $1741%+#% MPPE hn#

BANMIG: #1772, WI£LL pppo G — 2 BRINBR 1, BT A M #1278 X 45 %

PPTPEES © HE =3
REmEMIP 1010101
IPHHEEE | 10.10.10.100-10.10.10.200
BRAMPPEmME ¥

DNS1 8888
DNS2
WIN1
WIN2

CHAPER | #USERNAME PROVIDER PASS\

Pl

PPTP JIk%5: mididt)a, JaH PPTP %5 umthfe

R 2% vt A b 1P 48 5 AR S5 v 1Y) 1P Rk

12390 W A P = D 3 T Ol [ A

J& Fl MPPE % : 4T /2)ik+% MPPE N

DNS1/DNS2: #5 7€ 224> L f¥) DNS ikl

WIN1/WIN2: 85 WIN fJHi

CHAP #fd: FRAEIEE IS, —FKids B —NH . #uF:

P <> *<BRS TR <> *, LI in— "MK 5 test %09: test, NIXZKid W
test * test *
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3.4.2 L2TP

L2TP AT B A% ok s, TR ARSI, A PR, A
R I

LTPEFRE ® HE5 k4]
[if=g=caiinily 10.0.1.2

AFRE

RS

L

iR R

iR FREE

NAT
BHAMPPEmME ¥

Bhilpd = B FAERESREVPNERF

L2TP %5 7 0. iy “IT/R 7, MIJE A L2TP %5/ i D fig

M ss sl 455 PPTP AR S5um it dthht, Wl DU 1P bk, ta]PLZ842

H P 4. MR pEmH 4

RS ASIR LD

XF it s 0 T F Y, B L2TP IR 4% i Y LAN S A& 192.168.2.1 FIF 4 X i - Y gl A2
192.168.2.0

b 7 HERD . T RS, —M2 255.255.255.0

NAT: FTLAM ppp0 211 H 106, BRI 1P #82 & ik pppo 7 1P

J& F MPPE I . 477211 4% MPPE Jil &
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BN % 4T 20, 4 DA pppo €& — 20BN 1, T A 10 B # & 8 X 55 %
LZTPEEEE @ HEB =3z
BEBEMP 101010 1
IPHAEEE | 10.10.10.100-10.10.10.200 1@ eg:10.10.10.100-10.10.10.200

BRMPPEME @
CHAPEE®E |#USERNAME PROVIDER PASS)\

L

L2TP Jik554s: midiJF/a, JEH L2TP k55 im M) fe

R 2% vt A b 1P 48 58 AR S5 v 1Y) 1P Rk

12391 A P = D 3 s O [ AL |

J& Fl MPPE % : 4T /2)ik#% MPPE N

CHAP #fih: RIREIEEZE F KT, —FiIds N —MHP . %X

H P <> *<BRS T < 0> *, g in— MK test, %89: test, X 250 W R
test * test *

3.4.3 IPSec

{E IPSEC DU, 2 T M B # HA 19 IPSEC 34 S LIRS
IPSec © Fg O =@
st | %any
WEAE | TER E|
BEsn | FEIFE E|
F T 192.168.4.0/24
HWEZF | 1921685 0124

IKEMEHE |AES-128

=

KEfREE®R  SHAA

=]

Diffie-Hellmanzi Group14(2048bits) E|
IKE& A48 | 28800
WEsz | mEEE |

fRETEH | 123456abc
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AEmin Al
ESPIMEHE  AES-128 B
ESPRIEE  |SHA B
DPD#EM | 60s

DPDAz T B8 150

DPD Action - B

Sofvmdihk: Xhuf ) 1P Hihk s AL . W RSRA T RS G IAE . WHZIE TR

PR RS CER R

PEIERE. Wik “TWREITM” o CTRBIFEH o CFBITH o CEPBIFN F
AW TR AT LT R, . 192. 168. 10. 0/24;

SoFue T X TR K D, ;. 192, 168. 20. 0/24;

IKE fn#&k. 1KE BB f0nas 77 2

IKE 4770 B ¥ B TKE [0 2E i A 395

ARUFRAIRG: EIE AR, ATLUN TP K4

SFu RS EE N AR IR, ATLUN TP k4.

ESP fin#%: ESP (in& 75 s
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3.4.4 OpenVPN

OpenVPN ® JFga O #H

faih | F -
RE  EAR v
W UDP v

wme 1194

WEHEH  TUN v
OpenVPNARS is
R R v

cA | REXE | FAEEETH

AFED | BEXE | R E T

se | BEXE | RREEETE

DH | JBIESIEE | s p

FTU F RO
i F D
BEFENAT
BRLZOEH BiEn -
MEEE | Blowfish(128) v
MTU | 1500

OpenVPN: fiidi “JFJa” FF4f OpenVPN %%

fh: $85E OpenVPN AR SR, WL B, Wl L+
RO R PN A — Sk P TE

FM: ZNREER] RS
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WAL WRAHIZEAE tun, tap, tun A= EHIEELE, tap £ 2B E R

OpenVPN R 45 iii: AR A1 o R Pt (s A, 7% B4 2 IR &5 o i bk, mT DU 1P, i 4
WAEEAL: SRINERE T, T RONIETS, &%, AT, IE e B %
TLSRole: MIMIEZRAEUEFINIE, 7545 8 TLS [ (02 % P s A2 AR 45 ity

3.5 &%

RSP S T R IRe, —BUE AR IR .

3.5.1 #AEKH

A S EE P SRS I it £y R0
#0 B IPv4-FIIH#H IPv4-FI% e

EHIPHFIE InwEn e 2P

lan v | ] =3

B 450 R — N 8 n % i

H#R: wJLZENLIP, A LLZ T M

IPva FRIFERS: HARMW M, R B ZEEN, FMHLRIZE 255.255.255.255
IPva B3 Bk oCHhE, R, XANHBRERZERTE R, ISR

3.5.2 B 3@

S TR AT R B A B ST 4%, B0 Ik 55 s A A B ek 1
BHE 57600
iR o
T
EL e
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| TCP Server

PIOTERO 5001
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BekEac: HASCREPRERA
115200
2400
4800
9600
19200
38400

R\ 42 115200

BEir: BURNA 8 fr, 7 MmN ER:, BRilE 8 1
{Eibfr: IR 2467, 1PN ERE, BRI 140
AR RIA RS, AR, R, AR TR
=4 1] S =451 471 O L R4 O 7 1 137/ = NP O ot el
S B R AR, IR SCRECL R LR
UDP(DTU)

PURE UDP
TCP(DTU)

PURE TCP

TCP Server

Customed TCP
Short Message
UDP(DTU): FcE v UDP % /'3, R AR UDP AR S5im, B4k W5 5 OB ie ba
TCP(DTU): FCE N TCP % iy, nILLER] TCP AR5 U, 5B 48 & W &5 5 OBk 8 FE
PURE UDP: [ & 514l UDP %} Ui

PURE TCP: Jic & Jy $1.45 TCP %% /' iy

TCP Server: L& N TCP AR %5 v

Customed TCP: H & X TCP & /™ Uiy, 1 LLH & SEMAL, Bk

MR 25 2t SRR i, 7R AR IR S5 i ) ik

2% 283 e AR S5 i P g 11

OoBRELIAIRG : 7 i 32 Lo kB R B ] ]

HoE SCOBkE: B OBk, L 16 gl RoR

H e SGEMA: B GEME R, P16 #HlRR.

3.5.3 b4

FEEFER AN THRESEHL 7 WK 1P 534 B2 I DhRE -
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My “EE” SRR E

3.5.4 MES T
WEGHHThAe ARGt WAN DR s, R i R S Z okt
Wreh f5, WMEWARAF. FIRIFHLUG 2 CAFE LR 2 i al g,
mBHt ® 7 £
D=y 006G

exigxs  00C

= 0.06G
BAE 1024 @M
AHEESH
BEEE | reach maximum

BB W EJOE 0 B4 ET R
BRIEF: M LEIIE 0 B 4TI RIEF I8

BT CRIS CRART M

BRRE: WELHZDRERE
BAEESHE: R ERER RS

BEEER: ERENGER, WM, e L

3.5.5GPS /I

FHL GPS Fibk
GPS BN & ER 1) LI GPRMV B, BIMHIE4HEE . GPS EMIIAE T H T P4k
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LiRElR 60 @

R sgasttutl: BRI G RS S, AT TCP Mk
fR5AsIR O 6 RS A ) i
ERERE: AR ERS R, AR, B 60 I

3.5.7 )2 DNS

B4 DNS HRZEE WAN AR 1P ER—/ N4 . A% WAN ) 1P B4R, 48R
WAN [ 1P ——%f ¥ o

DONS @® rg O @

fRis e éZnneEdit.cnm '

AFAE myname

i
i3
EEl
i)
@

FHE | myname 3322 0rg
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