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RE
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1Pva WANIRE & ¥
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FEE 10.23.15.242
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CHEE Oh Om 44
ol =5: 76 (51 dBm)
FE: 55
SIMFHARE: 0N
IMEI: -
ICCID: 88500316245025672253
=ity cEs
ERRT fa
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LANHAZE
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FEER 255255 2550
DHCPEEE B8R
MACHELE 00:52:24:51:31:0
3 B8R
SSID Router
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20 1Pvd-HiiE MAC-fitt FREER
BECHEES,

3.1.3. BER

HTEE ARP. 1H305E MM ARG R, Wik

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



L/ oAyt
'Top-iot 4@§£W]F%&ffﬂkﬁ¥?kf%?}%f%ﬁ :.

i iE s

EETEREE,
ARP
1Pua-HinE MAC-HENE 20
182.168.1.211 00:0e:chaaetle brelan

HE IPvaR B
wan 0.0.0.0/0 10.23.15.242 Q
wan 10.23.15.240/30 0.0.00 Q
lan 182.168.1.0/24 0.0.00 Q
FERNAY) PyB-HEEs
i HE IPvE-R a3
tan FD42:E6F 3:1C5A:0:0:0:0:0/64 0:0:0:0:0:0:0:0/0 00000400
lnopback FD42:E6F 3:1C5A:0:0:0:0:0/48 0:0:0:0:0:0:0:0/0 TFFFFFFF
aopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF
Ioopback 0:0:0:0:0:0:0:1 0:0:0:0:0:0:0:0/0 00000000
lan FD42:E6F3:1C5A:0:0:0:0-0 0:0:0:0:0:0:0:0/0 00000000
lan FD42:E6F3:1C5A:0:0:0-0-1 0:0:0:0:0:0:0:0/0 00000000
{ethQ) FF00:0:0-0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
lan FF00:0:0-0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
wand FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
{wian0) FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
{wian1) FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
wan FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF
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RERE

O #=H= || O #FH= |0 BFBE=

Aug 25 14:4T:28 sysiogd started: BusyBox v1.28.4 -
Aug 25 08:47:28 kemel: klogd staried: BusyBox v1.23.4 {)

128 kemel: [ 0.000000] Linux version 4.14.180 (sundge@iocall
2 kemel:[ 0.000000] SoC Type: MediaTek M
Aug 25 06:47:28 kemel: [ 0.000000] bootconso
Aug 25 08:47-28 kemel: [ 0.000000]
Aug 26 08:47:28 kemel:[  0.000000]
Aug 25 08:47:28 kemsl: [

stincaldomain) (gec version 7.3.0 (OpenWirt GC

3.0 r8075

-F4815¢5]) #0 SMP Fri Aug 7 07:48:0¢

ver1eco:3

arly0] enabled
CPUO revision is: 0001882f (MIPS 1004Kc)
PS: machine is TG483

smined physical RAM map:

Aug 25 06:47:28 kemel: [ 10000000 @ 00000000 (usable)
Aug 25 08:47:28 kemel:[ 0.000000] Initrd not found or empty - disabling initrd
Aug 25 06:47:28 kemel:[  0.000000] VPE topology 2,2} total 4

Aug 25 06:47:28 kemel- [ 0.000000] Primary instruction

Aug 25 06-47:28 kemel-[  0.000 Primary data

Aug 25 08:47:28 kemel:[  0.000000] MIPS secondary cache 256kB. 2-way. linesize 32 bytes.
Aug 25 06:47:28 kemel:[  0.000000] Zone ranges

Aug 06:47:28 kemel: [ fmem 0::0000000000000000-0x00000000CHH]
Aug 25 08:47:28 kemel: [ empty

Aug 25 08:47:28 kemel: [ e start for each node

wde  0: [mem 0x0000000000000000-0x:000000000FFFH]
0000 -0::000000 00O

nitmem setup node 0 [mem Cx000000

Aug 25 08-47:28 kemel: [ On nade 0 totalpages: 85536

Aug 26 08:47:28 kemal:[  0.000000] free_ares_init_node: node 0. pgdat 8071200, node_mem_map 81003000
Aug 25 08:47:28 kemek: [ 0.000000] Normal zone: 512 pages used for memmap

Aug 25 06-47:28 kemel- [ 0000000 0 pages reserved

Aug 25 08:47:28 kemel: [ 0.000000] 65526 pages. LIFO batch:15

Aug 25 06:47:28 kemel: [ 0.000000; | random_bytes called from start_kermel+
Aug 06:47:28 kemel: [ 526224 ra1
Aug 25 08:47:28 kemel: [ o 028 w7344 alloc

Aug 25 08:47:28 kemel: [ 0.000000] pepu-alioc: [0] 0 0] 1 {012 [0] 3

Aug 25 06-47:28 kemel: [  0.000000] Built 1 zonelists, mobility grouping on. Total pages: 65024

Aug 26 08:47:28 kemek: [ 0.000000] Kerne! command line: console=ttyS0.115200 rootistype=squashf
Aug 26 08:47:28 kemel: [ 0.000 jes: 1024 (arder: 0. 4006 byte:
Aug 25 08:47:28 kemel:[ 0.000000] Dantry cache hash table entries: 32768 {order: 5. 121072 byles)
Aug 25 :28 kemnel: [  0.000000] Inode-cache hash
Aug 25 :28 kemel
Aug 25 08:47:28 kemel: [
Aug 25 08-47:28 kemel: [
128 kemel: [
28 kemel: [ 0.000000] Hierarchical REU implementation

Aug 25 06:47:28 kemel: [ 0.000000] NR_IRQS ]

Aug 26 08:47:28 kemel: [ 0.000000] clocksource: GIC: mask: OxFFFFHTT max_cycles: Oxcaf473abb4. max_idie_ns: 440705247007 ns

4102428 with cg_i

ble entries: 16384 (order: 4, 65538 bytes)

de, 2875 rwdata, 1306 rodata, 244K init, 253K bss, 10384K reserved. DK cma-ress
4, Nodes=1

3.1.5. VPNIRE

T B8 VPNRE, .

VPN

VPNRE -
W == pptp
IPHEdE 10.10.100.13

FRIEE 255.255.255.255
R 10.10.100.1

EiEEnaE 2h,51m,37s

3.2. &EB

YRR YW E”, EEENTREMSBHLSHE, EEAEUTI6E: SNKE. A
PIVCE . WIFT BB ELARN. MZiSdE.
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3.2.1. WANiE

WAN 5 B 32 8857 FF DHCP/&# &S 1P/PPPoE/3G/LTE S5 s, i FFEMAE N, HiIE
MRIBH, Sy “RAFS 7 B a] DASEELERE .

WANORS

ETE, RTLERWANDESRE

WAN#=

ZrxiER | SEER
EeaE UTE vi

s ]

WEEE O x£ @ par O cHaP O PAPICHAP

ARG HKEL: FRAVEMERAL, BRI AN, W MR RE, W RFRERIME
APN: IZE 1) apn, ANE 2 E 7 A AR P apn, T E# )2 conet, W EIPGE Z 3gnet,
HE S ctnet. BTMRMESHE AL apn, E/RE, @B mELE: BiAkm
apn ZHAT LKW E T, ST I@EmEdE &, X AMET L.

EEEL R, REBRINSE, B B 308 R A& apn. #1875 06 2 REFE 1 APN
28, NWHRIRIZE R4 APN 250 E .

PIN: SIM -RHJ PIN i, W EALH], DL A R pmifl.

PAP/CHAP R P 44: R IR FEGAR 4, e RITRUAA.

PAP/CHAP ZfG: & RBf T 2 NBRS, Mo RIAT L=

MAEH AL M R

WSS AE LA RAF R T T 5.

WIERA: WRAH 4, B, FFEAEIERA . PAP W SCAIE, CHAP 242 Tk
UE. ZEARE IS E R 2R REE R AL, AR5 22 R
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3.2.2. LAN A

LAN [ 36 B F B B B W 44 1) 1P, DHCP fRZS#:ma H, LA e 1P HhihkyE [ .

{0 - LAN

EREEE0ES.

—fREE

ERER ERER

PvadBhl | 18218811
PWFHEE | 255.265.250.0 v

ONSHESE

DHCPHRZE#E

EFER

=EDHCP O @ SEFEOSDHLE.

FE 100 O mEmTREEE s EE,
EFEm 1m0 @ B nEak,
EEsiE | 1en @ EUTEE, ROz,

[en [ n ] s

SR ST

IPv4 Hihitk: FCE LAN HIHbdik.
IPv4 FRIFERG: LAN bbb 405 .
IPv4 P3%: F5H T — Bkt G,

JRHI DHCP: ‘aJife “Z&FAHE (¥ DHCP” &) DHCP AR%5 -

Froh: HACH dhep BRI MGE AL, thin 100, ARFM 192. 168. 1. 100 FFEG AL
ZFH: IO ECH TP MR W IRIT AR U P B Re I 250,
FEFBTE): 73 ECH TP I T

3.2.3. L&

ToLS BRI E A T3 & WIFT 1) SSID, TARM, HHESH, AR AP A] 5E 5 2
AN ES .
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TEigE

EFNE. HILEETENET SRS

24G #=NGE

WiFi24c @ mm O ZA

FI4EE(SSID) | Router

1% | WPA2-PSK-AES v

- R ]

B 11 ~

&% |802.11bgn v
5.8G ENEE

WiFi586 @ m=@ O

b
kil

F#EE(SSID) | Router5G

IE | WPA2PSK-AES v
B 802.11anc v
B2 149 v

I3 ED

Hili” B¢, JFE WiFi Zhg.

P44 (SSID) : LML 4.

f5i8: CHF 1713 (5.

M HATSCHEE 802. 11b, 802. 11g. 802. 11b i#* HAEIAH] 11Mbps, 802. 11g 1] L Z
54Mbps .

RS POLEE, WO HEMAAEN, AReE L. HEE 8 M.

3.2.4. TEZHEW

FE— LB SRR, AR 5 DL A8 FR T T AR 00 o A2 LRI 2 58 I 2SS ) Doy 4 T 4
WL, WERMBURE, st EnER; A2l —BuiaE, WRIERERE L, Siadib
Bk, LLAEIMZ LR H. $NSEE LT
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fEgeiw

RN @ zR O

i
H#

AR | Ping v

FIRMRSE | 14114114114

IRIRMIRSSRE | 202.96.199.133

B |3
EiiElz |60 @
FRER ® =8 O 2/

FMEMERME | 30 @ o

[ | o | oo

HMRA: HArsZFF ping/traceroute/DNS =FhERMIJ5 5.

Ping: ping 2% ping —A IP BiF A, ping NN NAEL .

Traceroute: traceroute &Z%EREREK AT, WIART LLRIA H ik, WAL
DNS: DNS xf#tr— M4, el AT, WIATELR

EE: BRI ping, A traceroute X2 HUEAEIL, DNS fRHTHLR, {HIE N DNS
HEAF, FEEL)E, EELIEN . AR EH ping RHEA M.

ERWRSE R BRI RESH, TLUZ 1P, a4

WERMAR S8 Q0 RARI E RS ARG, 0wy DU £ PRI R 55 4%«

BB WP RN, AT BASR E EAR R
FRIRIRG: T ERIN 8] (¥ 5] [E o

BHRER: WR—EAEL, s B ¢ RAfERENEEEE.

BRORIGE B ] R 2K AL, .

3.2.5. MK

% ¥F ping/traceroute/dnslookup IX =F 5 LB 2T ; ping/traceroute ZEA] LA
R 1P, HT 2B R EEL; nslookup T M — k4 .
il ping, Kl

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727
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TR 84T AL iRk 7 E AT :'

v o
%
RS R
RS TE
114.114.114.114 114.114.114.114 www.baidu.com

IPvd Ping @ Traceroute [@ Nslookup

PING 114.114,114.114 (114.114.114.114): 56 data bytes
1 4.114.114: seq= 75 time=209.825 ms

€4 bytes Ir
time=101.596 ms
92 time=35.484 ms
69 time=32.530 ms
65 time=32.437 ms

£.114.114: seq=
£.114.114: 5
.114.114: seq=
114.114.114.114: seq=

€4 bytes fr

-—- 114.114.114.114 ping 3Tactistics —-
§ packets trensmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 32.497/82.326/208.825 ns

M traceroute, HIFE:

11414114114

163.com www._baidu.com

@ Nslookup

iPvd v | @ Ping

Install iputils-traceroute for IPv6
traceroute

7.148.151.214), 30 hops max, 32 byte packets

M7 nslookup, #I:
114.114.114.114 www.163.com www.baidu.com
IPvd v | [@ Ping Traceroute Nslookup

Install iputils-traceroute6 for IPv6
traceroute

Server 127.0.0. 1
Address 1: 127.0.0.1 localhost
Name: www.baidu.com

Address 1: 14.
Address 2: 14.

3.3. &4

LR TR TRCER K H AT MWAN TR K TCP/UDP 45 #R 4> W g 12,
B WAN [ 25 U 0 o an SRR BT RE 1 TP, P (03 AT AU, 0 75 220

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727
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BTSRRI A — T

3.3.1. DMZ EWML

DMZ ygg n] DAFE WAN FI bk s e LAN 3 (3 — 5 AL BT 21 WAN Hiuhik i 60 &0 2 9 %
F 45 B 1) LAN 55 E ML

O =5

@ wE BEOMz=H
Y =2 oMz ® g% O 2R

DMZ: 3 i

L LU

U nioS :

il DMZEW, 192.168.1.0

B
© VPN
2 am

[aouin | o | i ]

¥ BIERE

8 e

DMZ: &FTF )3 I, Ja A DMZ Zhig .
DMZ EML: F5 52 B LAN 55— & EHLH 1P Mok,

3.3.2. WA¥K

FHEE DMZ, i 3 A AR AL, 7T DASE A AT 3 — i 11 A 08l B A 1) LAN 3 PO 2
— G ML, W ASEBHEA R D B F ) 6L

Q &5
sl iz FYTTy
.. Bk - SHOIEER
L WOFEERT HEALE B EAaERS
O =e R y
IROEAR
Dzt BT [CECHR BT B
[EE7 L]
IEEHL
BHEX
o7l =g
@ VPN
= =m smRAE%:
5 mimsEs z2F i SRR SNERmO FIEhIPHEE PIRimOl
% @ TCP+UDP ~ | wan ~ ~ i 1

B FREXEMNN AT, bR — N B4 T .
WM B B R RPN, AT RL&Z TCP, UDP, B3 TCP/UDP.

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727




y .’:';Z_fcﬂ IR B84 Rk AT g
BRI D2 S A AT A H R 1
WER IP Huhb: SRR EAL TP Hudk.
PRI = i 1 A PR AR 3 1, — B oM i 11 55 P 8 12 — BRIl BLAN—HE
Mo SR, s “UNIN $%HL HE RO sl ORI AL, A
A2

3.3.3. IBEfEHN

A AE RN AT DA FAT 07— 2280 i 1, PR 75 2T ARG R e a IO G EL U, A BATOF

80 v I, LHE ssh iR, WLFTH 22 .

s | SR
FRKiE - E(SHIN
BEENNEN T AREIREGRETE, fin: BREIIEASE, TTEIWANERD.
2 Ve
EfEHm
DMZ:
=0 BF PLECHRI E B
wOE L]
IEEHL
HEX
ETHIRE
© VPN
= am FTAmmERD:
3 suEEE E=ta % SRERIE ShERRD
B =@ TCP+UDP v ||wan v [ i
88
RN
=F R BirXHE
v || wan v | B wEnrEsE
[ | = | o0 |

¥ MEXFHMN L7, TELE—MERNE T,

W #RE BRI, AL TCP, UDP, =& TCP/UDP.

ShERSE e 4R T A BT T S

TS PRI AT LA 3 — 2e 0 (4 U, T EAAN LAN 2 WAN, R BAM LAN £ WAN.

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727
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& op-iot TR S8AT W Rk T ERRAE T :'
SRS AN
E BXiE BRXE
. - ) v (&) FhFEE

BF MRERFMNE AT, ATLE M E T
VRIX IR 57 Hodls BRI 46

BRI 55 Hod B 2L 20

Ml “CUSIIRgRER” HHL, W LUE B R R DL RS AR .

Add: B84 A = 2AF144427-28 & /COTH#%14 2

Tel: 0592-6211782
www.top—iot.com

Fax: 0592-6211727
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TR 84T AL iRk 7 E AT :'

FUEALELEEANNEREE, i ELEEETABETE.

Rule is enabled

£

FReEEE

71318

PLESICMPZERY

IEMACHEHE

iEitsaE

w0

9 =5

IPv4F0IPVE v

TCP+UDP v

any

H
it

i

ol

]

i

FEXE

lan: lan: g*

ie& @A)
FEKE =E)
lan: lan: g~

wan: | wan: &

@ f&:25liptablesfYESM B, IMHMERE!

FRIMbE: AT LR BRI 1Pv4, TPv6, B TPv4/1Pv6 Hilk.
P 55 UG R EHI UL, W BLZ TCP, UDP, EG3& TCP/UDP.
VB MAC Hbhk: Fi5 e Hdis 414 Y5 MAC.

TRk 45 BEE A RYE 1P,

Vi e 45 B B I 1

B bnudl: 55 Bl R H AR 1P,
B Awdm O 45 B G0 H bR .
EPE: WRILEC B s F, AT R 301

H I SR B4 -

D &% (owrddE )

Add: B 744 E = AAF1444:27-28 & /COTH14 % Tel: 0592-6211782

www.top—iot.com

Fax: 0592-6211727
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2) EF (EEHHEE);
3) 4y (EEWEHEE, FFRE—NATHEEE )

4)  TEfE OAMEAETARED) .

3.4. VPN

VPN HI TG — 2% el & A, 7EXSiE b, Bnamsn, DURIESWE I 22t

&y, HAT S PPTP F1 L2TP #E5K.

3.4.1.  PPTP

PPTP A it i %5 P SR s IR S i ol PRV 20 R et AR, 35 00 22 5] R A

TR ]

3.4.1. 1. ZPuER

MR “JEH” 424, JT)E PPTP & S L fg .

PPTPiIRH

BEPPTP

PPTPEFR ® =@

b
df

BRsSEEtt 10012

TR @ eg: 192.168.10.0
TS @ eg: 2552552550
NAT @
EEMPPEMZ @
ERESIPE

BRI @ FERESETIVPN LR

fRsa3tbl: $55€ PPTP RSSO Mubl, AU TP Mubik, Wrf BRI,
R4 oSSR aEm 4.
G RS AR Ot .

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727
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TR 84T AL iRk 7 E AT :'

St TR KA/, Ein PPTP AR 4531 () LAN 342 192. 168. 2. 1 H8-4 %t i 199 5t

A 192.168. 2. 0,

XU IR : RS, — &2 255. 255. 255. 0.

NAT: FrAM ppp0 #2 FH 26, AR 1P A4 & ppp0 ) 1P,

JE F MPPE B : 47721 14e$¢ MPPE I

JE RS TP k. T LABCE VPN HYERAS 1P,

BUOAMISR: {77420, MI<xPl ppp0 BIEE—2%BRNER il , Fr A il # e X 2k ik i

3.4.1. 2. R

RIBINE SR $%HL, JT)A PPTP IRSS S DI fe -

PPTPERES @

REWFHIP

ERMPPEIE

NAT

DNS1

DNS2

10.10.10.100-10.10.10.200 @ eg: 10.10.10.1-10.10.10.254

OVIDER PASSV @ eg: test * test *
>

@ eg: test 192.168.10.0

MR % oA IP: 485 IRk 55 3 (1 1P Hudik.
1P MhEVEE: 45 E 2 HA TP HhhbE R .
J& F MPPE % : {7721+ MPPE N .
DNS1/DNS2: 5 5E 25y L ) DNS Huhit

WINL/WIN2: #§5E WIN fhE.
CHAP 8. HT-EI%E K-S, —Zdsx B— A, 8300 P A CEg> «<

TR BERGBAED *o A — K-S : test. ZfS: test, NIXZFKILFEA: test

*  test %,

Add: B 17 44+ B = HAF144427-28 % /CO7H#K14 % Tel: 0592-6211782

www. top—iot.com

Fax: 0592-6211727
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3.4.2. L2TP

L2TP A it FH 2 /7 bt sl R 45 S al, YRR 20 I ot P AR B2, 75 0 3 51 R R
TR ]

3.4.2.1. ZPuER

RIEINE CRRT $HL WIT R L2TP B L e
L2TPiR B

BEL2TP

L2TPEFIR ® =B

4
i

b=
!
4
EB]
i
@

THTM @ eg: 192.168.10.0
TR FRLERE @ eg: 255.255.255.0
NAT @
ERMPPENNE @

ERESIPIIE

MR 2l $55E PPTP MRS U M dhhl, ATLLE TP Hubk, Al DL2iR4.
RF4: RSSREMHEF 4.

C U S R R T

£ Ipsec: /a)ifffi il % &

PILEERL: s SR gbm 2.

SHoRFW: i 1R, BN L2TP AR 455 (1 LAN 3t A2 192. 168. 2. 1 H52 % i 7
Hisd 192. 168. 2. 0.

Xf v F PIHERG . T HERD, — M 255. 255. 255. 0,

NAT: FrLAA ppp0 #21H 06, BLIIE 1P #82 B4 ml ppp0 1) 1P,

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727
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J& B MPPE %% : $1/2)i% 5 MPPE JIi% .,

TR 84T AL iRk 7 E AT :'

BROARISR: 47720, WLl ppp0 B —Z6BRINBE T, T A0 B0 A2 2B I AR R 1

3. 4. 3. OpenVPN

OpenVPN

#h

BE

i

im0

inmen

OpenVPNARE i

ThIEZER

CA

SFER

.38

DH

Fim Tyt

AT EEE

BRNAT

BRLZOES

mEEE

MTU

FH

B

UDP

iEF

[Sh]

Blowfish(128)

1500

OpenVPN: ity “JFJ8” U OpenVPN 5%
¥ah: F852 OpenVPN M RN, T LU B A, B DLZ TN
AR A AN [ T — kbR TE
FW: ZMNEEER RS %

fafh: UM TR, B S A R R il A R S i

Bl FEE SRR T UDP, IS TCP, ERIASE UDP

Add: B84 A = 2AF144427-28 & /COTH#%14 2

www.top—iot.com

Tel: 0592-6211782
Fax: 0592-6211727
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TR 84T AL iRk 7 E AT :'

% O: 487 OpenVPN i AW —uify %42, BRiAdm 2 1194

WAERE.: WEIKIHA tun, tap, tun BAE=ZHIEELE, tap & ZHIEH
OpenVPN fR$5¥f: R A (08 %5 7 i IR, 75 246 e AR &5 o i kil , T DU TP, B4
INEREEL: g 70, AE SONIES, Xt s, aTLAE M, iE o i %

TLS Role:

3.4.4. 1IPSec

{E TPSEC TUTHI, 2N 4rhess BA 1 IPSEC iE#: &

IPSec
ERE Y

' thEE®

A g
IKEMZEHE &
IKEfi kB &
Diffie-Hellmanih
IKE% 77 i8]
IR

MEEH

F DA
iR AE
ESPIEE %
ESPHilHZE
DPD#3H
DPD4a i EE

DPD Action

X vk 6f 9 TP kb sl 44 .

BRIERA: Wik “TREITH .

@ Fm O #A
Yeany

EHE
FHIEIF
192.168.4.0/24
192.168.5.0/24
AES-128

SHA-1

Group14(2048bits)

28800

AR EH

123456abc

AES-128

SHA-1

60s

150

Eg=

MYAERAFAESNIE, 7 Z 45 5E TLS M 2 % ) i id /2 I 55 o

]

=]

]

USR] TR S5 S Ehae, I AN ] 3R
PR TR TR R M AR

“CTRIBEIENL”

CENBIT O CEHBIFEN FE

Add: B84 A = 2AF144427-28 & /COTH#%14 2

www.top—iot.com

Tel: 0592-6211782
Fax: 0592-6211727
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TR 84T AL iRk 7 E AT :'

AU FW: AT LT R, . 192. 168. 10. 0/24;
Sob v e X TR K RS, e 192, 168. 20. 0/24;
IKE fn# &k 1KE BB f0inas 77 2

IKE A 72 RfH]: 5B TKE f 4 i & 3
AUGIRAAG: EE AR, ATLUN TP K4

S e iR ARG EE N AR IR, TR TP k4.

ESP fin#%: ESP (N5 s

3.4.4. 1. RE R

MR R 424, J8 H L2TP IS5 m D fg .

L2TPEF®

i}
H

.
9%

<A

L2TPRESE @

il
I
i3
48

BEWwAMIP | 10.10.10.1

IPHBHEEE | 10.10.10.100-10.10.10.20(

200 @ eg:10.10.10.100-10.10.10.200

BREMPPEMZE @

EFIPsec

CHAPZ%3 | #USERNAME

PROV
»

Z=REFRN | #USERNAME SUBNET

R oA IP: J5 e RS ) 1P Huhik .
IP #uhEVE R F5 2 B ECH) 1P HuhlJu .
J& F MPPE %% : 4772 3% % MPPE %,

{8 FH Ipsec: WHEZRL.,

VIDER PASSV @ eg: test " test *

@ eg: test 192.168.10.0

CHAP #hG: M TAIEZ /KT, —FicFM—NH, #08: P2 R «

TR RG> *o I — K-S : test. #fS: test, NIXZKILFEA: test

*  test %,

Add: B84 A = 2AF144427-28 & /COTH#%14 2

www. top—iot.com

Tel: 0592-6211782
Fax: 0592-6211727
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TR 84T AL iRk 7 E AT :'

3.5. Bk

3.5.1. HEASEKRH
B AS I TS s el 2R

N B IPv4-FRIRB

ENIPEFISE MRHRRE—RIK

lan v |

IPv4-fd

%] iHER

O 15 E EAENE— N DN ER H
Hir: ATLUZENL 1P, WA BLE 1.

IPv4 RS : HARI 7D, % B bR 2L, T RNIZ &2 255. 255. 255. 255,
IPv4 Pic: FN—BkRIcHhhl, 58, XAMRERZE AR R, 5 SSEInR .

3.5.2. WESit

FEGFIRE R Gett WAN Ui, I FA Il e B PR A L R T e
Wreija, WEBLRE. FIOTHUGR 2 DE LRI RS i .

b =013
piiia==y.< %L
piin=csinag
=HRS
0.0G
o FEN
ey REEN © B O 25
GPSEW RERE
;EDNS
BHE NS BEARE 100 @am
3 BiERE BEARE 2048 =}
88 mE E=EHE 2 B=ERE
E=ERE 8 ZeEREE

TR RS

4 H R A R B E E,

[aveun | an ] s
W 6 L 2

Add: B84 A = 2AF144427-28 & /COTH#%14 2

www.top—iot.com

Tel: 0592-6211782
Fax: 0592-6211727
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3.5.3.  BhZ&DNS

ZhZS DNS FR4E5E WAN IR AR TP BR—/ N4 . ANE WAN L) 1P B4R, 344 S48 WAN
M IP ——%f M,

DONS @® rg O @

fRis e éZnneEdit.cnm '

AFAE myname

i
i3
EEl
i)
@

FHE | myname 3322 0rg

MRSFRR: HEiSCRRIBhA DNS A LR LA

DynDNS.org
freedns_afraid.org

Mo-IP.com
3322 org
easyDNS_com
TZ0.com
DynSIF.org
custom

Oray

R4 ARIEIRSS SR BRI - 44

PP B AR IR 55 B A3t Rt I 350 2 ) B
FENA: BYE A

3.6. HHEXKE

3.6.1 FAlikE

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



=gs ¥ i1in ;
Hiitiz®

Exs @ =B O zZH

FEEEE 60 @ #

EREF @ EERhZEEE

EFEFEL T @*x

EFET | 5SS v D HEEERE
RS HENE
SHEdEEE 5 @ &5k

B NTEEE

BEREEE

KERM. BB BOA 1 b EARSE B, Al B A b

JBRERE: TTR 5 7 TR 55 b R 22 A7 SR IECEoHE th 2 186 4 e R L AME D g

BERY: DL BRI OR8], MR RS, HI212 PRCR A ARSI B /N
RE .

IR BOE RS : 1 B N R R BB, O N R S R R B T
HMH

ROR/ANE B AR B, VRS HTN N B RO B CPRIESE
RIXBHEE: 21k 0 s bk, THERI ] AN oK b FRIMESE

TE: MRS Bk, IR HE R .

3.6.2 B:O%E

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727
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EOeE

COM1/RS4856 1 COM2/RS485_2

BR ® BF ©O ZH

R 115200 w

#EEL 8 w

=11 v3 w
FERE T w

EEE 200 @ ms
ARHHY. | Modbus w

B HASCRB R A
1200
2400
4300

9600

19200

38400

57600

115200

230400
BEbL: BRI 8 fin, 7 MIFAESE, B2 8 fu
fEibbr: FIEAE 2 £, 1 AFANERE, B 1A
B KRIRA TR, TR, Sk, BARTR%
BRI & DR ER T, HETSZRF Modbus SREE . &1
TE: BT, M55 imE R Bk IE L, B DIREA e 1L

Modbus TCPERSImiE S

ModbusiRSSim1 ModbusBEEiR2 ModbusiES i3 ModbusiESiRd ModbusfESE 55

BEH ® g§ O

9

A

BRESEEMHAE | 192.168.1.10

BRE=EmO 9010

S50 (100 i@ 0~65535

WHEID | 200 i@ 0~65535

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727
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A4S s otk Modbus TCP A 5% iy 1 Hiu ik
AR5 785 I1: Modbus TCP Hi 5% ity 1] ¥t 1

GPSiz&®
e A RS/ CPSE =GRS

GPs @ =@ O 27
BFEIR @ eE
Fl=
i @ eg:1-2-3-4-5
KT 2R FHREFLZHR
M. &
Ay XM RSS U 1-5 BB
3.6.3 Modbus it B
fic & Modbus 84, REHIE
ModbusfRiNigE
ModbusHin!
w2 858 20 EFEH BEID MR EdEE A HGENE it 2
AR
FiEModbusiRl
S pEE B0 2 EFeR  BED  DER e A8 sam s
1 mEN COM2 ~ ||al1 1 3 1 1 Unsigned 16Bits v || 1 0 &

W&G: WTULHREE, FOERT TS, & WA T e BLEL RS
BO. RO ENED, RFBNEOASER

HF AR FIMAEIEAR, FRHERTECEES, W a0l

#% % ID: Modbus ¥ % ID, 0-255 (10 ##)

Theeid: —Mch 03 Dhaehd, LA AE284E, 1-255 (10 gD
FEEEHNE: FAEs G NE, 0-255 (10 BEH]D

AN FAEAEEE N, 0-255 (10 B

BAERTY: RN AR EURE, A NIRTT (DCBA)

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727
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AR KRR S 5 1-5 Bl
=S Ik
ES EER &0 EF & i&EID Thaehd f 5= R 5 HiEXR  HEdd BHE
1 iBE0 com2 a0l 1 3 1 1 unsigned 1 R
16Bits AB =
FitEModbusHIRI
= REE 0 BEFEfR =&ID TI&ERS Ehamnt TE k=il FEmO
com2 v Unsigned 16Bits v 1 Em

AR SN (16 D -

01 03 00 01 00 01 D5 CA
WA ID  DhRehd arfEasiaathhl AR AL RERAY

IS HE4S A (16 34D -

01 03 02 00 1C B9 8D

W ID  DhRehD R AN AT R AR SRS

00 1C C16#H]D = 28 (10 #EHD

B A < ACNIRT ik AB HEEAY, WHFESH 1C 00 = 7168
Gl JEREHIE) a01=28

B WLMESCYHTRCE
MBR: MER4ATRCE

Add: B84 A = 2AF144427-28 & /COTH#%14 2

Tel: 0592-6211782
www.top—iot.com

Fax: 0592-6211727
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TR 84T AL iRk 7 E AT :'

@ =5

EED

COoM2 A

a1 @ 2TETLUSEST
@ ETHELSSEF
@& 0~255

3 @ 0~255
@ 0-~65535
@ 1~120

Unsigned 16Bits AB v @ AREETT
@ ETESFELERIST
@ BT RS SATT

% vIi@o+-=/

0 v @06

Bfr: YHT AR, WTUARE

BERF: 0 HRAE S RS HEAT In s fe b

BEBC R AT HE A SRAERT O R B B AT 15

FERE:  LARHHE /N s o 5

TE: ATEEZ AR T, HRR T HEEM A7 8 B LR SR N, B IA AL

3.6.4 g N\NfrH

geegt: HAMmEIIaem A s oot

Add: B84 A = 2AF144427-28 & /COTH#%14 2 Tel: 0592-6211782

www.top—iot.com

Fax: 0592-6211727
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¥op-iot Tk R 8T WA kT AR T
GEEZRIRE
EEE HEZREE BFER HiRAG SRR B
(EREEES Relay1 dot 112/314/5 BT ) B ez ||l@ B
HiSeERRERE:

BEE SHEEFEEE BEBFER = io sl ez

fEEREE Relay2 v do2 1/2/3/4/5 Firs v H #im

W&S: WTULHREE, R E RIS, & o] 68t I EL Y
SREBRIEIE . X4k AR O (1-2)

HF AR FIMAEIEAR, FRHERTECEES, W dol

B XN RSS b 1-5 P E

SREBRIES: 4% PR WL RS T LA B T s T A

e Wi ERABIE, b R ORI 6

3.6.5 REIGECE

B HETER AT

UDP
MQTT
HTTP
MODBUS TCP

BHERA: MTEREM T
JSON
HJ212

ARSESEihiE | 192.168.1.211

BE#ERO 5001

MN 888838880000001

Jg g5 as itk s 415 8 R I 55 i ) s
JIR 55 25 T AT I 55 i ) g 1

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727
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HJ212 Bc B

TR 84T AL iRk 7 E AT :'

MN 888828880000001

ST

B}
]

HJ212 2 f [ SR RAT M 1) R 50 A A o 1 15

MN: MN “SARFEX R A [F B4 B R IZ A& MN 5 (L 3H)
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