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b Internet YR 4 (TCP/IPv4) Bt Bl 0 oo s S REE
8 e smEE e sz =i
[
1PRE, TN, AREMRE SERERTE: P
RHEERAFBES0 P IRE, : |
@ Realtek PCle GBE Family Controller 1Pv4 & Internet
1Pu6 ek FREHTR
@ S IP HEHO) s BIERE: A
O R VEE 1P HEBE(S): IR R IANHOr AL 02:12:30
l:l ¥ Microsoft R4 @ mE 1.0 Gbps
= Microsoft FIESBISTHHITED LIS
| = QoS HIRSITLIER FRES(E).
« Internet HMYARAS 4 (TCP/IPv4)
7 0 . Microsoft RS ERESEEEENYL
- Microsoft LLDP iis3RaIER: s
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. - SRR v G
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. | s w20 =W
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MR iCE QB IR W B TP My 192.168. 1. xxx (FIECRAXEAME , -
192. 168. 1. 2125 fTHUF YA, MANBRINEN 192.168. 1.1, FEABATUHE; AN P
% admin, BRINFEY admin, HEAECE T, 0FE:
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3.1.2. %%

254

ENE router

FNES TG473

SN 20210220053

EfFiRA 73109

EARETE 2021-04-14 02:53 42

Fisciclin =) 2021-06-05 12:48:03 Saturday
brciinil 2h 7m 18s

Eigfasg 006,009, 003

iz

AR | 220896 kB /252004 kB (87%) |
R | 203864 kB /252004 kB (80%) |
EEE || 11864 kB / 252004 kB (4%) |
B&E | 5168 kB / 252004 kB (2%) ]

i8N WAN. LAN. WIFI. DHCP &ZEMIZiRA, .
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KE
[

1Pvd WANEEE:

FERRT

bepaies ]

LANHRZE
\PiaE

FRER
DHCPEER

MACHEZE

T
ssiD
=&
=

MACHELD

DHCPZ

E0E

3.1.3. BRHR

& Ene

w=bo HBEE: 10.23.16.241
THERD: 255 255 255 252
. 10.23.15.242

- 2a:ec88.T2:dEb6

DNS 1: 215.85.152.00
DNS 2: 218.85.157.88
T Oh Om 445
il (=S 26 (81 dBm)
PRS- 5G
s o
IMEL -
ICCID: 83360318245025672252
i : g

E

[ 15/ 18384 (0%)

192.168.1.1
2552552550
=t

00:52:24:51:31.20

=F]

Router

1
wpazpsic-aas

00:0c:43:26:60:40

MAC-Hint MRIEE

HTEE ARP. IH305E S ARG R, Wik
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ez

RETHEREE.
ARP
g4l Mp- et #0
182.168.1.211 00:02:c8:3a:ef 1 br-lan

iRy £ o
wan 0.0.0.0/0 10.23.15.242 1]

wan 10.23.15.240/30 0000 o

lan 182.168.1.0/24 0000 1]

PR i

lan FD42:E6F3:1C5A:0:0:0:0:0/84 0:0:0:0:0:0:0:0¢0 00000400
loopback FD42:E6F3:1C5A:0:0:0:0:0/48 0:0:0:0:0:0:0:0¢C TFFFFFFF
loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0¢0 FFFFFFFF
oopback 0:0:0:0:0:0:0:1 0:0:0:0:0:0:0:0¢C 00000000
an FD42:E6F3:1C5A:0:0:0:0:0 0:0:0:0:0:0:0:0¢¢ 00000000
lan FD42:E6F3:1C5A:0:0:0:0:1 0:0:0:0:0:0:0:0:¢ 00000000
(ethQ) FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0¢¢ 00000100
an FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
wang FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/C 00000100
{wian0} FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/C 00000100
{wian1} FF00:0:0:0:0:0:0:0/8 0-0:0:0:0:0:0:0:C 00000100
wan FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/C 00000100
loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/C FFFFFFFF

3.1.4. ZRZHZE

HTERAGHE, BAET. RAENEIHDIRE, WlE.
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(223

% Aug 25 14:47:28 sy

ogd started: BusyBox v1.28.4 -
SmaE Aug 25 08:47:28 kemel: klogd staried: BusyBox v1.23.4 {)

Aug 25 06-47:28 kemel: [ 0.000000] Linux version 4.14 180 (sundge@locall
VPN Aug 26 08:47:28 kemek: [ 0.000000] SoC Type: MediaTek M
Aug 25 08:47:28 kemel: [
Aug 25 08:47:28 kemel: [ 0.000¢ ] CPUO revision is: 0001882f (MIPS 1004Kc)
Aug 26 08:47:28 kemal:[  0.000000] MIPS: machine is TG483

06:47:28 kem 0.000000] Determined physical RAM map:

06:47:28 kemel: [ 0.00000 10000000 @ 00000000 (usable)
<28 kemek: [ 0.000000] Initrd nat found or empty - disabling inftrd
128 kemel: [ 0.000000] VPE topology {2,2} total 4
06:47:28 kemel [ 0.000000] Primary instruction cache
06:47:28 kemel: [ 0000 Primary data
0.000000] MIPS secondary cache 256kB. 2-way, linesize 32 bytes.
0.000000] Zone ranges
0.000000] Nomma! [mem 0x0000000000000000-0x00000000CFH]
HighMem empty

0.000000] Movable zone start for each node

:28 kemnel: [ 0.000000] Early memory node ranges

2 kemel:[ 0.000000] node 0: [mem 0x0000000000
Aug 25 08:47:28 kemel: [ 0.000000] Initmem setup node 0 [mem 0x00000
Aug 25 08-47:28 kemel- [ 0.000000] On node O totalpages: 85538
Aug 26 08:47:28 kemal:[  0.000000] free_ares_init_node: node 0. pgdat 8071200, node_mem_map 81003000
Aug 25 08:47:28 kemek: [ 0.000000] Normal zone: 512 pages used for memmap
Aug 25 08-47:28 kemel: [
Aug 25 08:47:28 kemel:[  0.000000] Mormal zene: 65526 pages. LIFO batch:15
Aug 25 06:47:28 kemel:[  0.000000] random: get random_bytes called from start_kemet+
Aug 25 06:47:28 kemel- [ 0.000000] percpu: E
Aug 25 08:47:28 kemel: [
Aug 25 08:47:28 kemel: [ 0.000000] pepu-alioc: [0] 0 0] 1 {012 [0] 3
:28 kemnel: [  0.000000] Built 1 zonelists, mobility grouping on. Total pages: 65024
:28 kemek: [ 0.000000] Kerne! eommand line: console=tyS0.115200 rootfstype=squashf
Aug 25 08:47:28 kemel: [ PID hash table entries: 1024 (order: 0. 4006 bytes)
Aug 25 08:47:28 kemel: [ [ 1

ocaidomain) (gee version 7.3.0 (Open

t GCC 7.3.0 rB078-f48b5¢5]) #0 SMP Fri A,

ver1eco:3

B, VIPT, 4-way,
8, 4-way, PIPT, no siiases, linesize

nesize 32 bytes
2 bytes

B

00000-0x0000000001H
00000000-0:000000 000

4102428 with cg_i

228 kemel: [
Aug 25 08-47:28 kemel: [
Aug 26 08:47:28 kemal:[  0.000000] SLUB: HWalign=32. Order=0-3, MinObjest
Aug 25 06:47.28 kemel: [ 0.000000] Hierarchical RCU implementation

Aug 25 06:47:28 kemel: [ 0.000000] NR_IRQS ]

Aug 26 08:47:28 kemel: [ 0.000000] clocksource: GIC: mask: OxFFFFHTT max_cycles: Oxcaf473abb4. max_idie_ns: 440705247007 ns

¥ kerne!
0, CPUs:

de, 2875 rwdata, 1306 rodata, 244K init, 253K bss, 10384K reserved. DK cma-ress
=4, Nodes=1

3.1.5. VPNRE

T 278 VPNIRES, .

VPN

VPNRE -
W == pptp
IPHEdE 10.10.100.13

FRIEE 255.255.255.255
R 10.10.100.1

EiEEnaE 2h,51m,37s

3.2. kB

YRR YW E”, EEENTREMSBHLSHE, EEAEUTI6: SNKE. A
PIVCE . WIFT BB RN MZKiSidE.
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3.2.1. WAN#%E

WAN 5 B 32 8057 5 DHCP/&# &S 1P/PPPoE/3G/LTE S5 s, i FFHEMAE N, HiIE
MRIBH, Sy RPN 7 B a] DASEELERE .

WANORS

ETE, RTLERWANDESRE

WAN#=

ZrxiER | SEER
EeaE UTE vi

s ]

WEEE O x£ @ par O cHaP O PAPICHAP

FRBHREY: FRAVEMERAL, BRI EZNN, W MG RRIARRE, W RFFERIME
APN: IZ'E R apn, ANFEIKEEE A A F K apn, TEFEEZ conet, $1 [FBGHE /2 3gnet,
HE S ctnet. BMRMSHE AL apn, E/RE, @B R BiAkm
apn ZHAT VS HIEE R, AT @ 8, X AME AT RUN .

BEEL R, REBRINSE, B&K A s)E A G apn. #1685 A ZRE T
(¥) APN Z: 50, T4 RIS S T4 11 APN S4B .
PIN: SIM -RHJ PIN i, W EALH], DL A Rpmifl.
PAP/CHAP R P 44: LRI FEGAM 4, e RITEUAA.
PAP/CHAP Z 1. Wi T Z N BRS, o RIAT LS.
LRI RIEL MR
WSS AFRRMZE A RAF R T T 5.
WIERE: WRAH P 4, %00, 52 ERAL. PAP B SCAGE, CHAP 22 Fik
UE. ZEARYEIZE R MR FER T, BT R.
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3.2.2. LANH

LAN [ 3 B F B B B W 441 1P, DHCP fR&S#:m e H, LA e 1P shihkyE [ .

{20 - LAN

ERAESOES.

PvadEil | 102.188.1.1
PvAFFEIE | 255 2552550
DNSRER
DHCPi==5
ETER

Fa 100

SRS SR

IPv4 Hhibik: FCE LAN Hf L.
IPv4 FRIFERG: LAN CIHLHE RS
IPv4 MIC: 59T — B HR G,

<M DHCP: “zJi%k “Z5FIANHE 1) DHCP” 5% 4] DHCP IR %% .

HEDHCP O @ =ETEOSDHCE.

O SRR T,

@ BrEr SRR,

O g, Be2sian,

Foh: DECH dhep RSS2SR aAHAE, Hein 100, fRFEA 192. 168. 1. 100 FF4543 AL

Z % TR TP bR, W ORIT AR EOIN T P B e

FAFIEIE): 2} ECH TP AR AR

3.2.3. %k

ANTF] HIBC E S 4

TCLL TN B T8 B WIFT () SSID, TAEM, iES%, ASE IR E ] A 2
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TEigE

EFNE. HILEETENET SRS

24G #EO&RE

WiFi24c @ mm O ZA

PIEEE(SSID) | Router

1% | WPA2-PSK-AES v

TIE ceeeee ]

B 11 ~

&% |802.11bgn v
5.8G ENEE

WiFi586 @ m=@ O

b
kil

F#EE(SSID) | Router5G

IE | WPA2PSK-AES v
B 802.11anc v
B2 149 v

mii” AR ¢, JFE WiFi DhRg.

M4 (SSID) : LML 4.

fE1E: SCFF 1713 1518,

. HATSZHF 802, 11b, 802. 11g. 802. 11b i#R HfEiAF] 11Mbps, 802. 11g AJ LIk
54Mbps .

R BULEEN, W@ ERMARAEN, AeeiE L. B EE 8 M.

3.2.4. FELRIEMW

FE— LB SRR, AR 5 DL A5 SR W T A 00 o A5 LRI 2 58 I A ) Doy 4 T
W, WER MBS, s EnER; A2l —BuaE, WRIERERE L, SiadiE
Bk, LLARIMZ LRI H. S NSHE LT
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fEgeiw

RN @ zR O

i
H#

HRNER | Ping

FIRMRSE | 14114114114

IRIRMIRSSRE | 202.96.199.133

B |3

EiiElz |60 @

FRER ® =8 O 2/

FMEMERME | 30 @ o

EIaEaEn
MR H RS2 HF ping/traceroute/DNS =Fh#4MI 7 3o

Ping: ping &% ping — > IP BiE kA, ping BN NEL

Traceroute: traceroute 22 RIERER HIBRAT, WISRAT AE]IA H ML, THANTELL
DNS: DNS xfilftfr— A, el DAEST, MAHTEL.

HRE: BINME ping, ] traceroute AHX 4> LEAEI, DNS MEHTELR, {AA Yy DNS
HEAF, FHELE, EBAELIEI. XS EH ping Z&RE K.

FHRWARSS A DSeRM IS &, rTELE 1P, tr] DRI

RIRMBRST A QR IR T 2548 M, AT DA 5 o R IR 55 4%

BERRE: RN, W] DR E .
FERBIRE: 5 ORI (5] R [8] (5 B o

BHRER: WR—-BEAEL, S B¢ SERERNEEERE.

TR KR JE ] $5 € 2K I AELR, HS %

3.2.5. MK ishr

¥ ping/traceroute/dnslookup X =F 5 LB IZWT; ping/traceroute ZEA] LA
R 1P, HT 12BN R EEL; nslookup HF M — k4 .
il ping, Kl

Add: B 170 s B = AF144:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



' i i ~
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PILEZ R
RETE

14114114114

114114114114 www baidu.com

IPv4 ~ || @ Ping [@ Traceroute [@ Nslookup
(114.114.114.114): 56 data bytes
4.114.114: = 75 time=20
4.114.114: = 0.
4.114.114: =
£ 4.114.114: t1=69 time=32.530 ms
64 bytes from 114.114.114.114: seg=4 ttl=65 time=32.437 ns
—— 114.114.114.114 ping statistics —--
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 32.497/82.386/209.825 m3
s traceroute, 1M
114114114114 www.163.com www.baidu.com
IPv4 v || @ Ping | @ Traceroute | @ Nslookup
Install iputils-traceroute6 for IPv6
traceroute
VPRI s
H5F nslookup, WA :
114114114114 www.163.com vww.baidu.com
IPvd v | [@ Ping Traceroute Nslookup

Install iputils-traceroute6 for IPv6
traceroute

Address 2: 14.

3.3. %4

LSRR TRCER K B AT MWAN IR K TCP/UDP 45 #R 4> B g 12,
BN WAN [ 25 (B0 0 o SRR BEXTRTRE 1 TP, P (0 RS AU, 0 75 220

Tel: 0592-6211782
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BRI R — T,
3.3.1. DMZ EML

DMZ Zhig vl LAFE WAN 1Bk B b B LAN S [ 55— & 4L BT 21 WAN Huhk i 80 & s
FIHE 5E 19 LAN 3 M.

Q &5

BE BEOMz=H
e oMz ® =8 O 2R
DMZ: g ; .
Lt Exi g WWana ) wan: 7!
wO%R B B
il DMZEW, 192.168.1.0
BEY
© VPN
= 20
Caruin 1 o ] e

DMZ: &FTF )3 I, Ja A DMZ Zhig .
DMZ FEHL: F& 52 B LAN 55— & EHLH 1P Mok,

3.3.2.  WOAER

FHEE DMZ, i 5 A AR AL, 7T DASE A AT 3 — i 11 A 08l B A 1) LAN 3 ) 2
— G ML, W ASEBHEA R 2 B 6L

O ==
sls ik FyT ey
.. A - SRS
L oI LI FEHaRE
© =2 " .
= B
DMZ:
B s R ] B
wOes i
S
B
I i
© VvPN
2 zm AR
3 = wi SEEM SERO mEPEE ASED
TCP+UDP v | wan v v i = 1

8 e

& HERAMNINGT, oA BT,
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W R E ORI, WA TCP, UDP, E{(# TCP/UDP.

AR s 3 1 AR E H A3 1

PR IP Hihb: BT 1P il

PR i e R I E I 1, — AR s 1 5 P9 i 12— R, AT DU —#E .

FCESERSE, s “USIn” 28, Bl — 2 AN . Sl CORAFRSIH] H2 A, fERR
ARG

3.3.3.  @EfsEN

HAE AT DL T F— 2B A 1, FLU0 /5 B R U5 ) i I BC B U, ) AT T

80 ¥ 1, ILFE sshi&EdE, HAILLITHF 22w,

Bk - SN

@ &= EEMREN TARIRERRTE, Fifn: Be o EEE. TAEWANSRD.
O =e g
(S
DMz BF PLECFR THE B
LR ;]
SR
BEN
IS
VPN
= B Faii - n
SRR =F i ShERRE ShakimO
% @ TCP+UDP ~ | wan w ) &
FRE RN
E=t 2 TRECHE, BFKE

v | wan v| B HhrieE

A
B FREREHMNM AT, FTE— M4 T

Wil f8E BRI, FTLAZ TCP, UDP, E# TCP/UDP.

HhERIR s e oE U BT I (R 1145

A FIN AL AT AR 58 gl — 255 [l 42 R, W LU LAN 2] WAN, 977 ELA LAN F] WAN,
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FUEALELEEANNEREE, i ELEEETABETE.

Ruleis enabled | @ Z=/H

£
FReMBAE | IPv4F0IPVE v
MY | TCP+UDP v
PLEICMPZR! | any v @
s e
lan: lan: g*
Wan: | wan: .~
EMACHEHE | fE= v
B = v
pET |
Bz iwE @\
FEKE ER)
lan: lan: g*
Wan: s wan: .*
Birtsit = v
Btrm0
ME | v
DI 23 @ f&:25liptablesfYESM B, IMHMERE!

FRA&IHE: W CAFE @ BRI TPv4, TPv6, B TPv4/1Pv6 Hitik.
WS 48 YRR R, WU TCP, UDP, E# TCP/UDP.
T8 MAC Hiht: 4552 B4l B 5 MAC.
bk 5 E B O RUR 1P,
VR O 8 O A YR
Hindhbl: 5 5EH 0K HAR 1P,
Hndm 0. 45 e Hdn O 3 brs H .
e WORVLEC B0, $ATH R B0
H A SRR -
D #x (RvrddEaml) .
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2) EF (EHEEY);
3) B4 (LR, JFRE—DMAIEEER)
4 JeEE OMEARTAEED) .

3.4. VPN

VPN HI TG — 2% el & i, 7EX5iE b, Bn s, DURIESIE I 22t

&y, HESCHE PPTP AT L2TP #E R,
3.4.1. PPTP

PPTP A i FH 2 7 it s IR 5 S S o, YRR 20 [ AR 20, 75 022 51 R R

TR ]

3.4.1. 1. By

MR R 424, JT )8 PPTP & S L fg .

PPTPiZH
BEPPTP
PPTPEFR ® =B =8
RS 10012
Arg
=55 @
MiwFR @ eg: 192.168.10.0
X TRER @ eg: 255.255.255.0
NAT @

EEMPPENMZ @
ERESIPE

BRI @ FERESETIVPN LR

RS2 Hublk: F55E PPTP ARSI (g, 7T 0L IP Hudl, WA LLRIR4 .
B4 RSt 4.
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Yy TR % BT AT R AT

U S R R LU

SEURFP: 0o R, e dn PPTP R4S Ui ) LAN 3ifi & 192. 168. 2. 1 52 5 vify - o9 3
& 192. 168. 2. 0,

XU F P TR, —M 255. 255. 255. 0.

NAT: ATUAA pppO #2106, BRI TP #8< &4 pppO 1) TP,

J& Al MPPE N : {7723k #% MPPE N

Jo e IP Hudk: mI LA VPN (ERAS 1P,

BRIAMISR: 477, WI2xLL ppp0 G — & BRIABEEE, FT A i A #2212 B H

3.4.1.2. BRS5uRAER

MR R &4, JT S PPTP k9% im L fe -

PPTPERS @© =/ z8

BEwRFHIP
IPER | 10.10.10.100-10.10.1 @ eg: 10.10.10.1-10.10.10.254
EEMPPENIE @
NAT
DNS1
DNS2
WIN1
WIN2
CHAPEES  #USERNAME PROVIDER PASSV @ eg: test” test”
»
EFWwTM | #USERNAME SUBNE @ eg: test 192.168.10.0

R4 S A IP: 485 R4S o 1P M.

IP bk B 457€ 2 Flr) TP Huhik Y [l

J& F MPPE fin%§: 472 i%+% MPPE I .

DNS1/DNS2: 5&5E %73 Ly DNS ik

WINI/WIN2: $55E WIN ik,

CHAP ##%: HITRI@&E FIKS, —idsxN—"H P, #8208 HP & B> <
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TER b 5 17 7 AR

H¥

*  test %,

3.4.2. L2TP

WO RG> *., LA I— K S test. ZEMD: test, NIIXKIEFN: test

L2TP A it FH 2 /7 bt sl R 5 S ol YRR 20 I ot P AR B2, 75 0 3 51 R R

TR ]

3.4.2.1. By

RIEGTE R 2L WIT R L2TP &7 S DI e .

L2TPiR &

BEL2TP

L2TPEFiR

XS
NAT
ERBMPPENE

EREBSIPLE

i}
48

b
4

@ eg: 192.168.10.0

@ eg: 255.255.255.0

RZSEHHE: 55 PPTP RS HH AL, T LUE TP Mok, L2k 4.

R4 SR Mmmm 4.

B o5 AR AL .

&£ Ipsec: 2Jikffi 1%L

PR RSS2t r it
SEFFM: G, e L2TP IR 555 ) LAN 342 192. 168. 2. 1 54 X} i+ ¥
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TER b 5 17 7 AR

WhaE 192, 168. 2.0,
e RS TR, — e 255. 255. 255. 0.
NAT: ATPAM ppp0 #2202 104, G 1P 84 &4 il ppp0 1] 1P,

J& Fi MPPE % : #1215 MPPE Jli% .,

BROARISR: 47720, WL ppp0 B —Z6BRINBE T, T A0 B A2 2B I AR R 1

3.4. 3. OpenVPN

OpenVPN

#h

BE

i

im0

inmen

OpenVPNARE i

ThIEZER

CA

SFER

.38

DH

Fim Tyt

AT EEE

BRNAT

BRLZOES

mEEE

MTU

iEF

[Sh]

Blowfish(128)

1500
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OpenVPN: it “FF/E” FF4f OpenVPN iR 5%

¥ath: FEE OpenVPN ZH M B4R FMNEEH, FTDUZ B, ] LM

P =PRI N -l 1B E VA 375 )

FM: 2 EEER RS &

fath: ARG RR TR, 75 A IR AR (2 P it I 2 R 45 i

W $REEREIL T UDP, iES2E TCP, ERAJE UDP

Yt 45E OpenVPN {8 MR — o F%EHE,  BRAuG 12 1194

WARE.: WEIKIHA tun, tap, tun BAE=ZHIEEHLE, tap & ZHIEH
OpenVPN R &5¥f: R A (08 % P i IR BT, 75 246 e R &5 o i ik, T DU TP, B4
NEREL: A2 7, AET2ONIES, 2 sxt s, WLUEER, iE Pk s %y
TLS Role: MiMEZRALZUEFIGE, 7FEFEE TLS A A & P il 2 R 45 i

3.4. 4. IPSec

{E TPSEC TUTHI, 2N 4urhess EA 1 IPSEC iE#: A HARES .

PSec @ FE O @

7 i Ak Yeany
! WEsE | i N
sy | FRETRA N

F 17 192.168.4.0/24
AR 192.168.5.0/24

IKEMBE%E | AES-128 [

]

IKEfiaE#E  SHA1

Diffie-Hellmang Group14(2048bits) E|
IKE4£7EREiE 28800

WERD | wEEH N

METIR | 123456abc
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F 110 B
iR AT
ESPIIEE®  AES-128 B
ESPRISESE  SHA E|
DPD#EE | 60s

DPD# M B 150

DPD Action |EE E|

Sofvdihk: i TP Mk s AL . W RSRA T RS G IRE . WHZIE TR

PR R CER A RIS

PEIEREL. vk “TWRETM” o CTRBEIFEN o CFBITH o CEPBIFN F
AU T AT LT RS, . 192. 168. 10. 0/24;

Sopue W TR R RS, e 192, 168. 20. 0/24;

IKE fn# &k 1KE BB fonas 77 2

IKE 4770 B ¥ B TKE [0 2E v A 395

ARURAAG: EIE A AR, ATLUN TP K4

SFS RS EE N AR IR, TR TP k4.

ESP fin#%: ESP (&5 s

3.4.4. 1. REHER

AT ‘R %L, B L2TP RS um i
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L2TPEF® =R © =3
L2TPRSE © =/ =S|
RSiwAP 1010101
IP3EHEERE | 10.10.10.100-10.10.10.200 @ eg:10.10.10.100-10.10.10.200

BREMPPEMZE @

EFIPsec
mE=E=s a
NAT i

CHAP=ZS | #USERNAME PROVIDER PASSV @ eg: test ™ test
q » Y

EZRimTM | #USERNAME SUBNET @ eg: test 192.168.10.0

R % U A IP: 48 5E R4 om i 1P M.

IP HihtJE . 45 ErACH) TP sy .

J& FH MPPE % : {7721+ MPPE N .

f§F Ipsec: WHEHL,

CHAP ##G: HITIE% /1 IKS, —&Kicsui—AH, R FF 8 #<
THROHM B« U I—NK S : test. #i9: test, NPEXKILFA: test

*  test %,

3.5. Bk

3.5.1. EEAEEH

A S oH P TS 0 i e R

#0 Bir IPv4-FRIRDB IPv4-fed€ o
ENIPFRIS mRP R RIS
lan v | x] RS
Add: JB 177 #4 B = HIF144:27-28 & Tel: 0592-6211782
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B 8w TN — M DNk e

HAn: mILLZ N 1P, HATLLE T M.

IPv4 FRIFERG: H bR MRS, d12R H AR EHL, 7RISR %2 255. 255. 255. 255,
IPv4 Pi3R: F—BkMSCHINE, VR, XAMHEERZR IR, SR .

3.5.2. WES

FEGF IRE R Gett WAN Ui, I FA It e I B PR A L R T e
Wredja, WEBLR. FIOTHUGR 2 DAE LRI R LA i .

Elzh=3 HARE

eI
piipetaail]

RESN © =B O =A@

TR
FHCRmNG BEARE | 100 @M
38 muEws EEARE 2048 @M

BEEORE | € E=0RE

E=RRR | ¢ E=ARE

WERRS]: 4 HRE A AR B EE, PRI R D) RE

3.5.3.  BhADNS

A5 DNS FR4E5E WAN IR A TP BR—/ M4 . ANE WAN L) 1P B A4S, 344 S48 WAN
M IP ——%f o
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4@%@}1%5{?&@@7}% ﬁ%;f&%ﬁﬁ :.

DDNS ® w{gy O =@

fRis e éZnneEdit.cr:rm

AFAE myname

FHE | myname 3322 0rg

MRSFRE: HEISCRRIBhA DNS A LR J LA

]

Oray

DynDNS.org
freedns_afraid.org

Mo-IP.com
3322 org
easyDNS_com
TZ0.com
DynSIF.org
custom

PP ARLENR S SO R M I P 44
FAPBERG: RAE 55 3 B R VI 50 5E 3

FENA: BYE A

3. 6. IR E

3.6.1 ErKE

Add: JB 17 B4t B = HAF1444:27-28 %
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Hiitiz®

HEFE © =B O =8
FERY 60 @
HREE |60 @
mREF U @ ZeRheiE
EEAE T B F
EFEE | RS v O IEEEEE

EESHEEE

SEEEEElE 5 @ &t

B NTEEE

BEREEE

KERM. BB BOA 1 b EARSEn B, A R B o A b

JBRERE: TTR 25 7 TR 55 b ) 22 A7 SR ECEoHE th 2 146 4 e R I AME T g

BRERY: BRI R B, BB BRE, HI212 PRSCR A PAER I B AN
REAE

S BAREIRG: IR E N (A Ry AR PO, TS AT 1] A SE B R b, P
{1

IR AR b, THEA AT A B ROR R, CPEESE

REPAE: Ak 0 5 B, THESRIN (R A B ok &b, FRMESE

TE: MRS5um Bk, 7 IR HE R .

3.6. 2 OK’E
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BOEE

COM1/RS485_1 COM2/RS485_2

BR ® BF O ZB

EEE 115200 w

#EEG 8 v

FIEEE 1 v
TEEE X v

EEE 200 @ ms
ERAMY. | Modbus v

BRRE: AR B R A
1200
2400
4800

9600

19200
35400
57600
115200
230400

BEbL: BURAAH 8 fn, 7 AIMANERE, BRI 8 i

fEibfr: (FIRA A 2 A, 1 AIEANESE, BRI 147

AERR: RRA TR, TR, WK%, SRR

B & OBEE AR, HATSCRF Modbus REE . &%

TE: BT, M55 imE R B IE L, B DIREA e 1L

Modbus TCPERSImiE S

ModbusiRSSim1 ModbusBEEiR2 ModbusiES i3 ModbusiESiRd ModbusfESE 55

BEH ® g§ O

9

A

BRESEEMHAE | 192.168.1.10

BRE=EmO 9010

S50 (100 i@ 0~65535

WHEID | 200 i@ 0~65535

Add: JB 177 #4 B = HIF144:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



. i i o
Yy TR 5 AL A ST

R4 22 ht: Modbus TCP AR 4% it i Hu kit
ARS8 . Modbus TCP AR 4%k i 1

GPSiZs
B aE N EE R/ GPSEIHREAGPS
GPs @ mE O zZH
EFER @ SsE
Hl=
i @ eq:1-2-3-4-5
K140k FHRET42
W4 KB
ARG KR RS o 1-5 AL E
3. 6. 3 Modbus LB
it & Modbus 84, RKEHE
ModbusiiNiZ &
ModbusHin!
B 888 B0 ETEH |0 mEE 2R AR HESE HBdhd  BE
=
FiEModbusiRl
B= LEs B0 BEFeH  SED hEE S 1 Ee= ] i
1 mEN COM2 ~ ||al1 1 3 1 1 Unsigned 16Bits v || 1 0 &

W&L: TR, POCERF TR, BIA AT R H ALY
BO: &FOIFEED, RFBRZOASER

K72k FIRMBIELTR, FRHERSTFERS, W: a0l

B4% ID: Modbus #t4% 1D, 0-255 (10 HE#))

Theerd: —Moh 03 Thiehd, LA AFa84E, 1-255 (10 D
ARG bl AR A EE, 0-255 (10 HEH])

N FAESEOREA S, 0-255 (10 D

Add: BT 4R = 2AF1444:27-28 & Tel: 0592-6211782
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BAEREL: HORMANT A, A NETST (DCBA)
LR XN AR S 1-5 Bl E

S Ik
ES EER &0 EF & i&EID Thaehd f 5= R 5 HiEXR  HEdd BHE
1 iBE0 com2 a0l 1 3 1 1 unsigned 1 R
16Bits AB =
FitEModbusHIRI
= REE 0 BEFEfR =&ID ThEERS Ehamnt TE k=il FEmO
com2 v Unsigned 16Bits v 1 Em
MHTRAESR AN (16 d3EHD -
01 03 00 01 00 01 D5 CA

WA ID  DhRehd arfEaniaath bl A AR AL KA

IS HE4S N (16 34D -

01 03 02 00 1C B9 8D
WA ID  DhRehD RN AT R AR SRS

00 1C (16 Bk = 28 (10 BEH]

B A~ ANRTTT Wi AB E¥ESRA, W%dE N 1C 00 = 7168
Gl JEREHIE) a01=28

B ATLMESCE T E
MRR: MBS 24 i AC B
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%IP’E P;]F%Lﬁfj‘jkﬁ%)k f%%%{#\:ﬁ :.

EFER

A=

2D

IhEErs

r.H-
i
&
i

BALr: AT UE ST, WA E

GOM2

al1

1

Unsigned 16Bits AB

S

@ ETEFLISSHT

@ ETHELISSHTT

@ 0-~255

@ 0~255

@ 0-~65535

@ 1~120

v | @ AREETFT

@ ETREFRLUSST

@ EMBEUSSHT

v @o+-x]

v @ 0-6

BER: X UER D) AR AT sk

BEH: K nTEE NSRS o0 R B B AT 5
FERE:  LARHHE /N s o
TE: ATEEZ AR T, HRR T HEEM A7 8 B LRSS B, B IA AL

3. 6. 4 g \N#nH

ADC: gy \—sE Vo A F IR B, ARYE B E BN AR, TR R A
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LD h o Tt
ADCizE
BER ADCIEB BEFair LR TEE FEE gy B BA
EEEE ADCH adct 4-20mA 0 100 11213415 4 A & ) He
SEADCREIE:

BEE ADCEEE HFER FeExEd TERE HEE HiER BE

EREE2 ADC2 w adc2 0-5V ~ 0 100 1127371415 4 £ #=im

W&S: WTULHREE, HCTERrE RS, A o] 68t I EL Y
ADC 3@i&: X ADC {4201 (1-2)

HFBHR: RIS, FRHERTEFESS, W adel
SRR, U (4-20mA) BFEHE (0-5V)

ETFER: R B R 0

R XN RS 1-5 FLE

WRE: MRS, 1183k 0.1

P BEAL AU TR, IANEA

DI
TR A EFHITEC, RRS EORR  HT A
AR — M 0 50 1, AR ARIRIT S SR 2

Dhig&
EEA DIiEiE BF&ER [EEN g s PR =]
8] DIt DNt ITEHER 1 st 10 2z = e
FEDLEE:
BEE DEEE EFER ==y HRF e TARHEIRR

Dl o~ e v [

)

o

v 1

W&G: WTULHREE, TS, & 0A T e BLEL RS
DI JEiE: *tR DI AfEREO (1-2)

R O DL R A K

HFLHR: FIREIR AR, FRAEMSTEES, W dil

BT A, ik B A ECR IR

LB XN RS b 1-5 P E

Bl arkg: TN A

geegd: HAMmEIIaen A s oot
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GREBEEIRE
BER HEEEE EFEir iR SRR =53]
£EEES Relay1 do1 112/3/4/5 BT ) @ x| =@ Eee
FiSstEEEE:
BEE HEFEE EFER G pass]
SRR Relay2 v do2 112131415 i v 1 Em

W& WTULHR&E, HCTERrE RS, &I o] 68t I EL Y
SR BSIEIE . X4k AR O (1-2)

HFBH#R: FIMAEIEAR, FRHERTECEES, W dol

B XN RSS b 1-5 P E

SRERBRIES: 4% F A I LIRS T LA R B T o T A

e WS ERARTE, SR BRI AL

3.6.5 RS IGECE

W HHT T

UDP
MQTT
HTTP
MODBUS TCP

BEERA. AHTH R T
JSON
HJ212

ARSESEihiE | 192.168.1.211

BE#ERO 5001

MN 888838880000001

MRagas b 552 HEH AR 55 i )
RS AR TF . IR 55 S ) s 11
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4&7% mjl‘:‘gjlﬁff'j‘jkﬁg}z—}k f%;f&%ﬁ?’j‘ :.

HJ212 Bi B

MN 88888880000001

ST

HJ212: 2 H1 [ S0 GRAT b 11 52 B A S v 1

MN: MN SARHE XS L R A A e 46 R A% BRI N 5 (A 350)
ST: ST B MRS I —B, 2 5715 (LT .

FE: 6 T RAEN (L) .

MQTT Ac &

MQTTEAEER
MQTTHEER
MQTTARE
MQTTEES
EFiRID

BRTLS/SSL

CA
LTI
FAEH

TAHEET

TR ERE R S HARRE
IRLE T B FTUL B AREE (1 RS2 b o

test1
test2
admin
password
| paho6509939901300]

|t | SRt
| i | A
| i | AR

ARRE 5 RS AR AT BAHULEC . IR S58% 20T B K

MQTT F P48 %42 MQTT IR 45 o T 75 B P 44
MQTT ZERG: %42 MQTT JR 45 i T 75 2 F) a0
&P ID: ME— iR AR iR

TLS/SSL: F & 75 B IS B FIUIE 15
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HTTP FC &

Hitp URL | hitp:/192_162.1.211

iESEEmL | 9001

Http URL: HTTP AR45umibhl, #%=Can bR

Modbus TCP

Y |MODBUS TCP w

B O HMSCA Modbus  TCP F-iWr — AN 1, IR B FAE N 5 i i 32
PR BT & 2% Modbus TCP %58 16 # il %ds, 4n: 97 79 00 00 00 06 04 10 00 00 00 01
RS DAREe ) 16 dEsIEAE, e 04 10 00 00 00 01 01 9C

FEEAERRER = N @ BOIECGHE V19 2 u] x
- 1 | E——— |
e 5 PAEGHRIE, 1 1 LR AL <Ti 2020-06-15 08:68:40:227 Len:00f7>:01 03 02 00 01 79 &4
Q1) fhigzesl [2020-06-15 0:85:41 Iulou 00 00 00 00 05 01 03 02 00 01 | e 1—|
TCP Client =
(2) A ANt
1521661 211 37468
(3) iR A Mt
[192168.1.1 9001 |
7 |
= "«
®- T 1l
CREERE
I Bt
F e
v S
F + a3
I~ Hmken X =
e e FaEia ZEUE | BFED B2ED | | §E mET
CERERE go8  Neone | [RED | BEsk | | 2R =7 | OFmisEs
I EENAER ##E  [lEw | Cme s _ ; - —
I - v SRERIE SRR e: B2
e B B Clsehsie nsf o
e e = —
1 el T i e |
=l oo 00 0o 0o 0o 06 01 03 02 00 01 e ] Bone || [prosozonoroes | |
7 RT COMIZEST 115200 CTSifalse  DSRFalse CD:False p

B O TR E R E N Modbus

JSON #%=

FEFPMY: TCP. UDP. MQTT. HTTP
BRI (HE X TBELNEE LR EENT)
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{
“tg" 1593759110552,
“paramz": {

“o0*:o, "I, “Anc1 0. 00

1

1

WHEHE R REAMEE T EE
EEVTEE1 | variableName1 @ 2128 ASCIET
EENTEE variable1 @ EF1280ASCIET
EEVTEED | varableName? @ 2128 ASCIET
EENTEE2  vanablez @ BF128 T ASCIFT
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