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HE 790g

FoE RRE

2. 1 ZEEHTAAIA

WA MR ERELLT;

> —HEMN

—ANEE GERD
Wit 46 R4
—HE O GEED
—MRPLIRMZL (ERDD
i/~ 13PIN St B2k v 1
WERAFKL, WRARHEANR

2. 2 EefF i) 223

PR n T &

YV V V VY

VDD _OUT 1 | ADC | ADC | GAN | 6AN | TX | RX | GN | TX | RX
2V 1 2 H E 1 1 D 2 2

VIN+ VIN- GND

REEAY | REBAY | REERAY
=+ | = | 2+

REEAY2= NC | DI1 | DIZ | Al | Bl | A2 | B2 | A3 | B3

e MIBRM TR, A8 AT AR S e

B SIM Fzed:

SIM/UIM -RA2 T2k W 554k 5 b I b B4 A, Fir LA SIM/UIM - 4 25k TR 22256 A4 Rk 2]
ToLk W IS Fe s PR B R

L4188 I BILE SIM/UIM R ZMbrdt, RIS RR, B3R R, T
L A M RLR B T ReE A ¢ EAE A

LRI e ISR N SIM/UIM R B 5534 /N e i, -RAESE . SIM/UIM )8 85 v §HAMI
BT SIM/UIM R, fEAHE, FEfORIERIA.
HE: SIM-RIEZE RS F RN ik, 235 SIM R
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RIS 2 A RS232 FIFT 3 A RS485 & 1, RS232 1 /EA debug & EH .

TG452 5 R Tk Zm 18210, FRECH 2R —mRl 2k, —m DBO B}k, HL)FE X
E XU

RS232_1 2& (—&iw Ay DB £F3k):

AT X 8 DB9 B Sk I Yol I R S5
H 2 (RX) (RXD)
{0, 3 (TX) (TXD)
aged) 5 (GND) (GND)
RS485 4k
LA o N [ 5
AN ¢9)
Ll (B)
A0 (KO+ KO- K1+ K1-)
T RE ) 2 Bk SR
AV H E: 30VDC/220VAC
A . BA
TIRE Ui i EH ML
DI $11(DI0 . DIL)
L 2 B EMAZD OB
B 0. VBT 0-3VDC, BT A S
W 1. BT 5-30VDC, BT A T
TIRE Ui i TR AN SR AS
ADC #2171 (ADCO . ADC1)
PN EN & 2 AR E AN O
THF 4-20mA RS SHIN,
ATk 0-5V LR S
Thfe i e M REEN =
B R

A FARIC 1. 5A/12VDC HJE, A LB 2K H 5-35VDC MRS A Hti, M RH
AMIMEIREE & LR, U ZIRIE R AR e M (S0B/INT 300mV,  FEAff LR IR [R] FL AN R it
35V).

TR N X S A5 5 06 BERCAT, A A IE Al 22 285 7 R B 1B XA 56
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FRANAT 2 W OIBAT RS I e B, AR ZRAT IR 0T DA 8 o PR 50 it e 214
WK IE TR .

TG452 R AW I 8 FIRESHa <47, HARS VW -

AT KA i
e WA LR IE
PWR -
K B & )
. . =—AMT R Eh]
‘ﬁ;”f?*w AT T
HEAMT 55 o AR
IR AR ARGIEHIBIT
System N
D REANIEH
, e W EL BRI
Online -
D W A B S 2%
W SIM/UIM & A i B BRIIR o K2R 5 55
R —FPINRR— K R AN A B
arm
—FD IR K IR 5 T2 IR 2%
D W TR
K WIFT &5
WIFT
= WIFT &5 F
AN X WAN [ 28 A5 4%
e WAN [ 2 CL%E
LANT [AJAR LANT FERIER
LAN2 [R5 LAN2 iR 1EH
LAN LAN3 [R5 LAN3 iR EH
LAN4 [R5 LAN4 &R EH
K LAN R i%E$E

=8 BSHRE

FH — AR X 220057 158 4% 119 LAN 1R B i (17 D 1
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B Internet iXiRAS 4 (TCP/IPva) B x NN x | B wamwas X
4 w0 sEEE RE = =i
E
IPiRE, BN, FREENRLEE TERERTER: e
FHEERNFEEL P RS, ;
@ Realtek PCle GBE Family Controller 1Pv4 & Internet
- Pu6 it FREHTR
@ EFRE P I2AHO) | =EQ. | BIERE: =
O GEFRERY 1P HEALCS): IR R IANHOr B 02:12:30
23 icrosoft RESHTAHFIFTENALS
RyTB(): 05 HIEGIHIER | EEEEE.

et YMUARA 4 (TCP/IPv4)

rosoft FIESEHAL 8aZ RETIRERNN

~ Microsoft LLDP HisXaER

@ ERE2 DNS RS Bt E) ~ Internet #RAS 6 (TCP/IPV6)

- HEEEEINR IR it

O EFTER DNS RS 88HEIH(E): & = > Baiz —

N
- =P . - - C-4
B NS ) - | [ == wa) )
B I _— =45 148,168,822 | 44,427,812
ERONS SR - | s

Internet b, RS, B
RIS LI, = z
IR sa0.. | TR LESpn LR | ®mzp || Ozmm0 || ewo

‘ — 7‘ —T , | =m0 |
WX E E S 3REEL % E TP A 192, 168. 1. xxx (FIECRACREIAMER), . 192. 168. 1. 212

& C ©® AZ£ [|192.168.1.1fcgi-bin/luci

T 2= =tX

BEMNBPRES,

TER

— [

Hiuhk

BRFR& admin

gﬁ sssse

@ sz 0 =«

FITF0E 0 2%, BNERIA BN 192.168. 1. 1, #EANBE AT
HMINBOAH 4 admin, BRIAERS admin, #FECE GUH

3.1 8%F

MERPKREE RFHKEL

3.1.1 &4

BRERGMERIER
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K&
= router
E=ilkice=s tg452
SN 201910190009
EfhRs 52103
b=z =11 2019-09-27 09:44:53
bR iE] 2019-10-20 14:44:09 Sunday
EfThdiA] 18h 19m 41s
FrHyaE 0.11,0.18, 0.13
NfF
o] Fi%g | 223728 kB /248224 kB (90%) |
=[FE | 216792 kB /248224 kB (87%) |
BEF | 6936 kB / 248224 kB (2%) |
EEis | 0 kB / 248224 kB (0%) |
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3.1.2 M%%

R4 15 B
W&
L

IPvd WANZ:

s

LANGR S
IPiEhE

F R
DHCPIREE

MACHEHE

SSID
EIE

MACHERE

DHCP4%#ER
FilE 1Pv4-thhE

BT BRI

£ FEW: e

usho Hbht: 10.169.222 237
FIHEES: 255.255.255.252
Pl 10.169.222 238
MACHhE: 0a:22:57-2c:h3:21
DNS 1: 211.136.17.107
DNS 2: 211.136.20.203
BEi&E: 18h 19m 265
dll (55 21 dBm
FiEg: LTE
SIM-ERES: ON
IMEI: 362107045825304
EEEE: OiEE

[ B/ 16384 (0%)

192.168.1.1
255.255.255.0
ER

c2:ab:10:a9:b7:52

=]
top-iot
10

00:00:00:00:00:00

MAC-tuhit FFAEE
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3. 1.3 ¥R

BN HR
IREER

ERTRIEFEE.

B0
192.168.1.10 00:00:00:00:00:00 br-lan
192.168.1.211 00:0e:c6:aaefie br-lan
iEHY P4 -

[T & 1Py4- Pk fiz 3=k
wan 0.0.0.0/0 10.169.222 238 0
wan 10.169.222.236/30 0.0.0.0 0
wan 10.169.222 238 0.0.00 0
Ian 192.168.1.0/24 0.0.00 0
aEY) Py6-SERS
[T POk g3k
Ioophack 0:0:0:0:0:0:0:00 0:0:0:0:0.0:0:0/0 FFFFFFFF
loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF
loopback 0:0:0:0:0:0:0:1 0:0:0:0:0:0:0:0/0 00000000
lan FF02:0:0:0:0:0:0:1 0:0:0:0:0:0:0:0/0 00000000
(eth() FFOD:0:0:0:0:0:0:0/% 0:0:0:0:0:0:0:0/0 00000100
lan FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
wan FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFEFFFE
3.1.4 RGHE
BRRGHE
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RZFERE

B =68+ | @ F=768= || B REFEE
Oct 20 14:40:43 systemd[1186]: resefting now =

Oct 20 14:40:44 systemd[116]: reseiting now

Oct 20 14:40:45 systemd[116]: reseiting now

Oct 20 14:40:46 systemd[116]: resefting now

Oct 20 14:40:47 systemd[116]: reseiting now

Oct 20 14:40:48 systemd[116]: reseiting now

Oct 20 14:40:49 systemd[116]: resefting now

Oct 20 14:40:50 systemd[116]: reseiting now

Oct 20 14:40:51 dctdf1154]; Server Address is: 192.168.1.10

Oct 20 14:40:51 diald[752]; AT+QNWINFO*M

Oct 20 14:40:51 diald[752]; "M +QNWINFO: "TDD LTE","46000" "LTE BAND 40",39148"M *M OK"M

3. 1. 5VPN RRZ&

57 VPN HPIR 2

VPN
VPN
* =R pptp
Pt 10.10.100.4

THHER: 255.255.255 255
s 10.10.100.1

EEErE 45

3.2 E

BUE ESP IR R BN ST WAN,  LAN, FELRINSE T R
FER AR BB M A KRS

3.2.1 WAN

WAN 132 BATH 37 45 DHCP/#8 %S 1P/PPPoE/3G/LTE 25k A R,
BRI AL, S “PIhil”, BEEAHRKSE, BT DS ElER.
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B 0 - WAN
- BE ESREE0Es.
WAN
b —MEE
FsELH =HEE | wEsE
> B/E
> VPN Wi [LTE
> =l BesE  [auT
> BUERE -
> BE APN
BH
PIN
S
AR % ® PaP CHAP

MREHBL: RIEMZSIA, BRIZEBIN, R A RBURE, HRREBIME
APN:IZE 1) apn, AN[FIFIEE A AF apn.

HEFEZ conet, FEBOEZ 3gnet, HEHE(ERZ ctnet.

LWREEE —ANEII apn, 7ERE, HEERIEME; BART apn 800 LGS E 7
F B R, XA L.

WEENT, REBIASEEIN, WK H 308 H A &R apn.

FIEE A EOREEE 1 APN 24, W% IRIZE 45 110 APN S8 &

PIN: SIM R PIN A, iEHE A, DL R AT

PAP/CHAP Fi F4&: LW RIS FHEMAR 4, HE-REATEUYZ

PAP/CHAP 18 : LRI FFEMANE, He-RETLoy =

PUEH P RAEE MR

RESHG: A[H [ 28 B0 AN [F] (1485565

IERE: WREHP 4, %65, HFEECERE,

PAP J& B SCIAIE, CHAP &2 FiAilE.

BRI E T AR IE R ERT, BR 52 KK

WAN OB . 4= 36 538 LTE iF, AT LUR] A WAN [ LAN [
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} Eh 0 - WAN

v IBE EEmEEnEs.

WAN

LAN | s

e

VPN =0

HiERE
=i
H

B v s

¢ LIKPHEAiEE: "gretap0”

25 LIKFESARRE "usbl” (wan)

* BENGED

WANCER @ @ 8SWANALAND

FEEEMAC

3.2.2 LANH

LAN 132 000 3 32 F Sk i B WX 2< 1) TP, DHCP ARZ523E ., AR B i) TP bk il v .

Ny A
SRS LR
> B8 0 - LAN
v BE EERsREs,
WAN
LAN —spE
LA =588 =hEE
> 1
5 VPN s | ERasdthib
> =ik i
Pvditbil | 192.168.1.1
> BUER&E
> B IPVATRIER | 255.255.255.0
B
DNSEREEE
DHCPRRSES
EHDHCP U @ SRASERDHCP.
e 100
FEFEH 150
FHFERTA | 12h

IPv4 Hifik: ERCE LAN ) Hhk

B FEEithiasiEas Bitthik.
0 SFtSEaNE.

© HEAERERS, S|h25HR 2.
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IPv4 FIMHERD: LAN CIHhE ) 6g

IPv4 W5C: Fa I — Bk th 5%

P DHCP: g 7 9C P41 DHCP JiR 55 %%

FFoG: SrBCi dhep MRS #FRMUELLGHAE, thin 100, RERM 192. 168. 1. 100 FF4H 7B
BPE: Aoy ECH TP kb, BRI AR Boin & P A R I 250

FHA B E]: A3 BCA TP B fAHC K

3. 2. 3 FELRTRM

FE— LI, IR AF 5y B S W AR DL o A2 2 PRI 2 58 I 25 AR I 2 S BRI
AR PR, AR ERTE, T B )E, RIERTEE L, MaERRE,
LB 2% ELRHTH . S ANSEE T

’ %z ES
W ],R
WAN EEEL 0 BE E=
LAN
T FEEE  |Ping
> R THEMESE | 114114114114
> VPN
s g EERARSEE | 202.96.199.133
A - ]
> BUERS Eierac
> BE
B SHEE |60 aw
EEER © =8 =5
FENEEEE 10 @ weh

BIRRE. HElSZFF ping/traceroute/DNS —F#RM 77 5o
Ping: ping 222 ping —4~ IP B# 4, ping BEIANTEL
Traceroute: traceroute 2x2FRERESHERAT, WA AT LLRIE H bk, WIAHESL
DNS: DNS &fi#ffr— Mk 42, anfrr CUgEdT, WA RTELR
BAINH ] ping, ffH traceroute fAXS 2 ELEFEHL, DNS f@EMTHIER, {HIE A DNS HLE4F,
SHELE, EELIEN . X ping ARA M.

FEHRMRSES 2% AP IRSS S, FTUUE IP, AT LLdiks

PRI PRS2 A0 AR 3= IR 55 2 I e, AT DA 438 BRI e 55 4%

BB RN RN, R RS E R o

EiREIFG: ORI (8] PR A (] 1]

BRER: WR—EAEL, il “HE “, SrEiEE )5 EE

PRI KM JE IS T8 $5 € 2 KIRIANEZL, #HE &
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3. 2. 4 MKW

#F ping/traceroute/dnslookup iX =7 K RN 12 W5
ping/traceroute Z4 1] g — M4, B & —A 1P, ZHKIZBMNEEBEL.

Dnslookup FRfEHNT— N4 .

> = RS
vOiEE
WAN RERTE
LAN
e
[EE=
> e IPv4 v || @ Ping @ Traceroute
> VPN
> =ik
> HIERE
> HE
B

114.114.114.114 114.114.114.114

s ping, BLATELZH— LR S HWR, 417F

4.114.114.114): 56 dat

a
64 bytes 14.114: seqg=0 m
84 bytes 4.114: zeg=l TN
g4 bytes 14.,114: seg=2
g4 bytes 4.114: 3eg=3
64 bytes 14.114: zeg=4

4 ping statistica —--—-

round-trip min/avg/max = 76.243/246.110/881.904 m3

M1l traceroute

tracercute to wWwWw.lé3d.com (27.148.151.214), 30 hops max,

1 *

2

3

4

5

A

g *

10 *

T 2T 1R 151218 1380821 'me

Server: 3230003

Zddreas 1: 127.0.0.1 localhesat
Hame: www.baidu.com
BAddress 1: 14.215.177.38
Eddress 2: 14.215.177.37

1
1

ransmitted, 5 packets received, 0% packet loss
g

www.baidu.com

[@ Nslookup

38 byte packeta

Add: JB 17 B4t B = HAF1444:27-28 %
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3.3 &%
AR TR N TR E D KB HETHTA M WAN DHER A TCP/UDP EFE#R 2 it e i, {H

FE M WAN 25 B0 0t o SRR EEXTRSRE 1 TP, P (R ST AU, U 75 22 B
T I I — T

3.3.1 DMZ E£Hl

DMZ TyRERT LAFE WAN FIHk s s LAN i — & 4L Bra 2 WAN Bk f 6 #0244 245
SE LAN 36 0L,

> BE DMZ

> B BEDMZETL

v gE
oMz = =@
B wan: | wan (=)

RS
> B _
4,

DMZ: E$ETF ) m%, Ja FH DMZ Thig
DMZ FEML: 57 BT LAN St —& ML 1P Hihlk

3.3.2 4 A% R

FHLEE DMZ, S 1 5% o SERGAAL I I, n] DAE AR A2 —d 1 10 5ot B e s 1) LAN i ) 25
—E N, T ASEHLEA [F ) 1 BN R 2L

> ﬁ’ P
i BEKIE - IHCISEE
» B B B ni=Einemetir SNl AT B ST
- BE
DMZZEH] wOER
BEEAL E=1 TLERH 7 2 B
BEWY il
VPN
S B
5 AT
> HiRReE s
> BE
jizh] FEEOEE:
= my AEES  SAFmO PEIPHEL e
TCP+UDP v |wan v v @ &

BF: REXEMN4 T, AL R 4T
Wi FEE B RPN, AIELZ TCP, UDP, B¢# TCP/UDP
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AMERYR T2 it 1156 2 BT B A
S TP Huhk: ZHE R (ML 1P Huhk
PR e o IV FE 8 5 10 B e 1, — REEA s 115 P4 3o & —FER, AT DA —FE,

BB e, mide “UNIN” 4240, Bl — 20RO M. Sl “ ORI 2, BRI AR R

3. 3. 3 WEHM

S AN FT L FEIRAT FF— 6 e 11, b B3 Ao o P O L U TAT, T LA T F 80 3
F, G f2 ssh B8, ATRUTIT 22 I, GEf8 telnet #4%, WIRAFTIT 23 ¥ .

& BRI - ISR

; HE EEANEN FARRSANREEE, Al e EEilzHaEE. FTRWANEL.

v BE
DMz S

B FLECHT e

& m

RS

FHEERSO:

= ity el |

TCP+UDP v 1 Em

R
B REE BirEE

lan v || wan v E EHEE

B WERFMMAA T, WM R AT

P FEE BRI MY, AL TCP, UDP, & TCP/UDP

AR e 45 WSS EAT T A3 5

AR R34 PT VAP SR — 2l P A RN, T AN LAN 21 WAN, AT LLAN LAN ] WAN,
WXB: fid 52 Hs AR LT 4R

BARXR: 15 Sl B L B L

s “CUSInIRgER” HEL, T LA B A R UL RS AR A
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TER b 5 17 7 AR

Top-iot
Rule is enabled | @ %/
EF
PR#MAE  1Pva A0 IPvE
Wi | TCP+UDP
ERICMPXE | any 4
BEi B
2 lan: lan: gF=
wan: '\-‘."EII"IZ;—_.:'
FEMACHHE | BE
Fidt | EiE
FiwO
RHR BF @A)
HEKE (&%)
lan: lan: g
o [En wan- -
Birtiit | FE
BirimO
I EE
Pithn &8 @ fEiEEiptablesBVERbEE - oL ER!

FR&IHeHE: 7T LA3E EBR M| 1Pv4, TPv6, B 1Pv4/I1Pv6 Hidik,
W H8 e B RSP, AT RLZ TCP, UDP, B TCP/UDP
V5 MAC Hthi:  Fi s 208 3 (15 MAC
VEHhE: fia e B 1P

VR s Fi e Hdh 0 1 g 11
HrHihk: $552 804k iz 1P

Hrwm H: 558 H0E a0 B bsom o

BfE: WRVCE BT, BATAHMEE.

H R SRR A -

B2 (RvrdEaiEid)

L7 (EEHHE)

a4 (BRI, FR E—NATEEHE )
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e AT A EE)

3.3.4 HRENX

PP AT UL E 2 KB s X e BRI Y iptables MR, BT DA 2L H 7 34 2&
iptables 8- 7 At H & SCHUN o AANAEI I, EEhn ) J5A R A T i, AN A H)
W

&
4o BAKIE - EIRE S
» HE EENANRET— SIS Ea A, REGSSESREEIDUET, ERNANRNGETE ZEIRT.
v L

DMZ=H

SEY # Internal uci firewall chains are flushed and recreated on r
5 VPN # put custom rules_:mo the root chains e.g !I\PUT_ C
# special user chains, &.g. input_wan_rule or posfrouting_lar

> =ik

> BIERE
> BE
B

3. 4VPN

VPN AR — 2 B E HIEE, 7EiXEE b, B2 s, PLARIESHE M2 L.
Al g% VPN I3k 44 PPTP,  L2TP, OpenVPN, IPSec.

PPTP/L2TP J& — )2 VPN, OpenVPN f&3£F- SSL VPN, IPSec & =JZ VPN,

PPTP/L2TP f# FHAHX /51, OpenVPN, IPSec f R MIERE R, Pl B, (HER
BT 22 4 R I %

3.4.1 PPTP

PPTP W] Bt B N %% i ol AR 55 i, v B A RS im A8, AR i ARk
PPTP & Fui: ity “HFiE”, WS H PPTP & F i D gE

Add: BT 4R = 2AF1444:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



. i i o
Yy AT 5o 5 1T LR A R AT

PPTPigE

BEPPTP

PPTPERIR ® =8

Bl
ki

RESFE 10012
Ars
ol 2 2
S SR @ eg: 192.168.10.0
T F RS @ eg: 255.255.255.0
NAT ¥
EFEMPPEIIZE &
ERgsPt O

BRE O @ HanES®IveNLER

AR 45 gebt: $85€ PPTP ARSS i Huht, ATLAAE 1P bk, AL 4

HF 4. &R pt P 4

i RS AR LD

XT3 e 0 S B R, B PPTP IR 4% 3 1 LAN 3 2 192. 168. 2. 1 HI 4 %of 3 7 W gt A2
192. 168. 2.0

Xt AR . RS, — B2 255. 255. 255. 0

NAT: FrLAAN pppO 2 1 H 25106, ALRUE 1P &2 4 i ppp0 ) 1P

J& F MPPE N . #72)if#% MPPE &

Ja RS TP Hbbik: P LA E VPN [ERE 1P

BAIAMISG: #174), <> PL ppp0 BIEE— 2 BRIAES H, B B8 #0022 71X 2% %
PPTP IR%%: siididt)a, JAH PPTP IRk i b g

PPTPIRE © =@ O =@
BEWSP 1010101
IPHEHEEE | 10.10.10.100-10.10.10.200 @ eg: 10.10.10.1-10.10.10.254

ERBMPPENIE @
NAT
DNS1 88838
DNS2
WIN1
WIN2
CHAP=#S  #USERNAME PROVIDER PASSY @ eg: test” test”

Y14

EPHFR | #USERNAME SUBNET @ eg:test 192.168.10.0

AR S5 A M TP i 5 AR 55 ) TP Mhuhilk:
IP HuhbVE 48 E B TP kv F

Add: BT 4R = 2AF1444:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



= "' itif

Top-iot

TER b 5 17 7 AR

J& F MPPE N . 47 2)if#% MPPE &

DNS1/DNS2: 5 #2473 Hic (] DNS Hhhik

WINI/WIN2: $57€ WIN [FjHbsk

CHAP #15h: FIRGIEE kS, —FKidsgAM—NH.
Fe X

F P 44 <> # R BT CERE D *,
Eban3in— K5 test #ES: test,

MPX 450k U0: test %  test *

3.4.2 L2TP

L2TP WG B % ;7 i s e 5% o, VE R B A R SS o A2 28, B P i A 3

L2TP % /e iy “JFJa 7, WS H L2TP %% )7 b 2 e
L2TPiRE

BELTP
L2TPEFR ® ER
BESSEEMEEE (10012

FBrE

{FEIPsec

FimT

TS
NAT @

EEMPPENIE @

MTU 1350
EFEREIPHEE
s B FramESETVPN ER

EREFing B PingEREE

B eg: 192.168.10.0

@ eg: 255.255.255.0

@ 600~1450

R 2e k. 4852 PPTP IR& ol o LLJE TP #huhl, ALl 2R 4

M. oA atm AP 4
T A AR AR D

BEIE ZHK: RS AR FRHEM A FR
¥ Ipsec: “a)ifffi %L
L= IR e pE 2

Add: JB 17 B4t B = HAF1444:27-28 %

www.top—iot.com

Tel: 0592-6211782
Fax: 0692-6211727



. i i o
Yy AT 5o 5 1T LR A R AT

X o S R, B L2TP IR 45 3 1 LAN 3 2 192. 168. 2. 1 HIB 4 Xof 3 7 W g A2
192. 168. 2. 0

Xt AR . RS, — B2 255. 255. 255. 0

NAT: FrLAAN pppO 2 1 H 25106, ALRUE 1P #2465 ppp0 ) 1P

J& F MPPE N . 47 2)if#% MPPE &

BAIAMISG: #1774, 4> PL ppp0 GIE— 2 BRIAS I, B B8 #1022 71X 2% %

L2TP %5 #%: siiidt)a, JEH L2TP k%5 it g

LTPEFE © R @

L
il

L2TPREE @ =3

S
ol

BRSImFEHIP 1010101

IPHEHEER 10.10.10.100-10.10.10.200 @ eg:10.10.10.100-10.10.10.200

ERMPPEME @

{EFIPsec @

CHAPETS |#USERNAME PROVIDER PASSY @ eg:test”test”
kl

=EPEFR | #USERNAME SUBNET @ eg:test 192.168.10.0

MRS At TP F5 5 AR5 i i 1P ik

IP bbby Bl 5 5E Zr EC ) TP Hidikyu [

J& F MPPE N . 47 2)if#% MPPE &

ffiH Tpsec: WEH L

CHAP #tdh: FIRGIEE IS, —FKidsgAM—NHF.
Fe X

FH P 2 B> w SO B CSHE> *,
tban3in— K5 test, MG test,

MEX 4603 00: test % test

3.4.3 IPSec

7E IPSEC TUTHI, 4o AT A1 IPSEC dEi A HOIRE .

Add: BT 4R = 2AF1444:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



'7Wﬁﬂ

Top-iot

TER b 5 17 7 AR

IPSec

At

' thEE®

fEigzes

F T

A g

IKEMEE =

IKEF i H &

Diffie-Hellman$g

9 Ay O 2@
Yaanmy

EHE
FHIEIF
192.168.4.0/24
192.168.5.0/24
AES-128

SHA-1

Group14(2048bits)

]

]

USR] TR S5 S Ehae, I AN ] 3R

FLERE MBI R, CFRIBIENL BT BB S

IKE4 15038 28800
AIEZER MEEH
EER 123456abc
0 A1
A0 Al
ESPMEEY.: |AES-128
ESPHisEE SHA-1
DPDi#ERt 60s
DPD4z M E 48 150
DPD Action 5B
Yot Hbhl: 6 ) 1P Mk eidg 4 .
WA Ak fE A A R L
FEIE A,
KUGTW: AHL T L7 SRS, 4. 192, 168. 10.0/24;
Kt TP . h AT RS, iltn: 192, 168. 20. 0/24;

IKE a5 Eek: 1KE MrBefrne 7 X
IKE A= FEmT 18] W& TKE 19248 6 8 3

AWM EEARERR, T 1P R4
SRR SEEASRIR, AL TP R4

ESP A% : ESP ffhnas =
3. 4.4 OpenVPN

Add: JB 17 B4t B = HAF1444:27-28 %

www.top—iot.com

Tel: 0592-6211782
Fax: 0692-6211727



. i i o
Yy TR 5 AL A ST

OpenVPN @® xg O =g

ik | FH
RE | EFE
Wi UDP
iwH 1194
EEHE TUN

OpenVPNAR & iR
RS EH

ca [ BEINHE | FrEEATG

AFEH | REXE | FEEEETE

Hem | REREE | FmEEETE

DH [ BRI | FEEEA

i FFed it
HimR TR D
BRANAT

BRALZOES BiEmX
MEHEE | Blowfish(128)

MTU 1500

OpenVPN: gy “JFJE” JF4h OpenVPN AR5%

Hidh: 485E OpenVPN M IR NEERY, WL B, Wn] L2 T

ROR R N RS () N — 2 BE

TM: ZANREIER— MRS

At YIRS T IR, 75 R WA I A U R il 2 IR 25 i

P FBEEREILT UDP, i8S TCP, ERiASE UDP

Ui [1: 487 OpenVPN {8 AW — i 4%, BRI 42 1194

WK, WAMRMA tun, tap, tun BfE=JZ8IEHEE, tap & = ZHURE
OpenVPN JIg 55 uifi: AR A €02 2 B RTS8, 75 B4R 08 IR 55 o () bk, mT DL 1P, BRI A
IIERAY: PSSR T W, AER RONIET, A& XA, aTLUEE RS, E P s %y
TLS Role: MIMIERALRUEFINIE, 7FZ48E TLS 1At F umid A2 R 25 vty

Add: BT 4R = 2AF1444:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



. i 1 S
111 IR 17 LA AT T

3.5 ™%k

3.5.1 A H

P S R P OIS T it e R 0

&=
> 6 IHH=
> BE EEREA T HEamThaEa,
i
> VPN FEIPv4AEEH
) FE& =0 T |Py4-F R |Pya % B
BEES
EER THUPEEE METIEE RS
b=t
FESDNS
DHCP/DNS EEETEE
> BUERE
> B [0 #=i
fl&
- £575IPV6ISH
- & 1RyB-I fed=e2

oo | e | = |

B 45T B — N D8 n g B

HFR: "L EHL 1P, Ay LLE 7K

IPv4 FWHERS: HARH MR, R BR&EN, FRHLRIZ & 255. 255. 255. 255
IPv4 W3G: F—BkMCHbbE, ER, XAHUEERAZRZATIE R, 7S n R

3.5. 2 4R

FELEFER AN THRESEIL 7 WM TP 53R 02 I ThRE -

[=3 e

B EER

v e _
> e o eS| @ BA
o WEN BEEEE s
v

Ensls] s

wHEE

TR SN:

FE=DNS

BHEP/DNS Dzm==E O ==
> HiETRE
> B
B

s “CERER”, MR E
midr “HEE” 2iE A LR E

Add: B 170 s B = AF144:27-28 & Tel: 0592-6211782 :.
www.top—iot.com Fax: 0592-6211727




. i 1 S
111 IR 17 LA AT T

3.5. 3 mELEW

T I ThEE SRSt WAN I, JF B I & I B PR il e
Wi f5, MEWRAF. FRIFHUE S UME LR R Fadis .
4= R

b 1§

;B mEsT

> VPN HERS = HRe

%_ 0.0G 0.06

FREDNS TR

DHCP/DNS S e ==
> BUERE ' -
> BE HEms
EH

E=oRE | ¢ z=on=

Cain | o | 5o

3. 5.4 3% DNS

A5 DNS FSR4E5E WAN IR A TP BR—/ M4 . AN WAN L) 1P B AAR, 344 S48 WAN
1 IP —— XM,

28 DDNS
> IRE DDNSSHIEWAN IPHE
> RE
DDNS O = ) 8]
> VPN =5 =]
- 'R BEST 9320 0 .
]
. FBFE  myname
=il
FEDNS o g i
DHCP/DNS EFREE e =
i
’ HE  myname 13322.0rg
> BIE
1B

[eraon | & ] =o
MRZARBL: HATSCRFAIZNAS DNS A AR JLH 24

Add: B 170 s B = AF144:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



' i 1 S
111 IR 17 LA AT T

DynDNS. org
freedns_afraid.org

Mo-IP.com
3322 org
easyDNS . com
TZ0.com
DynSIP.org
custom

Oray

R4 AREIRSS SRAE RN 7 4
P8RS RAE AR 55 B (L R v I BE5E AR 1
T4 EHERIEA

3. 6 FHERE

REEHHE IR P AR

3.6. 1 BEORE

) Ehes
> EE
S ﬁi COM1/RS485_1 COM2/RS485_2 COM3/RS485_3 COM4/RS232_1 COMB/RS232_2
» VPN s .

2 H ® B © ZH
> =R h
v HiERE s 9500

Modbus#lligES HER |8

BNETES

BEAES

[REERS it |1
> ER
B TEskR |k

WIERE 200 @ ms

Efli  |Modbus

Modbus TCPIREIRIZE
ModbusBRSE i1 MotbusiEEim2 ModbusIRER3 ModbusEES w4 ModbusIREimS
B O BE @ Zm

e | i | s
BREg. HASCRERIBRRA

Add: B 170 s B = AF144:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



. i 1 S
111 IR 17 LA AT T

1200
2400
4300

19200
38400
57600
115200
230400

ERZ 115200

BABEPL: BAEAIG 8 AL, TAIPIAESE, BRIASE 8 fif

{ZIEAL: I 2 61, AP EEE, BRIAE 17

HERR: KRIATRE, w5, [Hk, BRiLETRE

/17 22431 e ki1 = e e IO 1 i PO € 1 R L O N 3w i
MATRIRG : 7 7R % — OB I, AN 35 1 it )

3. 6. 2Modbus FLMN % &

fic & Modbus 84, KEHIE

ModbusiilLig &
Modbus#ia

&8 B0 RBFER BEID NS FFE S WEXE  HEhd S5 SRNBE B
bt A A

TS
FiSModbusR
BEE 20 BFER BEID IhEEs sEsin FEE0 R RO

COM1 v Unsigned 16Bi v ) &=

645 b3 3 RS % 11 PRS2 80, Moubs 10 B ARYE SEhriX %A S .
W& WTULREE, TR E RS, A AT 68t I EL Y
BOS: BFCHF BSOS, RIFEHE DRSS ER
HFRHK: MBI LRR, TR EE, W a0l

#% % ID: Modbus ¥ % ID, 1-255 (10 ##)

ThEeRS: —MCh 03 DhRehD, TR AA AR AR, 1-255 (10 dEHD
AL AR AL, 1-255 (10 #EHD

FABN: TAREUEA S, 1-255 (10 HEHD

BHBEL: HRMNT A S EURE, A NKTTT (DCBA)
ERAPO: X RS b 1-5 P E

o ) e

Add: B 170 s B = AF144:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



' i 1 S
111 IR 17 LA AT T

BEE £0S BF2 88D WS S8 578 MEXE  HRht G BT RN EE 2R
"

it AE
BE COM2 a01 1 3 1 1 unsigned 1-2-3-45 - %z - 0 @ 2 Ex
a01 16Bits BA
FiSmodbusEE:
BEE f:05 BFER BEID hEEs S T IEER gD

COM2 v unsigned 16Bi v

AR AN (16 ii)D:

01 03 00 01 00 01 D5 CA
W 1D DIRRY AR AE AR A Hh bk B A A A B SR

FIE 484N (16 HEH]D:

01 03 02 00 1C B9 8D
WA 1D DRRREEE 1N EO A T e R e R

00 1C (16 #kHD = 28 (10 ZHD

A B <~ ACNRETATANE BA B, MI%HESN 1C 00 = 7168
Gl BER R B E ) a01=28

Add: JB 177 #4 B = HIF144:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



e i1

Top-iot

4&7% mjl‘:‘gjlﬁff'j‘jkﬁg}z—}k f%;f&%ﬁ?’j‘ :.

3.6. 3 NI HECE

i

i BABHERS
> iEE
b 2 ADCIES
VPN
?tﬂ BEE ADCEE BEFER S FExm TEE  eE HEhn BE i
A Ik
sngs
r_»ﬂo_cr_JusE')'ﬂ'_.:“z"'E EATHEEE
» B SISADCIEE:
B BES ACE RTER  HE  FAME TEE LEE LER0 RE RO
ADC ¥ 4-20m/ v 0 v v| |23 =m0
DHgE
BEE DEE ETSH S &y B
RS
SDIEE:
BEE DIEIE BFER TG i
' v i FEhn
HERERIRE
BEE G [SEZ0 RN P B
EECAEE
misgmmEE

BEE PEEEE ETFER gl

Relay

R ikl

H
ft
fil
P
=
2

WL W R &E

HFBH#R: RIS, FRAERTFERE, Q.
RERR: IR (4-20mA) /HLJE (0-5V)

ERepay: B0 1-5

a0l

BE: MMUS, BZ 641
s B O S T

Add: JB 17 B4t B = HAF1444:27-28 %

www.top—iot.com

Tel: 0592-6211782
Fax: 0592-6211727



e i1

Top-iot

4@%@}1%5{?&@@7}% ﬁ%;f&%ﬁﬁ :.

3.6. 4 fk5rimic E

P E— Akt
= IESSiRELS
> gE
> R®E HIENE
> VPN EENEESE 9 ZE O =Z8
e ZEEE 60
R
o BERE
Em
ModbusHiNE2S
B NENEE BESEES | BEREE  BESRES
BEEES
> B BE © EE O =8
BY
i |TcP
ISR HR212
BRsEaEtnAr 182.168.1.10
BEE®ERD o001
BREEF U @ rzsmEs
BrEEita
ErELiika
BRI

MN | 201903140000000000000001

ST S
=y 123456
EEps EEF

P BRI, B SR BLR U

ESEEES

(PR

BEEsRE

@ X128 ASCIFET
@ SX128ASCIET

@ B, ofREsle

UDP
MQTT
MODBUS TCP
HTTP

Homat R T

|H-J212

Jg g an stk A SRE R g, 7 A S IR S5 i A

R S5 As 3w D e 5% o 4 3 1

OBRERIRG: 2 i A b B AR N T 15 g
HESCOBEE: 2 OB

B SCEMEL: 52 SIS 0

MN: MN SRS L AN [ e R A i & (1 N 5 (A 3H)

Add: JB 17 B4t B = HAF1444:27-28 %

www.top—iot.com

Tel: 0592-6211782
Fax: 0592-6211727



. i 1 ~
Yy TR % BT AT R AT

ST: ST W&MMRSI—E, 2 77 (ULIH) .
B 6 T K%Y

3.7TEH
EHE R R AR X, B S AR S

3.7. 1 &G

RGNERRAZAGHTNL, FX, BB RV telnet, ssh EHRESH
INE | router
Bt (GMT+08:00)dk =, Bk & 28 v

B

it
B
<

FSteinetinil ® FgE 33|

FESSHiAIE B @ EH

FEHG: e ENAL, BN router

BHIX: BCE RS X, ZRIAZE GMTS

B BCRENHIES, BAEH X

FiE telnet Yil: ridh “HFiE”, JBH telnet 55, EILEH)E
I8 SSH Y5 sidy “JFJA 7, A SSH S5 s, BRljesk

3. 7.2 %1

E B RAZ S 5 )
=P &
WAEA g

TR fRE R EE N Y

BAEN: BARERNENY

AR S HIE A B, B SCE S = RI

AR 2, WME ST, U 2 B3 B 218 kv, iR E R A 4 S

Add: BT 4R = 2AF1444:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



. i i o ~
Yy TR 5 AL A ST

3.7. 3 BYTE R E.

i [R) 2RAY 4% RTC, NTP; RTC fiHLjm, RIS ES<; NTP 7 EIES NTP RS 2%, &
PTG R, WIS, IAANEAT . {H )& NTP B A2 B RTC B RS Hf; RTC 2 i T-IH8h A v,
S AR YE, BT EF iR .

L E Rt iE 2016-09-18 15:06:49

Finpftiaze ntp @ ric

LRI RGE : BN 2G5S AR E]
ARG EIRAEL. WA 2RAVE ntp IR rtc PifP, EBEARMBIHUSEAFNE ESH.
Mk PE rte, W PAEEH RTC FHSE]:

RTCHER eqg: 2016-01-01

RTCHE eqg: 12:00:00

RTC HER: HIAMKE N —E st 20kx—swk—kox, 75 02 5 R
RTC WP IE]: I () A% o0 — e A sekeosok ok, R & BT 2R UC

& HE ntp B
NTPR{EIARSEE 0 openwrt pool ntp.org
WO 123

EfElE 600 @

NTP B[] fR % #8: 155 NTP B (A AR 45 2%, mT DL R RAE Ak, WafblE & X
Y. NTP IFIAJAR S5 a8 1, BRIAAE 123
EHRE: fBE 2 KA S RE S FEPETE, BRAZE 600 7

3.7.4 HE & E

SWE IR E RGN H SH S5

Add: BT 4R = 2AF1444:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



. i 1 ~
Yy TR % BT AT R AT

WEENEE  fvadlog
BExD 64 @ KB
BERES
HERERED 514

b E:E

R B 15 0E HE R B0, T DU B A 1, tn] DU R T R 2 SO AR
WARA SMEAF B, B R DA BISMR s, BRINEAR: /var/log/

HERAD: $5E HEXHRRD, BRILE 64KB

HERFER: 165E HEMSHM 1P skt

HEMRSRH: 7€ H SRS A6, BAE 514

BHZAN: HAsCRRrmmgona R, AR, R, CEET, CERY, FRIKK
I, G, e H S

3.7.5 &r5KE

I AT AR AR ISR A TR &, T URE R ) B E

FinMEE S REEE SR ER OpenWit(RsquashisE & H) -
T# &N REE

WERHCRE: | @ HiTER
TREM: sl “AEREN 7, &4 “backup-router—2016—#+—kk, tar. gz” fit & L1

WEBIW) &E: sl “PATRA, KPS “EIABGEITAREEC EIAME, S
g ” JHiakE W) &

MR B G, WA UERFIE ARG, WEBICLAT R E .
L E R S -
EmE: | R | R CEE @ L&

WEECE: sl “EFCIE”, EFRRNSEOIESC, ml b s . S “Hm
LRE” BIIE, &85 “HiE”, TFEIE RGRE.

3. 7.6 MXTHZ

Add: BT 4R = 2AF1444:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



y iy A TR 25 B AR EARAATT

Top-iot

TR R Z AT, S50l E TR A, AR T Rt . BRI+ £ 4

IARIEER T, FEMZ, M u-boot TH[E1F

RIFE(E

RISFREVES
_HissEEaTsysuporade Bl LI RIS SE 4.

B | e | sERaEe

REBCE. THHEMNE, RERESASE

B REEHE..

S S S F Vv £ " R vk & 1 o SR s w1 K 1 G R ot L R C e B[ 2

Ko
RIFRENF - 3SIIE

EE HE, EEEE e NIRRE!
RIS TS |

136 {E: 19e21582Fbee97e020bd 752805702323
Foih: 9.00 MB
EE: SRk,

YR : [ 110 MD5 A IIMEL
KN ST RN
mas “PAT7, TR

3.7.7 miEm &

FEIXAN BT AR AT DL E ST RE R 55 2 1tk S 0 1, AR i 5

= =
. mERE
v
v e iEEE © BE O =zA
> VPN fEsEEthil isodev.picp.net
> HiEERE BEERO 000
GHEAR 60

BES 85888888

e

A ==
ERER.

Caean | oo | s

TEEHE: w57 TR, RACEE R, EeE AN, BHTREE
R4 b F8E SRR AR bl TR TP Mk, ar DU — M4

Add: JB 17 B4t B = HAF1444:27-28 %

www.top—iot.com

Tel: 0592-6211782
Fax: 0592-6211727



. i 1 S
111 IR 17 LA AT T

R S5a U 0 415 52 65 i R 55 45 ) i 11
OBRELIRIRG: 48 E AOR OB AL R 1] (A K%, AR
&S fREMRKBE 1D

3.7.8 FBEF

XA ST F: E AR E R W

BB

EREENREER
BE Gk RTNEY, EREER

B BTER

i “PATER”, S “EREEFRIAME”, L8 HE” JHRER

3.7.9 W E)S

ERER

BRAEMER ® BF C

Ha

]
EEE @ zEE O EE

EFAERE 300 @ 7. =heo

SE I B JA AT P AR5 3
L. HWIER, W& S 2%, &5 2dmaER K.

2. WRERF: EREMMNBER, TURER -2 RMEF K, BATB&EK,

Add: B 170 s B = AF144:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



' i 1 S
111 IR 17 LA AT T

ERNER

EREHEE © 2@ O =5

e

ERERE O 2EE ® EE

B 13 v
S0 v
S 8sx v
Add: 17 Ak R = HAF144427-28 & Tel: 0592-6211782

www.top—iot.com Fax: 0592-6211727



. i 1 ~
Yy TR % BT AT R AT

Tel: 0592-6211770

Web: www. top—iot. com

Mail: service@top—iot. com

BEimit Bl ERER=H F14 R 27-28 B, CO7T ¥ 14 =
wlgEs: BIIHEEXZR{ICZIE 18 #6 /2

Add: BT 4R = 2AF1444:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727


http://www.top-iot.com
mailto:service@top-iot.com

	TG452边缘计算网关用户使用说明书
	厦门计讯物联科技有限公司
	文档修订记录
	第一章   产品简介
	1.1产品概述
	1.2产品外观尺寸图
	1.3物理特性

	第二章   产品安装
	2.1安装前确认
	2.2配件的安装

	第三章   参数设置
	3.1查看
	3.1.1系统
	3.1.2网络
	3.1.3路由表
	3.1.4系统日志
	3.1.5VPN状态

	3.2设置
	3.2.1 WAN
	3.2.2 LAN口
	3.2.3在线探测
	3.2.4网络诊断

	3.3安全
	3.3.1 DMZ主机
	3.3.2端口转发
	3.3.3通信规则
	3.3.4自定义

	3.4VPN
	3.4.1 PPTP
	3.4.2 L2TP
	3.4.3 IPSec

	3.5高级
	3.5.1 静态路由
	3.5.2花生壳
	3.5.3流量监测
	3.5.4动态DNS

	用户密码：你在服务提供商注册时设定的密码
	3.6数据采集
	3.6.1接口设置
	3.6.2Modbus规则设置
	3.6.3输入输出配置
	3.6.4服务端配置

	服务器地址：如果是客户端，需要指定服务端的地址
	3.7管理
	3.7.1系统
	3.7.2密码
	3.7.3时间设置
	3.7.4日志设置
	3.7.5备份与恢复
	3.7.6网关升级
	3.7.7远程配置
	3.7.8手动重启
	3.7.9定时重启



