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2. 1. ZEEHIHIA
WEMAIEAFELLT:
>  —& 16463 56 T-IKM LML
> A HEER S
> DR 56 K2k
>  —HMWiFi KRZ GERED
> —REOL GERD
> —HREUK M2
> Wi 6PIN SRR i T
»  —/ 2PIN G4 i 1

WRAEREK, KR EA R

2. 2. ez % KB

FefF Rt s

5G-ANT @

RS485@- -
R5232@--

BEEL @--

iHRERS GFIkR%

--@® ANT

--® sG-ANT

- @ HEEH

----@ DHEQ
@ BREWA

@  HiEEH
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2.2.1. SIM B

SIM/UIM R TE 44k 5 b W0 S A, BTEL SIM/UIM - e 250 IEAf 2238 A e is B To 2k
Rt DR I ) 0 R

WA IE BRI EAE SIM/UIM R ZFbsil, A& KRR, HMERN, W
TR B AR R T RETEA B LA .

LRI S ORI N STM/UIM R J88 553 /N B, RAESH . SIM/UIM <2 J8 85 B 541 i
BT SIM/UIM A, SEAHE, FHRIE R0

R SIM-RIEZEBE LR RSN Tk, 258 SIM -RHik.

2.2.2.  EEOEE

—/NRS232 (EHD £ O/ENHERHY, MEOHTRGHEEE . HiATheEENA.
HWAE 1 4 RS485 201, —~RS232 (DEBUG EH) . 1 8% 12V, 2 pkakge. =B%

ADC. 2 & DI,

RS232 £k (—ufi Ay DBY £}3k)

LMBIE Xit . DB B L& fHl Xt RLECRAX
W 2 (RX) (TX)
KRt 3 (TX) (RX)
o, 5 (GND) (GND)
MBI Xt RLEURAX
an (A
(B
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2.2.3. Rl

RECHB & IR T LRI, D AIER 2307 Be ik 2R ) BRI RLS .
REEHEI 0y SMA B KA . AL R LRI SMA BHSk e ANT REEE:00 |, FFafiie s,

DS AIEREIE

2.2.4.  fERITUH

TR R B IS T IR M B B 7R, AFEZRAT RS AT UG A L PR L B s I iy

B IS ITIRES .

fERIT K& it B
= W YR IE R
PWR
X & N )
ST R 3&s)
SRR R T ST (EREE it
AT AR/
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System
X RGEAIEH
o B4 O R 4%
Online
x e ER S L
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b Internet A 4 (TCP/IPva) fBtE Pl ¥ oo E X
8 e smEE e sz =i
[
1PRE, TN, AREMRE SERERTE: e
FHEBRFBEL P IRE, ; |
& Realtek PCle GBE Family Controller 1Pv4 Internet
PG ik FREHTR
@ EEE P HEO) e RS Esd
O R VEE 1P HEBE(S): IR R IANHOr AL 02:12:30
. l:l Y= Microsoft RIESEF i ol EE 1.0 Gbps.
ci ic/
I - Somar B
¥ . Internet 1A 4 (TCP/IPv4)
7 0 . Microsoft RS ERESEEEENYL
- Microsoft LLDP HYBRAIER o
© S DNS S BEEE) . Internet #SUEA 6 (TCP/IPV6) =
- HEEREINEIIRRIES v -
O A &S DNS S EHALE): @ > e .,-,E EE

&

(T #E0. 80 EEw :
) 148,168,822 44,427,812
[ e

Internet ¥, ARSI, B
FEAEIE eSS DB, SEEr) zmD) LH(G)

i

o

e WE BE - 220
WRECE E I B W E TP N 192.168. 1. xxx (R RACF AW B ) , .

192.168. 1.212; FTFIHEYSE, BIANBRIAEN 192.168. 1.1, HENBENTU@E; AR P
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R 245D

TURHBRERR

=
C—

=

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727




.- i <
Yy PR T LA ERAET

3.1. B8F

—HHH CEER” , HTEERRGMHRE BB,

3.1.1. ZR&R#%

BRERGMKRIELE, WiE:

RS

4%

FilE router

FHNES Router

SN 20200827714

El R 63106

BAEELTE 2020-08-25 08:18:54

FtaaiE 2020-08-25 14:45-06 Tuesday
1=E{THLE Oh 7m 5s

FRE 012,025 017

HE

TTFREL | 220364 KB / 252004 kB (27%) |
ZEHIEL | 205016 kB / 252004 kB (81%) |
BEr || 10924 kB /252004 kB (4%) |
2Ef | 4424 kB / 252004 kB (1%)

3.1.2. PN

{78 WAN. LAN. WIFI. DHCP &M ZiRAs, .
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3.1.3.

K&
R

1Pv4 WANIRTS

ERIRTE

LANHRZE
IPiEE

FEER
DHCFERSER

MACHEHE

FLMS
T
SSiD
&
o

MACHERE

DHCP% g
s 1Py

RECSERES,

B R

L oE e
w=p0 MBHE: 10.23.15.241

FURERG: 255.255.255.252

P 10.23.15.242

MACHE: 22:e086:72:00 08

DNS 1: 215.85.152.00

DNS2: 218.85.157.99

S Oh Om 445

dlll (== 26 (61 d3m)

RS- 55

siv-RARE: o

IMEI: -

ICCID: 88560318245025672253

=

[ 15/ 18384 (0%)

192.168.1.1
255.255.255.0
B8R

00:62:24:51:31.:00

B8R

Router

1
wpaZpsk-aas

00:0c:43:26:60:40

MAC-HiE MR

M+ &H ARP. {HahEER S ARG 2, Wl
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ez E

BEEOEREE.

ARP

1By Mot MAG-HBEE 2]

192.188.1.211 00:0e:cb:aaefie bran

&SR Py4

s - T3 Foam

wan 0.0.0.0/0 10.23.15.242 Q

wan 10.23.15.240/30 0.0.00 Q

an 192.168.1.0/24 0.0.00 Q
PR B

lan FD42:E6F 3:1C5A:0:0:0:0:0/64 0:0:0:0:0:0:0:0/0 Q0000400

loopback FD42:E6F 3:1C5A:0:0:0:0:0/48 0:0:0:0:0:0:0:0/0 TFFFFFFF

loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF

loopback 0:0:0:0:0:0:0:1 0:0:0:0:0:0:0:0/0 Q0000000

an FD42:E6F3:1C5A:0:0:0:0:0 0:0:0:0:0:0:0:0/0 Q0000000

lan FD42:E6F3:1C5A:0:0:0:0:1 0:0:0:0:0:0:0:0/0 Q0000000

(eth0) FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 Q0000100

an FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 Q0000100

wang FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 Q0000100

{wian0) FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 Q0000100

{wian1) FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 Q0000100

wan FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 Q0000100

loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF

3.1.4. RGHZE

T ERAGHE, BAET. RAENEIHDIRE, WlE.
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REEE

@ m=A% | @ 2= | @ BFE=

HE
Him® Aug 25 14-47:28 syslogd started: BusyBox v1 28 4 a
smaE Aug 26 08:47:28 kemel: klogd started: BusySox v1.28.4 ()
= : 0.000000] Linux version 4.14.180 (sundge@iocaihostiacakdomain) (ges version 7.2.0 (Ope 480575)) #0 SMP Fri A
VENSRZE 2 : 0.000000] SoC Type: MediaTek MT7821 ver:f eco:3

[ bootconsol
:47:28 kemel: [ 0.000000] CPUQ revision is: 0001802 (MIPS 1004Ke)
Aug 25 06:47:28 kemel:[  0.000000] MIPS: machine is TG483
06:47:28 kemel: [ 0.000000] Determined physical RAM map:
[
[
[

Aug 25 08:47:28 kemel: [ 0.000000] memary: 10000000 @ 00000000 {usable)
Aug 25 08:47:28 kemel: [ 0.000000] Initrd nat found or empty - disabling initrd
Aug 25 08:47:28 kemnel: [ 0.000000] VPE topology {2,2} total 4

Aug 25 08:47:28 kem 0.000000] Primary instruction cache
Aug 25 06:47:28 kemel: [ 0.000000] Primary data
Aug 25 08:47:28 kemel: [ 0.000000] MIPS secondary cache 256kB, B-way, linesize 32 bytes.
0.000000] Zone ranges

Aug 25 08:47:28 kemel: [ 0.000000] Normal jmem 0x0000000000000000-0x000000000H
Aug 25 06-47:28 kemel: [ 0.000 HighMem empty

Aug 25 08:47:28 kemel:[  0.000000] Movable zene Start for each node

128 kemel: [ 0.000000] Early memory node ranges

VIPT, 4-wa
= 32kB, 4-way, FIPT, no slisses, linesize 32 bytes

32 bytes.

28 kemet 0.000000] e 0 [mem 0x0000000000000000-0x:x00000000 0]

128 kemel: [ 0.000000] Intmem setup node 0 [mem 0x00 00000000- 00000000001
:28 kemek: [ 0.000000] On node O {otalpages: 85536

128 kemel: [ 0.000000] free_area_init node: node 0, pgdat 807 Ha00, nede_mem_map 81003000
-38 kemel- [ 0.000000] Normsl zone: 5 ges used for memmap

0.000001
0.000000

Aug 26 06:47:28 kemel:
Aug 25 06:47:28 kemel
Aug 25 08:47:28 kemal:
Aug 26 06:47:28 kemek
Aug 25 06:47:28 kemel
Aug 25 08:47:28 kemel

ndom_bytes called from start_kemei+0xB4/0x4a8 with crng_ini
mbedded 14 pagesicpu 526224 18102 d22025 uBT344

-alloc: 526224 18102 d22028 u57344 alloc=14"4006

1p
0.000000] Bui

Aug 26 08:47:28 kemel: Total pages: 65024
Aug 25 08:47:28 kemsk: [ 0.000000] Ker S0,115200 rootfstype=squashfs,fis2
Aug 06:47:28 kemel: ies: 1024 (order: 0. 4096 bytes

Aug 25 08:47:28 kemel:[ 0.000000] Dentry cache hash mble entries: 32768 (order- 5. 131072 byles)

Aug 25 06:47:28 kemel: [ 0.000000] Inode-cache h ble eniries: 18384 (order: 4, 5538 bytes)

Aug 06:47:28 kemel register=00018b0b

0.000000] Writing
00] Readback EnCHl ragister—00018b00

] Memory: 251760K/262144K available (5632K kernel

0.000000] SLUB: HWalign=32, Order=0-3

0.000000] Hierarchical RGL implementation

NR_IRQS: 256

Aug 26 06:47:28 kemel:
Aug 25 06:47:28 kemel

de, 287K rwdats, 1300K rodata, 244K init, 253K bss, 10334K reserved, 0K cma-rese

Aug 25 08:47:28 kemel: [

3.1.5. VPNIR&

T B8 VPNRE, .

VPN

VPN i
i ESil pptp
IPHElE 10.10.100.13

FRIES: 255.255.255.255
Ras%: 10.10.100.1

BiERRAE:  2h,51m,37s

3.2 E

YR RE” RN TRE MRS, AL T S RE. P
R WIFL W (ELRHRI. P4 LI

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
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3.2.1. WANixH®

WAN ¢ B S F S RF DHCP/ 4 IP/PPPoE/3G/LTE SE ¥ Hetbiat. e #E 7 EHIR L, FHE
MRS, mdr “ORAFSI” RITT PASEBLERE

WANORS

ETE, RTLERWANDESRE

WAN#=

ZrxiER | SEER
EeaE UTE vi

s ]

WEEE O x£ @ par O cHaP O PAPICHAP

AR KA. FRARMLERAL, BRIAREZNN, F WA RRARE, 1 REEERIME
APN: IZETH 1 apn, AR E A AT apn, FEF )2 conet, F1 [EBGE 2 3gnet,
HEESERE ctnete B RWEH =L apn, TEIRE, BZERRM: AAW
apn ZHTLAEWIEE R, T E M EdE R, XA .

BEEOLT, REBIANSH, W& H 3 R A TGN apn. 18 5 A ZRAEE
[¥) APN 245, U HGEE R ZA 11 APN 40 E
PIN: SIM R PIN i, iE 1R E AT, DA G R BBiAE
PAP/CHAP AP 4. LM-RINTHEMAM 4, R by,
PAP/CHAP %RG: &M -RI 7 ZHMIN Y, HE R UAZ.
LA AR MR
RS S AIE LR B R 3K S 5.
WIERR: WA H 4, %09, F5248 e ESRAL. PAP &M SCIAIE, CHAP 2R FiA
WE. ZARYEIZE R I 2 RIEFE RS, BUR S 2R
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3.2.2. LANH

LAN [ 3P 5 B 00 B W 451 TP, DHCP ARZS #3102 . LA i) 1P dihikvE o

{20 - LAN

ERAESOES.

PvadEil | 102.188.1.1
PvAFFEIE | 255 2552550 w

DNSESHR

DHCPHR= S5

EFER

HEDHCP O @ =ETEOSDHCE.

A 100 O FEeaEERsEE,
EE® 150 O ErErL Rk,
HAEeE | 12n O HaEE, B2oH (),

SRS IR

IPv4 Hidik: FCE LAN LRk,
IPv4 FRIHERS: LAN [1HLLE 6D
IPv4 F3R: 5 — Bkt G

SR DHCP: ik “AEF A4 L f¥) DHCP” X 4] DHCP [l %%

Froh: A dhep ARSSERMACIAMIIE, HLan 100, AR 192. 168. 1. 100 FF4A 5L
B FIAECH IP M, W ORIT A0 & P O Re I 250,

FELAR[R): A)FC Y TP FRIR AR

3.2.3. ok

TCLL TN B T8 B WIFT () SSID, TAEM, iESE, ASE IR E ] A 2

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782 :.
www.top—iot.com Fax: 0592-6211727



.- i <
Yy PR T LA ERAET

ANTF] HTRC B S 4

TEigE

EFNE. HILEETENET SRS

24G #EO&RE

WiFi24c @ mm O ZA

PIEEE(SSID) | Router

1% | WPA2-PSK-AES v

TIE ceeeee ]

B 11 ~

&% |802.11bgn v
5.8G ENEE

WiFi586 @ m=@ O

b
kil

F#EE(SSID) | Router5G

IE | WPA2PSK-AES v
B 802.11anc v
B2 149 v

Hili” JBH . JFE WiFi Zhg.

P44 (SSID) : LML 4.

f5i8: CHF 1713 (5.

M HATSCEE 802. 11b, 802. 11g. 802. 11b i#*% HAEIAH] 11Mbps, 802. 11g 1] LLEE
54Mbps .

RS BOLEE, WO HERMAADEN, AReE L. HEE 8 M.

3.2.4. TELRHEW

FE— LRSI, AR 5 DL A SR W T (50 o 8 LRI 2 58 I 254 00 P 48 T 4
WL, wR MBS, e EinEsk, A7 —BiEE, mRERTREL, aER
B, LABRIMZ ELKH . $NSEME T
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TR

ErN @ B8 O

i
E]

FHEE | Ping

FRARSE | 1411414114

RIRMERSEE | 202.96.199.133

B |3

AR |60 @n

=RER @ =8 O =8

FRAEERRE 30 @ o

EZlEaE
BHWKER: HATSFF ping/traceroute/DNS =FHEN 5 2

Ping: ping &% ping — > IP BiE kA, ping BN NEL

Traceroute: traceroute 22 REZER HIBRAT, WIS AT AE]IA H ML, TANTELL.
DNS: DNS fftfr— A4, WRmT AT, MIANTEL .

HEE: B ping, 1/ traceroute AHX 23 HLEHEN, DNS fEMTHRE, {HIEJy DNS
HEAF, FHELE, BAELIEI. XS EH ping ZRE K.

FHRPIRSF AR AN RS, rTEUR 1P, tr] DU

KRR ST A QR IR T J25 4% M, AT DA 5 o R IR 55 4%

ERRE: RN, W] DR E .
EARERR: W9 RN 5] I [0] (e B o

BRER: WR—-BEAEL, S B¢ SR ERNEEESE.

BN RWE SRR 35 E 2 K AEL, HE k.

3.2.5. MK

¥ ping/traceroute/dnslookup IX =F 5 LB IZ W ; ping/traceroute ZEA] LA
R 1P, HT 2B R EEL; nslookup T M — k4 .
il ping, Kl

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
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T ng_?ﬂ TR 8T AT ST

RIS RR

PETE
4114114114 114114114114 www baidu.com
IPva v | @ Ping (@ Traceroute @ Nslookup

(114.114.114.114): 56 data bytes
4.114.114: 75 time=209.8.
4.114.114: = 0.
4.114.114: =
£ 4.114.114: t1=69 time=32.530 ms
64 bytes from 114.114.114.114: 4 ttl=65 time=32.437 ms
—— 114.114.114.114 ping statistics ——
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 32.497/82.386/209.825 m3
miii traceroute, 1A
114114114114 www.163.com www.baidu.com
IPv4 v || @ Ping Traceroute | @ Nslookup
Install iputils-traceroute6 for IPv6
traceroute
trac te T w.163.com ( 30 hops max, byte packets
1
UPRTTIreR 1o
E5 nslookup, WA :
www.163.com www.baidu.com

114.114.114. 114
(@ Nslookup

IPv4 v Ping Traceroute

Install iputils-traceroute6 for IPv6
traceroute

Server: 127.0.0. 1
Address 1: 127 1 localhost
Name: www.baidu.com
Address 1: 14.215.177.38
Address 2: 14.215.177.37

3.3. &4

LR T RN T RCER K H AT MWAN TR K TCP/UDP 45 #R 4> o g 12,
B WAN [ 25 (B0 0 o SRR BT RE 1 TP, P (R ST AU, 0 75 220

Tel: 0592-6211782

Add: B84 A = 2AF144427-28 & /COTH#%14 2
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BT SR I RE—T

3.3.1. DMZ EHl

DMZ Zhig vl LAFE WAN 1Bk B b B LAN S [ 55— & 4L BT 21 WAN Huhk i 680 & s
FIHE 5E 19 LAN 3% M.

Q &#F

L BEOMZEN
P oMz @® =8 O zA
DMZ: 3
=k R e N )
BOtE S
i DMZE# 192.168.1.0
BEY
<) VPN
% am

DMZ: &FTF )3 I, Ja A DMZ Zhig .
DMZ M. F5 52 B LAN 55— & EHLH 1P Mok,

3.3.2. WO¥K

HALE DMZ, i 3% 2 AR ALz, T DS A AE IS — i A B B A A 1) LAN S ) 2
—H N, T ASEBHEA [F s e BN ) L

O ==
sls ik FyT ey
.. A - SRS
L oI LI FEHaRE
© =2 " .
= B
DMZ:
B s R ] B
wOes i
S
B
I i
© VvPN
2 zm AR
3 = wi SEEM SERO mEPEE ASED
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ARG

3.3.3.  @EfSHN

HAE AT DL T T F— 2Bt 1, B 2O AR Uy ) e O EC B U0, AT AT T

80 ¥ 1, ILFE sshi&EdE, WAILLITHF 22w,

s | SR
BRKAE - E(EHN
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JE F MPPE I : 47721 14e$¢ MPPE I

JE RS TP k. T LABCE VPN HUERAS 1P,
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J& I MPPE fn&: §774)1% 4% MPPE N

{5 F Ipsec: WEHK.,
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BORAL: BUROIAH 8 A, 7 MIFNERE BAZ 8 ff
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