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e MIBRZEI TR, 8 FH AT B A SRR

B SIM Rzl
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FHBETE] 2019-10-20 14:44:09 Sunday

EfTETE] 18h 19m 41s

FiHuaE 0.11,0.18, 0.13

NfF

o] %k | 223728 kB /248224 kB (90%) |
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EEEE
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IRt
FRED
DHCPIEESE

MACHEHE
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EiE

MACHEHE

DHCPZER

& P4tk

EEC DR

£ FR: e

ushp Hahb: 10.169.222 237
SFPAFERS: 255.255 255 252
PAR: 10.169.222.238
MACHERE: 0a:22:57:ec'h3:21
DNS 1: 211136 17.107
DNS 2: 211.136.20.203
Bl 18h 19m 265
dll (5. 21 dBm
Fi#G: LTE
SIM-ERES: ON
IMEI: 562107045525304
EEE: BiES

[ 816384 (0%)

192.168.1.1
255.255.255.0
=15

c2:a5:10:a9:b7:52

BR
top-iot
10

00:00:00:00:00:00

MAC-Hiht A

Add: B4R = H21C07H14

www. top—iot. com

Tel: 0592-6211782 :.
Fax: 0592-6211727



ey e ®
mgm ¥ i1iq
Top-iot

IR S84k AT

3.1.3 A E

TR R
IREER

ERTRIEFREE.

192.168.1.10

192.168.1.211

wan 0.0.0.0/0

wan 10.169.222.236/30
wan 10.169.222 238
lan 192.168.1.0/24

POk
Inophack 0:0:0:0:0:0:0:00
loopback 0:0:0:0:0:0:0:0/0
loopback 0:0:0:0:0:0:0:1
lan FF02:0:0:0:0:0:0:1
(eth() FFO0:0:0:0:0:0:0:0/%
lan FF00:0:0:0:0:0:0:0/8
wan FFO0:0:0:0:0:0:0:0/8
loopback 0:0:0:0:0:0:0:0/0

00:00:00:00:00:00

00:0e:c6:aaef1e

10.169.222.238

0.0.0.0

0.0.00

0.0.00

0:0:0:0:0:0:0:0/0

0:0:0:0:0:0:0:0/0

0:0:0:0:0:0:0:0/0

0:0:0:0:0:0:0:0/0

0:0:0:0:0:0:0:0/0

0:0:0:0:0:0:0:0/0

0:0:0:0:0:0:0:0/0

0:0:0:0:0:0:0:0/0
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br-lan
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iz e 2k
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RZFERE

B =6+ | @ F=76= || B REFEE
Oct 20 14:40:43 systemd[1186]: resefting now =

Oct 20 14:40:44 systemd[116]: resefting now

Oct 20 14:40:45 systemd[116]: reseiting now

Oct 20 14:40:46 systemd[116]: resefting now

Oct 20 14:40:47 systemd[116]: resefting now

Oct 20 14:40:48 systemd[116]: reseiting now

Oct 20 14:40:49 systemd[116]: resefting now

Oct 20 14:40:50 systemd[116]: reseiting now

Oct 20 14:40:51 dctdf1154]; Server Address is: 192.168.1.10

Oct 20 14:40:51 diald[752]; AT+QNWINFO*M

Oct 20 14:40:51 diald[752]; "M +QNWINFO: "TDD LTE","46000" "LTE BAND 40",39148"M *M OK"M

3. 1. 5VPN IR &

7R VPN PR &S

VPN

VPN#E i
=R pptp

|PEdE: 10.10.100.4
TR 255.255.255.255

R 10.10.100.1

EisiErEr 48

3.2 WE

BEE ESP TR R BN ST WAN,  LAN, FELRINSE T R
FER AR BB M A KRS

3.2.1 WAN

WAN 37 BT 37 #F DHCP/ 84S 1P/PPPoE/3G/LTE 2 Hk,
RBRT R, AE U U1, HERCEMRHSE, il DS Bl
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e 00 - WAN
- EsmEEOEs,
WAN
LAN i
e RigE
PRsEHR =EEE | WEEE
> BE
> VPN Wiy [LTE
e _52
= BEsm AT
> HiEERE
» B APN
B
PIN
I
=5 z
Wik £ @ pap CHAP

MRS ARBL: RAEMZSEAL, BRI AN, RN R RBURAE, HRFFBIME
APN: IZE T 1 apn, ANFEIIEE R A AEIT apn.

HHE D) cmnet, HERCEE 3gnet, HEH{EAE ctneto

LR H —NET apn, fEHRE, BEERRME; HAANK apn 5007 L& HIEE
F PR BB, X METTEON .

HEEL T, REBIASEEIN, WS A28 &G &R apn.

FISE A EOREE N APN 240, WHZRRIZE 41 APN 5L E

PIN: SIM R PIN 85, i IHE M, DUk Rk aiE

PAP/CHAP FI P 4&: LW RETHEMAR 4, HERNTEUAZS

PAP/CHAP #tG: LRI 75 EHMANE, He R BUoy o

SIS IOPE ST S

WSS A [FE N2 B0 RN [F] 3R 5565

INEREL: PR EHF%, &, FERCIMERS,

PAP #& B SCIAIE, CHAP /248 FihiE.

TURYEIE B R N 28 RIEREAUER Y, BS54 R

WAN OB H: 2R 36 538 LTE i, mJ LR A WAN 24 LAN [
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 BE {207 - WAN

v 88 EEmasnEs.
WAN

LAM .

e srgE | gEaE
T

> VPN =0
> Bl

> BIERE

P =i

1B

IR S84k AT

* BENGED

WANCER @ @ 8SWANALAND

FEEEMAC

3.2.2 LANO

LAN 132 5000 3 32 F Sk i B WX <) TP, DHCP ARZS23E ., ARy B H) TP ik il v .
SHE SR

} B #0 -LAN
v OEE EEREE0ES.
WAN
LAN anen
Rl BreE | =geE
> BE
> VPN RN | Bt v
> =ik e
1Pv4itha 192.168.1.1
> HuREE
> BE IPVATLARS  |255.255.255.0 v
EH g
DNsiREE a
DHCPRSEE
#ADHCP 0 @ SEEEOMDHCE.
e 100 © PSS R,
ERsr [ 150 0 St SENE,
A [12n © HEAHES, Bh2SEH(2n),

IPv4 bk EECE LAN Rk
IPv4 F-WHERG: LAN bk i HERg
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IPv4 W ¢: F5 B0 R — Bk B 5%
KM DHCP:  s5iti %14 DHCP Al 4% 4%
Frif: AR dhep RS SR AAHAE, thin 100, fREEM 192. 168. 1. 100 FFiH L
FRE AR TP HhEERL, BRORTT IR EOINE P AU RERE R 250
FHFIRFIA]: 43 Hc A TP f A ) K 4

3. 2. 3 TELRERW

FE— LRSI, IR 5y B SR W T I DL o £ R PRI 2 7€ I R AR I 23 BRI
IR PR, SR, WV B s, iRIERTEE L, M ERRE,
LLUERIM 2% ELHTH . SASEE T

& LN

e

WAN EEEL 0 BE E
LAN

b= FEEE  |Ping

> R THEMESE | 114114114114
> VPN

. =g EERARSEE | 202.96.199.133
A - ]

> BUERSR Eirac

> B
B SHEE |60 @

EREE = BE =53

FlEKEREE |10 @ 7Eh

Cavasn | o | o

RMKE, HuiSFr ping/traceroute/DNS =FHEMIJ7 .
Ping: ping 432 ping —A> IP Bl 4, ping BHENNIEL
Traceroute: traceroute 2xZFRERESHERAT, WA AT LLRIE H bk, WAL
DNS: DNS &fiftfr— Mk 4z, G eT CUgEdT, WA RTELR
BNEH ping, fHH] traceroute fAXS 2 ELECFEL, DNS fEHTHEIL, (EE N DNS H L2417,
SEELE, EELIEN . X ping ZRAEM.

FEHRMRSES 8§ AR, FTUUE IP, WALk

RN IRSS 2% W PRI 3= AR 55 #5 R I, T AT DAGE 6 BRI AR 45 465 -

BB RN RN, R RS E R o

EIRERR: 5 R 2 8] f B 8] 18] g

BHER: WR-ENEL, s e, ST e EjEE)E

PRI J I Ta) . 4808 2 KE BIANFELR, HE W&
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3. 2. 4 M2

% #F ping/traceroute/dnslookup iX =7 K N2 W5

ping/traceroute Z4 1] g — M4, B2 —A 1P, ZHKIZBMNEEBEL.

Dnslookup FRfEHNT— N4 .

y & ,
= P2 kR
v IRE
WAN METE
LAN
TSR PR T
R 114.114.114 114 114.114.114. 114
y IPv4 v || @ Ping [@ Traceroute
> VPN
=1
> BERE
> BRE
1B

mdi ping, BUATLLZW— MR S AW, WF:

PING 114.114.114.1314 (114.114.114.114): 56 data bytes
£4 bytes from 114.114.114.114: zeqg=0 i i)
64 bytes from 114.114.114.114: szeg=l
84 bytes 1 114.114.114.114: 3eg=2
g4 bytes m 114.114.114.114: 3e20=3
64 bytes from 114.114.114.114: zeg=4

——— 114.114.114.114 ping statistica —--—-

5 packets tranamitted, 5 packets received, 0% packet losa
round-trip min/avg/max = 76.2453/246.110,/881.904 m3
M traceroute
tracercute to wWWw.le3d.com (27.148.151.214), 30 hops max,
1 *
2 10.170.8.46 55.546 ms
= 438 ma
4 55.376 ms
5 51.438 ms
& 7 5%.402 m3
i 51.578 m3
2
g *
18 %
T 2T 1AR 151218 1390821 'me

Server:

Zddreas 1

Hame: www.baidu.com
Address I:34.215.377.38
Bddress 2: 14.215.177.37

www.baidu.com

[@ Nslookup

38 byte packets
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3.3 %4

AR BN TR E B k%, HRTHTA M WAN H3EK ) TCP/UDP ZEREAR 4 i s, H
FE M WAN O H RN SRl . an R 7 ZEX R e i TP, R B T B3E, 75 20 B

T I — T

3.3.1 DMZ EHL

DMZ ZhenT LAHE WAN 1 bk B i % LAN S )5 — & AL Bra 2] WAN sk 16048 2 45 3% 21 45

SET LAN 35 =M.

> BE DMZ
» WE EEOMZEA,
- 2

DMZ=H

DMZ: EFEHF )5 Il i, J5 A DMZ Zhig

DMZ EML: 572 EWLGT K LAN 3

3.3.2 A K

— & LN TP it

FHEE DMZ, 3 1 % e SEAE A P, AT DASE A A — S 11 00 0 5 i 1) LAN S ) 2
—E N, T ASEHLEA [F s 1 BUAS R 24

e BAKE - tRCEEAR
> iR
<
DMZEH, mER

£

BEAHTES

HEmL 1A

e HHY

TCP+UDP ¥

shEEE  ShERImO

WS ERFRRIntemetiH BV AR S BEMARH EY RS

TRECH

PRERIPHERE

wan v

ZF TERFRNN AT, TR E AT

Wi e B KRB, AL TCP, UDP, B# TCP/UDP

e

2] 1=
A
@ #&m
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PR e i 1 05 1 H s 11, — ey 115 3o F2 —RE, i aT LA —FE

e SE, s “Ushin” $z4l, B —28 ). sSh “LRAF&NF 7 $2241, AR U AR 2
3.3. 3 BISHN

TEAEHLIU AT DA SR FT P — 2 S 1, PR an 735 Z@m AR U5 R NS BC B UL, w AFTIF 80 i
M, ZfE ssh &z, nILAFTHF 22 v, JFE telnet #EHE, W RAFTHF 23 3.

PRk AE - (A

BENEY TARESERRSEEE, A e Sl s, TFFEWANGEO.
S

EF sz e

& m

EEHRE

FIFHEmEESL:
£ Y ShepsEll

TCP+UDP v @ Em

A

lan ¥ || wan Y| |8 EERE

£ IERFHK AT, TE M E AT

P FEE BRI, AL TCP, UDP, & TCP/UDP

ShERER e 58 R EAT I e 15

AR R34 PT VAP SR i — 2 il P A RN, T AN LAN 21 WAN, AT BLAN LAN ] WAN,
TEX IR 57 Hodl BN LT 46

BARX: 15 Hodhs 0 B BE AL

s “CUSInIRgER” HEL, T LA B A R UL RS AR A
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Rule is enabled

BF

B a4t

i

ILERICMP 22

B

EMACH

BER: S

FimH

BirEiT

Binit

BirimO

Zh{F

Bithn &1

@ ZA

IPv4 #1 IPv6

TCP+UDP

any

HER B

o lan: lan: g

WENS . wan: é-:.

]

g}

T (HiA)
HERE (&)
lan: lan: g

= Wan:=s wan: |

@ fEiEEliptablesBVERAbEE o oL ER!

FRA&IHhE: 7T LAFE 2 PRI 1Pv4, IPv6, B{F 1Pv4/IPv6 Hidl.
Wil 48 E E U R HIR P, v BAZ TCP, UDP, B¢# TCP/UDP
TR MAC Hbhb: Fi5 e 204 40 1936 MAC
TRHhhE: 8w BRI 1P
TR O 482 H0E G )
HbrHbdk: $552 HdE @1 H Az 1P
Hbrue 0. $8 58 H0E 600 H b K
FME: WRICEC BT RIS, BAT AR EIE
H RS R shEA

w2
37
B4

(FeVFAE i)
(ZH A )
(AR, JRR B —NASTE e )

Add: JZ 7R k4 E = 21007414 &
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& op-iot TR SR AT LRk T E AT

T (AT AR 2E)

3.3.4 HEX

PP AT UL E 22 B KB s XS I Y iptables #YR, BT ARG BRI #AGE
iptables 8- At H & SCHUN o ERANAEIR , Ehn 2 J50A R A T, AN ZEH A )
W

A ﬁ iy %
e BAKIE - EIRE SR
> & EEMANAEET RS SESANDE. EESSEESRERMUETT, ERARINIETRIEINGT.
v e
4 # This file is interpreted as shell script.

DMZ=H]

# Put your custom iptables rules here, they will
# be executed with each firewall (re-)start

SEY # Internal uci firewall chains are flushed and recreated on reload, so

5 VPN # put custom rules into the root chains e.g. INPUT or FORY D or into the
# special user chains, e g input_wan_rule or posfrouting_lan_rule

=t

> BIERE

> Bl

1B

3

3. 4VPN

VPN FISk Bl —2 i E FEIE, x4l b, B, UHRIESdE < .
Al g% VPN (344 PPTP,  L2TP, OpenVPN, IPSec.

PPTP/L2TP & — 2 VPN. OpenVPN /&3 T SSL VPN, IPSec /& =JZ VPN,

PPTP/L2TP f# FAH XS /7 {#, OpenVPN, IPSec 75 & &IIEHEE, B, Ha
PR 22 A (MU I 2%

3.4.1 PPTP

PPTP WG B % 7 i 5 e 5% o, VE R B A R SS o A2 28, B P i A 3K
PPTP % Fii: ik “JFJR 7, WS A PPTP % /7 b Lh g

Add: JB I 44 B = 1007414 & Tel: 0592-6211782 :-
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PPTPigE

BEPPTP

PPTPERIR ® =8B

#
ki

RESFIE 10012
AFs
=5 2
S SR @ eg: 192.168.10.0
TS @ eg: 255.255.255.0
NAT &
EFEMPPEIIZ &
ERgsPt O

BRE O @ HanEs®IveNLER

R4 2t $57E PPTP RS umHbdik, AT LA TP Hudik, Ha]LLjRis4
M. oA EEm A - 4

RS AR AR BT

X3 T XS TR, EL A PPTP AR 4% 3 (4 LAN 32 192, 168. 2. 1 JIB 4 X i 7 W 3 2
192. 168. 2.0

X I HERS . I HERD, — M2 255. 255. 255. 0

NAT: FTLAM ppp0 42 1 H 5106, IR TP #4s # 4#pk pppO 1) TP

J& F MPPE fN%: #1721 MPPE I

Je FERAS TP Hihik: AL VPN (Wi 1P

BANMISG: #1772, W£xLL ppp0 G — 2 BRIAE BT, BT A A5 #8227 1X 2% %
PPTP lk%5: smiiFF/E, JEH PPTP k%5 unbhfeg

PPTPIRE © =@ O =8
BEWSP 1010101
IPHEHEEE | 10.10.10.100-10.10.10.200 @ eg: 10.10.10.1-10.10.10.254

BEMPPENE @
NAT
DNS1 88838
DNS2
WINT
WIN2

CHAPES  #USERNAME PROVIDER PASSV @ eg: test” test”

EPWHFR | #USERNAME SUBNET @ egitest 192.16810.0
IR 55 s A TP 48 %€ k55 i ) TP stk
IP Huhiby 458 B O TP sk v
Add: JE 17 4k A A = 2AC07HR 14 Tel: 0592-6211782 :-
www. top—iot. com Fax: 0592-6211727
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J& I MPPE N : 47723+ MPPE fin

DNS1/DNS2: &7 EL 7 Be 1) DNS Hihik

WIN1/WIN2: $g§5€ WIN ffyHhht

CHAP #05: FRAIER PR S, —2&Kid®AMN—P R

Fe U F

F P 44 CE My w8 > *,

Ehansin— 1K S : test ZY: test,

M 4507 M0: test % test *

TR So8AT AL Rk 7 E AT :l

3.4.2 L2TP

L2TP WG B % 7 v s e 5% o, VE R B A R SS o A2 28, B P i A 3K

L2TP % /e iy “JF)a 7, S H L2TP 2% )7 b D e
L2TPiRE

BELTP
L2TPEFR ® ERB Z5
BREEEMEEE 10012

FBrE

&
ik
i}
|
g

EFIPsec
FiwHT B eg: 192.168.10.0
Tim T PlEe @ eg: 255.255.255.0
NAT <

EEMPPENIE @

R @ 600-1450
EFEEEIPHEE
RRARR © FERELEIVPNLA
FEFaPing @ PingFMEE

R4 2sHbdil: $57E PPTP RS HfHbdk, AT DL TP Hudik, Hn]LLjRis4

M. IR aREEm A 4

RS AR AL B D

BEIE ZHK: RS AR SR BEM A FR

i Ipsec: 2 iEAf % AL

TR R RS AR L1 25 i

X3 T e XS BT R, EL A L2TP AR 4% 5 (4 LAN 3 2 192, 168. 2. 1 JIB 4 %o 3 7 W 3 2
Add: JE 117 44 A = H1C07Hk14 % Tel: 0592-6211782 :-
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192.168. 2.0
X T FERD . R HERS, — M2 255. 255. 255. 0
NAT: FrPAM ppp0 #5211 H 06, B HIJ8 TP #84 B pk ppp0 [ 1P

J& I MPPE N . 47723+ MPPE N

BRIANME: #1728, 2Pl ppp0 A — 25 BRIAER B, BT IO s 40 2 71X 25 1 H
L2TP lR%54s: miiidFia, J8 H L2TP k%5 im M g

TR So8AT AL Rk 7 E AT :l

LTPEFR O pF @ =

i
8

LITPEESE ® =F =H
BRSImEMEIP | 10.10.10.1
IPHEHEER 10.10.10.100-10.10.10.200 @ eg:10.10.10.100-10.10.10.200

ERMPPENE @

{EFIPsec @

FAEEEH

o]

CHAPES |#USERNAME PROVIDER PASSV @ eg: test”test”
bl

ERFRFR | #USERNAME SUBNET @ eg: test 192.168.10.0

MR 55 st A Hh TP 4852 IR 45w i) TP Mk

IP ik Rl F5E EECAY TP Hidika [l

J& F MPPE JiN% . #7/2)i% 4% MPPE hn#

i/ Ipsec: WEZK

CHAP Z1Y: AIRAIEZR FIK S, —2idsEr s —P P .
e

P B> # R BB *,
Eeandgim—AMK 5. test, ZhY: test,

NX 26103 0: test * test *

3.4.3 IPSec

7E IPSEC TUTHI, 4> on AT A1 IPSEC dEi A HOIRES

Add: B 177 44 A = HAC07H#14 & Tel: 0592-6211782 :-
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Top-iot
IPSec © g © M
S %any
! wEmE | 2Es N
REXE | TRETR N
Fig B 192.168.4.0/24
Pl BT 192.168.5.0/24
IKEMEHE# | AES-128 N
IKERISHE | SHA N
Diffie-Hellman$f Group14(2048bits) E|
IKE4 77R3/E 28800
WExD | wEEE B
MEER 123456abc
EHRBIE
FHH RS
ESPAIEH®% | AES-128 -
ESPRIESE  SHA E|
DPD#2Rt 60s
DPD4z M E 4R 150
DPD Action | &2 -
Sl b ) TP Mk a4 . G BCR A T RS s AE,  MZE TN W]
R A TR R A R
PEIEREL: mlEFE “FWEITR . CFMEBIEN”. “FHBTR7 “EPR TN %
ARUGFW: At 79 R TR, Bl 192. 168. 10. 0/24;
Xt U e R S RS, e 192. 168. 20. 0/24;

IKE hn# & k. IKE BB rmes 7 X,
IKE AEFERf ). B8 TKE 4 a3
AUFIRAG: EEAARR, ATLCN 1P K384
IR A EE AR, AR TP R4

ESP jin#%: ESP BNz 77 s
3. 4.4 OpenVPN

Add: JZ 7R k4 E = 21007414 &
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OpenVPN @ Hg ) =H

ik | FH -
RE | EFE v
Wi UDP v
iwH 1194

EEHE TUN

OpenVPNAR & iR
RS EH

cA [ BEINHE | FrEEETY

AFEH | REXE | FEEEETE

Hem | REREE | FmEEETE

oH [ BEINHE | FrEEA

A F Rl

aim F R D
BRANAT

BRALZOESR BiEX
MEHEE | Blowfish(128)

MTU 1500

OpenVPN: iy “FFJa” JFUH OpenVPN AR 55

$ifh: 185 OpenVPN AW (4R FME5H, T LR s 2 50, AT DL T

RO R N A% (B g — 2R BR

FM: ZAREER— MRS

e U SRR T I, 7R B WA I A R R i I 2 IR 55 i

Pl TREERREET UDP, B4 TCP, ZRIASZE UDP

Ui [1: 48 %€ OpenVPN {8 F WS — i 13442, BRI 142 1194

WARARA: WRAMIRMA tun, tap, tun2fE =EHIREL, tap & ZHIRE
OpenVPN fIR 55 uifi: R (2 25 7 o IR I, 75 B4 8 IR 25 i i ki, wT LA 1P, BRI
WIERAL: SRR T, ESONIETS, &St &, nTPATEE S, E el S s 0y
TLS Role: HIMIERALZUEFINIE, 75246 7E TLS At & P il A Ik 55 vt

Add: B 177 44 A = HAC07H#14 & Tel: 0592-6211782 :-
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TR So8AT AL Rk 7 E AT :l

3.5 @&

3.5.1 B&KE

F R S R P OIS T it e R 00

f=5
> ER IBH®
> IBE SRS TN aREEES.
> 2
> VPN FaIPvAREH
" =N ot
=HIPEFE
DHCP/DNS EEETEE
> HIERE
> B [0 #=i
B
FaIPVeISH
3] T

O 45 E ZAENE— M g ik i
B¥n: ATLUZ2ENL 1P, BT RLZ2 T M

B4 AT REES B

METEE—HE

1PvE-FI= fss=ta

oo | o | = |

IPv4 MRS : HArMT MR, R s, TN IZE 255. 255. 255. 255
IPv4 P3%: F—BEmISethhl, vER, XN Z R TTIAR, 5023 sk

3.5. 2 fE&EF

FELEFER AN THRESEIL 7 WM TP 53R 02 I ThRE -

==
> A
> g
> VPN
v iR
BakEE
s
TR
FEEDNS
DHCP/DNS

> EiEFE

> BE

1EH
i CBFREERE”, JFRRE
i “HE” SETSURTRE

IBFEEES | @ A

SRS R

FEE @ E=

Add: B4R = H21C07H14
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3.5.3 BN

RN DO BE SRS TT WAN (R R, O A VA B I PR 2 e
F LS SRR PR 2 DAAE U R A T
4 TR

£ f% {)]I.Eéﬁl‘i’

> VPN El=F] ek

s 0.0G6 0.0G6

FESDNS PNl |
DHCP/DNS

> BUERE
> BE HEms
EH

3. 5. 4 7 DNS

B4 DNS HSRZEE WAN AR TP BR—/ M4 . A8 WAN ) 1P B4R, I a2 ER WAN
K IP ——%f Mo

> B8 DDNS
> BE DONSEHEWAN IPEE
> TE
DDNS @ f= =
5 VPN =l =A
v @R BEHE 332200 v
BaiEs
e BrFE  myname
B
FEDNS e )
DHCP/DNS EFEEE e &
33
> BIRRE FHE  myname.i3i22.org
> BE
1B

MRESER: HETFRISNES DNS A BL R LA

Add: JB I 44 B = 1007414 & Tel: 0592-6211782 :-
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R4 ARIEIRSS SR BE R T - 44

IR S84k AT

DynDNS . org
freedns_afraid.org
Mo-IP.com
3322 org
easyDNS _com
TZ0.com
DynSIP.org
custom
Oray

PP AR IR 55 B A3t R I 350 2 ) %

EHAL: EHERIE A

3.6 HIEFKE

REEHHE IR P AR

3.6. 1 EOKE

i EOieE
> iRE
S Re COMI/RS485_1  COM2ZRS485_2  COMMRS485_3  COM4RS232_1  COMS/RS232_2
> VPN _r .
B = © BE O =R
> =R
v HIERE wEE 900 =
EOEE
ModbusiiliEE PO |8 N
LR Thal =
REEEE
FibE |1
> Bl S
B SERR %
WA | 200 @ ms
Efid | Modbus v
Modbus TCPiFEiFIEE
ModbusBESEH1 ModbusiEEim2 ModbusiESEiR3 ModbusiEEimd ModbusBREiR5
B O EE @ mm
[ | o | =6 ]
BREg. HASCRE IR RA
Add: JZ 7R k4 E = 21007414 & Tel: 0592-6211782
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oot P IR 8AT WA T ERET
1200
2400
4300

19200
38400
57600
115200
230400

BRilJE 115200

WAL BAROIA 8 A, 7ML, BRI 8 ff

Bibhr: A 2 6, 1A IERE, BRI 147

FERE: RRALRR, A%, BRE, BRIASTRE

/7 1| RV ki I = 1 O 1 1 7/ s 1 R i vk = O Y O 3 o
MR TRIRG : 7 17 R% — WOER I, AN 35 1 i )

3. 6. 2Modbus FM| % B

fic & Modbus 854, RKEHHE
Modbusiilig &

Modbus#ia

&8 B0 RBFER BEID NS i S WEXE  HEhd S5 S8R BE B
bt AN A

TS
FiSModbusiR
BEE 20 BFER BEID IhEEEs EHEsin FEE0 R RO

COM1 v Unsigned 16Bi v ) &=

645 3 3 S A % 11 PRS2, Moubs 190 B ARYE PR ik %A S .
W&S: WULHREE, R E RS, &I AT 68t I EL Y
BOS: EFCH BSOS, RIFEHE DA ER
HFRHK: MBI LRR, TR EE, W a0l

#% % ID: Modbus ¥ % ID, 1-255 (10 ##)

Theehd: —Moh 03 DhRehd, LA 7284008, 1-255 (10 @D
TSl A EGHE, 1-255 (10 #EHD

FAHE: FaAREEAE, 1-255 (10 #ED

BAERTY: RN AR EURE, A NIRTT (DCBA)

LA XSRS 1-5 FUE

e IESH

Add: JB I 44 B = 1007414 & Tel: 0592-6211782 :-
www. top—iot. com Fax: 0592-6211727



®
ogm ¥ i
R IR P BRI A T gl

Top-iot
BEE B0S BFE 880 VS 55 S50 8XE  HRhd 80 BN BERBEE BH
{23 it AE
BE COM2 a0l 1 3 1 1 unsigned 1-2-3-4-5 - 7 - 0 @ 2 Ex
a01 16Bits BA -
FiSmodbusEE:
BEE f=05 BFER BEID TheEts B FESE0 IEER i=icosv

COM2 v unsigned 16Bi v

MHCRAETE AN (16 D
01 03 00 01 00 01 D5 CA
WA ID  DIRehE A A7 A an H ki T A7 AN HOR B b

FIE 4N (16 BEHD:

01 03 02 00 1C B9 8D
WA ID DIRERSERE TN N A R R IR

00 1C (16 3#kH) = 28 (10 #HD

A B < AN gL BA SR, WHHE N 1C 00 = 7168
Gl BER AR5 ) a01=28

Add: JB I 44 B = 1007414 & Tel: 0592-6211782 :-
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TR So8AT AL Rk 7 E AT :l

Top-iot
3.6.3 I NFIHELE
o BABHERS
> iEE
s g2 ADCIZE
ivﬁg BEE ADCEEB HFEH A% FExm TEE  eE ML BE i &
v EENE
sOes
ModbusFNhESH A
B EEES
BEEEE
> S SHSADCIBIE:
B BEZ ACE EFER  BE  REME TEE  LEE  LETO RE %O
ADC v 4-20m/ v 0 v v| e mm
DIgE
BEZ DEE 2 EI¥SR AT g i B
EEEEEE
FEDEE:
BEE DIEE SEZ i HESG =i
L M &
HEARRISE
g W EEE SRS I ity armssE B
EELEEE
SiSgmEEE:
BES BO9BEE ETET e HEEG BEEEE
Relay ¥ {EBF v 1 #Em
BELR: AR REE
HRFLF: LWMOEIRLER, FRENHTEE, 0. a0l
RAERR.: R (4-20mA) /HLJE (0-5V)
EReagy: ERA0 15

WE: MM, &% 641

2% L A

+ BRIA & B T

Add: B4R = H21C07H14
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3.6. 4 R ImEC &

P E— Aaks
= IESSiRELES
> gE
> Re AIESE
> VPN EENEESE 9 2E O =Z8
i ZEEE 60 ¥
PS5 =
o BERE B
EOEE
ModbusHiE2E
B NENEE BEESEES | BEREES  BSRES BSEES BSEshs
BeEEE
> B EE @ mE O =
BY
iy |TCP
ERESER |HI212
IESEEmAE | 192.168.1.10
BEEERD o001
BREs U @ rzsmEs
BErEuEita @ EA128PASCIFT
ErEiika @ BA128PASCISET
B @ ®, 0FELRE
MHN 201903140000000000000001
sT (M @ 2FTE
=R | 123456 @ FTE
EEps EEF

W BRI B SR LT LR

UDP
MQTT
MODBUS TCP
HTTP

BEH R

|HJ212

JR g5 a stk A SRGE R, 7 A S IR S5 i A

R S5 283w O e 5% o 4 3 1

PR R MRIRE: 75 g I Co Bk B (4 I 1] 18] B
BRSO HE SCL B

B SGEME: H e SGEM K

MN: MN 5 HRAEXS  AS [F Be 4 A B ) MN 5 (4 35)

Covuin | o | w

Add: B4R = H21C07H14
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ST: ST W &M u—E, 2 775 (LIH) .

F. 6 T KIE

TR So8AT AL Rk 7 E AT :l

3.7TEH

SR E RO AR B OGBS, BE S EHMKRNSE.

3.7.1 &4

RGEWNERRAZAGHTNL, X, BB RV telnet, ssh EHEESEL
FME  router
B | (GMT+08:00)dk51, S5k &8 SE v

"

Tk

b

FrStelnetifi] @ ;e 233

FBSSHIRE FB @ ZH

ENAL: FHEMKMENL, BRI router

WX BB RGHNX, BRAE GMTS

EE: BemEREMES, BilPhL

FF)a telnet Yildl: s “JF/E”, JAH telnet f%ut, ERIAEITH
FFia SSHUFI: fidy “IF)a”, JHH SSH MRS i, BRINEEE

3.7.2 BHY

T ERIRAS SR 5% 1 B

WRIAER

o]

G 5 E IRE RSN Y

BAERD: B R B SO

WARERS SHINE AL B 2RI

R, W SUREh, U 2 ER R R T, AR E A 4 S

Add: JB I 44 B = 1007414 & Tel: 0592-6211782 :.
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3.7. 3 A& B

i [A) 284445 RTC, NTP; RTC fiHi)5, HFIEANSFED,; NTP FEERS NTP is s,
B 25, Wi S, IHEAREAE . (H2 NTP i [a] 2 bt RTC SRS RTC 2l F-IHeh Ak,
SRS AE, ATCATREF A

& B R4t iE 2016-09-18 15:06:49

FinAd e nip @ ric

LRI RGRE: B 2G5S A E]
ARG EIRAL. WA 2RAVE ntp IR rtc PifP, EEARMBHSEAFANEESH.
Mk PE rte, WLPAEEH RTC FHSE] .

RTCHH @ eg: 2016-01-01

RTCHE @ eg: 12:00:00

RTC HHA: H ARSI — St 20sksk—skx—kok, 75 £ 5 37 2 M
RTC B [A]: A [A) RS a0 — B At ok ook ook, 705 U 25 BB 2R UL

e ntp i
NTPE{/EIAES S | 0.openwrt poolntp.org
| 123

HirEl® | 600 @ #

NTP B (A R 4558 455 NTP WA AR S5 4%, af LA RRMEr Rk, ta] bl E & X
Y H . NTP BFIEJAR S5 a8 1, BRIAAZ 123
EHEE: f8E 2 KEE SRS FEPE R, BRIAZ 600 FP

3.7.4 HE®E

SBE EERMIE RS0 H S 24
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BWEENFE | fvadlog/
BExD 64 @ KB
BERES
HERERED 514

b E:E

W BB 15 0E H S e B0, w] DU A O, T DU R B R E RSO AR
WRA IMEAF s, IE T DA B A% s, BRINRAR: /var/log/

HERDN: 52 HEIFRIRD, BRIAZE 64KB

HEMRSEE: 15E HERS a0 1P ik

HEMRS&ED: f5E HERSar0mH, BT 514

MM HASCRRR R GONA R, ERT, CEERT, BT, CRIRY. Uik
I, JOnE, i H SR

3.7.5 #r 5KER

I AT AR AR ISR A TR &, BT DUWRE R ) B E

Fin/EE A RHEERME N S EE OpenWit({Rsquashis B &) -
T#E £ E R

WERLSBE | @ WiTER
TRE: sl “AEREN 7, SR “backup-router—2016—#+—kk, tar. gz” Fit & 1

WEEBIH) RE: sl “PATEAL”, KA “HRIARGE A B WEIAME, S
e ” JHiakE m) .

MR B G, WA UIERFIIE ARG, R BT E .
LR EmE -

wEmE | BEXH | FAE Tt L&
WRECE: ol EESCHE, EFRR S ECE S, sl B . SdH— CHE

TR ME, &8 “TIE”, JTIRIKE RGN E.

3.7.6 WX+
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T IR 8 f LA AT gl
TR R 2 R/, 5 BN T BT AT, R TF B g o o ST [ A
WRZEH O, ML, M u-boot FFZ M.

RIFRRE
RISHRHE

HEEEalsysupgrade Bl RIS AT =8,

B | s | FERaAne B RS

REWLE: TN REREARE

SO st “SEFESCPE”, SEFRURIOE PRSP, At RIS EEE” 2 b oot B
*.
IFREHS - SSE

B2 HE, EEEE e NIRRE!
RIS TS |

130{E: 19e21582fbee97e020bdT528057b2323
Foih: 9.00 MB
T2 Btk

BBAE: [ MD5 KA
KN RS B RN
M “BAT7, FFURE T

3.7. 7T iImFEEC B

LEIXANSRE LI AR AT DU R A R 55 2 AR 5 0 1, R B B 5 SR(E R
4 IEiZRE

> gE

b e EEEE @ BE O =
> VPN BRESEfeal | isodev.picp.net

2=

: BERE EEERD 900

- Bl
=1 GHEARE 60

EES 85888888

e Cunan | oor | 50

TREH: g TR, BALCERE R, R A ¢, ANaRE
R4 bk F8E SRR AR bE, TR TP Mk, tar DU — M4
R Sg a8 O e 4578 BRI 55 % ) i
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| ng_ﬂ PR Ba8AT A Rk R R T :l
OBREERR: 15 K% OB E RN R ARG, AR
B’&ES: fEMKKERE D

3.7.8 FFEF

XA ST F: E AR E R W

2

ERREREERER
B aERErnEN, EEEER

B 3TER

i “PATER”, S “CEREEFKIAME”, L8 CHE” JHRER

3.7.9 R &S

ERER

PHEMEER ® gfF C

b

A
EEER @ mEE O g

BEdiERE | 300 @ . oo

SE I L AT P AR5 3
L. AWIER, W& 5 2%, &5 2dmaER K.

2. WRER: EREMMNEER, TURER -2 RMEFH K, BATB&EK,
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