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HMEE. H A7 25 ping/traceroute/DNS =Fh #7720
Ping: ping 2% ping — /> IP B 14, ping AN 7ELL
Traceroute: traceroute 2= 25 FREZ I H %42, WAl DARA H fuhhl, WA RNTEL
DNS: DNS &t — M4, Witk nl DU#AT, NWHAATES
BMEH ping, f#H traceroute X< LLECHENT, DNS fEHTHIER, (HIE N DNS A 247,
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Traceroute & Nslookup

o
IPv4 v ;@ Ping

Install iputils-traceroutes for IPvE
traceroute

PING 114.114.114.1314 (114.114.114.114): 5& data bytea

64 bytes from 114.114.114.114: szeq=0 ttl=70 time=8581.504 m3
g4 114.114.114,114: seg=l ttl=72 time=88.25% m3
a4 114.114.114.114: seg=2 ttl=8& time=96.134 ms
g4 114.114.114.114: seq=3 ttl=92 time=88.011 ms
g4 114.114.114,114: seq=4 ttl=81 time=76.243 m3

——— 114.114.114.114 ping statistics --—-
5 packets transmitted, 5 packets received, 0% packet loas
21.904 m3

round-trip min/avg/max = 76.2437/246.110
i traceroute

M4 114114114 www.163.com www.baidu.com

IPv4 v || @ Ping i @ Traceroute E Nslookup

Install iputils-traceroutes for IPvG
traceroute

traceroute to Www.l63.com (27.148.151.214), 30 hopa max, 38 byte packets

55.548 m3
55.438 ms
55.376 ms
76.668 51.438 ms
.217 59.402 ms
.74 51.578 ms

11 27.148.151.214 139821 m=a

£ nslookup:

114 114 114 114 www_ 163 com www. baidu com

1Pvd v Ping @ Traceroute @ Nslookup

Install iputils-traceroutet for IPvB
traceroute

Server: 3
Address 1: 1

7.0.0.1 localhost

Hame: Www.baldu,com
Bddress 1: 14.215.177.38
Addreas 2: 14.215.177.37
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3.3 &4

BAARRTIRN TRCEN; K& HElHrA A WAN HBEK ) TCP/UDP JE AT s i I f+,
B/ WAN FTEE 2 BRI St o G SR 5 0 R 1 1P, R S FA 3 1A T 18, U 75 27D
SER A L IR SaplT

3.3.1DMZ EH1

DMZ ZhHE RS LA WAN [t bk i 5 B LAN S 3 — & ML AT 3] WAN bk a4
B B8 2 10 LAN 3 EHLo

> =S DMZ

> 188 REDMZEM

v B
DMZEH DMZ  ® =@ =/
RS
= FEE
BEY

> VPN

> =R

> Bl

B

Wans | wan =

DMZ=EM | 192.168.1.0

DMz: EFIF 8 HIk%, &5 H DMz Thie
DMZ EHL: 55 EWLH LAN St — & EHL 1P ik

3.3.2 g O K

HALL DMZ, 3 5% o SRRz ], R DA A AR RS — i 1 ) 508 B e A ) LAN i 14
— G ML, AT LASEELEA R 1 AN E 1 3 4L

. BAKIE - 55

> iRE PRI AR ntern et B AL TR R P A
v Be
DMZEH mtEE
ROfEE
TS z3 R 2 B
BEY M
> VPN
> =R
. =y RS
B
SRR
a7 i SRR shEmEO) PIREIPHEAE P
TCP+ ¥ wan v v £ 7o
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y "'ng_ff{ IR 8 f A AT gl
BF: TREXRFMNM AT, T — MBS T
Wil 48E B MM, WL TCP, UDP, E# TCP/UDP
AR O i G AT H 3 1
PER 1P Hhuhik: Lk (1) AL 1P Hiuhk
PO T ot L6 2 0 B A 1, — S oh 3o 1145 P 3o F — R, B AT DA —FE
BeEEfE, s “Win” $e4, Bl — RN . Sl IRAF&SIA T A, AR AE AL

3.3.3 JE{SHN

JEAE N ET DL T T — it 28 1, bR A TR B R 1) i A O B T, w) LT OF
80 ¥y 1, ILFE ssh R, W LAFTIF 22 ¥,

> HE BAKIS - iB(S1Am

> RE EENEL TANRXESRREEE, flll: BE—SEIERNEE. FTHRIWANATRLL
. BE
DMZ=EHL S
s
B{ERD Z  USESRm EME B
BEY # H
> VPN
B
FTITREHRRAL:
7 Y Fhakiml]
TCP+UDP v ]

BT X EMNZ T, AR —NE R AT
W R B R, TR TCP, UDP, B3 TCP/UDP
ANERSR . 802 6 A BT T 5 115 .

T AE LU 3 T AR SR el — 8 U5 R P U, AT AL WAN 21 LAN, B a] DU LAN 2]
WAN.

R A :
B/F R EREL

lan v wan A ‘:] fi J’JD?“F%E

ZF TERFHNN AT, TR M E AT
WX IR 5 Hodle B NI LT 46
EARKE: $5E St E R SR

sl CEINIEgRER” A, WA BIE PR DL RS SR A
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Rule is enabled @ %M

£=

FR&IMIHE  IPv4 30 1Pv6

i TCP+UDP

CEICMPEE  any @

EEiE HERE

2 lan: lan: g

EMACHINE e

it s

o0

EARE BE @)
HERE ()

lan: lan: g

- Wan=s wan: *

Birttitt  FiE
BiriRH
e BE
FitinE # @ fEEFiptablesHVEsNEE - LB !

FR&IHAE: 7T LATE 2 BRI IPv4,IPve, B 1Pva/IPve Hihl .
Pl Fia e BT R EI A E, AT RAE TCP, UDP, B TCP/UDP
TR MAC Hihik: 45 5€ 2 6 1 JE MAC
TRHbhE: 8w B AL P

TR O 48 20 6 )
Hbrtik: $5 5@ £ 6 HAx 1P

Hbrue 0. $8 58 H0E 600 H b K

FME: WRICEC BT RIS, BATAHRIEIE

H RS R s EA

5% (Vs fE )

LA (EHEE)

a4 (EREIRA, R E—ANAAIEEIE )

TE (AMEATAT AL EE)
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3.3.4 HEX

R ar LA RE SC— 28R Kt U X S0 2 Y iptables #4/8,  FIT A& 2 P #4038
iptables #5474t H & G o ASIIRLINI IS, ZEhn 30 J5A7 K0 i) e i, AN 223 A 11 1L
R

3.4VPN

VPN R A1 — 4 il & i, 7EiXsmiE b, o2&, DURIESdE 2 .
Al 68 VPN I3 A PPTP,  L2TP, OpenVPN, IPSec, PPTP/L2TP /& —JZ VPN, OpenVPN /&
5T SSLVPN, IPSec A& =2 VPN, PPTP/L2TP ffi FHAHX| /71, OpenVPN, IPSec 7% %5 Z& IiE
FEH, FTUSHBER, (ARt < a5l n .

3.4.1 PPTP

PPTP RIPC BN % 7 o B AR 55 o, E R B A MRS I iR, AR mA R, S5 —
AT T ] R

PPTPE Fig s OE E=g=s]
RS2t 10012
BAsE

ERe

o]

poE T
T FRER
NAT
BRMPPEmM®E
BiME [ @ MERESBEVPNLR
PPTP & Fufi: sy “HF)R” , WJEH PPTP & imhRE
ARG 2etbhhl: 4552 PPTP RS Im L, FTLLZ 1P Hidl, A7 Ll 24
4. RS AP 4
ERY: RS A IRAL A E Y

X ity - e 6 B, EE a0 PPTP R 55 i FY LAN i A2 192.168.2.1 B4 X i - 9 5t A2
192.168.2.0
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Xt TS . RS, — 8% & 255.255.255.0
NAT: FT M ppp0 #2010, GLIKTE 1P B4 e i pppo 1 1P
Ja F MPPE . 778 F¢ MPPE jin%
BRI $172), MELL pppo GIE—2& BN, ATl EURE A& EIX 45 H

PPTPEEE © HE =3
REHWEMIP 1010101
IPHHEEE | 10.10.10.100-10.10.10.200
BRAMPPEmME ¥

DNS1 8888
DNS2
WIN1
WIN2

CHAPER #USERNAME PROVIDER PASS\

Pl

PPTP JIk%5: mididt)a, & PPTP 55t feg

2% vt A b 1P 48 5 AR S5 v 1Y) 1P Rk

P HhEYE R Fi e A EC A 1P i

J& F MPPE %% . 41741 +#% MPPE hn#

DNS1/DNS2: #5 7€ 224> L) DNS ikl

WIN1/WIN2: 85 WIN fJHhE

CHAP #fih: RIRGIEEZE F KT, —FidsaM—NH . %X

R <3 be> *<SHESBERG <% > *, HLanIgin— K5 : test Z09: test, WXl T
test * test *
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3.4.2 L2TP

L2TP AL % P I MRS 0, VR AR A, AR PR, BS e —
e 4 )

LZTPERS ® FH5 =45
BREEMit 10012

AFRE

RS

L

iR R

iR FREE

NAT
BHAMPPEmME ¥

Bhilkx @ FAERESEEVPN LR

L2TP 2 Fim: midy “JFE” , WS H L2TP 27 i D fg

fR4seettibt: $85E PPTP ARSSum Ak, WTLUR 1P Huhk, AL 4

HF 4. MR pEmH P 4

i RS IR LD

XF ity - 0 R, B L2TP IR 25 i Y LAN i A2 192.168.2.1 IR 4 K i - I 2
192.168.2.0

b RS . T RS, —M 2 255.255.255.0

NAT: FTLAM ppp0 21T H 2106, BRI 1P #2 & ik pppo 7 1P

J& F MPPE I . 41741 #% MPPE il %

BRIAM G 4T, T2 L pppo €l & — 25 BRI B, BT A 1O 204 40 & B X 45 % i

L2TPREESE @ HE x3=]
REWHEMP 1010101
IPHAEERE | 10.10.10.100-10.10.10.200 @ eg:10.10.10.100-10.10.10.200

BRAMPPEME

CHAPE® | #USERNAME PROVIDER PASS\
El
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y "'ng_fﬂ IR 8 f A AT gl
L2TP k55 4. midiJF/E, A L2TP k55 im M) fe
2% vt A b 1P 48 5 AR S5 v 14 1P Rk
P HhEYE R FE e A EC A 1P i
J& F MPPE %% . 41741 +#% MPPE hn#
CHAP %1 FISROIEZ KT, —&idgxM—"NH . T
F P <25 h> *<ZE > <S> *, g in— "MK 5. test, %65 test, MIXZ&id W1
test * test *

3.4.3 IPSec

7E IPSEC TUIHI, 487~ 2400154 B A 1) IPSEC &4 L HIRE

PSec @ Fg O =3

it | %any
WEAE L ]
RExs | TEHER |

FHFR | 192.168.4.0/24

Bk ] 192 168.5.0/24

IKEMEHE |AES-128

=

KEfREE®R  SHAA

=]

Diffie-Hellmanzl Group14(2048bits) E|
IKE& A48 | 28800
WEsz | mEEE |
fiR%TH | 123456abc
F AR 2
AR A

ESPIIEHE  AES-128

=]

ESPREEE | SHAA -
DPD#3R4 60s
DPORAIEE | 150

DPD Action | &8 B

Sl Xt 1P b EIR A . R T RS T AE, MZE TN W] 3

MR AR BRI

REERAL: mER “CTMEITHT . CFREBIEN” . CEPLBITFMT . CFPLBIFEN S
AY T AHT RS, Flin: 192, 168. 10. 0/24;

R KT R T RS, il 192, 168. 20. 0/24;

IKE N k. IKE BrBryime s K

IKE A 77RfiB]: 5B TKE [ 4 & 3
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A4 RAID: WE A AR, BTN IP R4
BRI, BB, T TP R
ESP fin#%: ESP (in& 75 s

3.4.4 OpenVPN

CpenVPN  ® Jg () =@

fafh | F v
RE | FFiR v
i UDP v

i 1194

WEZEA TUN \
OpenVPNARS i
NEHE | iER v

CA | BIESIEE | FEEAAH

AFED | BEXE | RREEETE

A | BEXE | FREEETE

DH | REXE | FsEEEse

Rlim F

i FFED

BERNAT

BRELZOESH BE0 .
MEE% | Blowfish(128) .
MTU | 1500

OpenVPN: fiiy “JF)i” JF4h OpenVPN A%
Hidh: F8E OpenVPN AW FFhah M), AILLA A3, Waf bl 7
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y .’.'I';Z_fﬂ IR 8 f A AT gl
RO R NI AT — Sk P TE
FM: Z2PNREER] RS
At IS T I g, 75 SR E B I A e 2 P il A2 IR 25 it
Wi fRE R I T uDP, &4 TCP, BRILA uDP
Ui e F5 2 OpenVPN {3 H R — i %R, BRlun 42 1194
WK WERRAE tun, tap, tun 2 £ =Z8HEEE, tap & ZHEH L
OpenVPN 55 i: VR /2% P om I, 75 B4 e IS5 om ik, mT L2 1P, BRI 44
IIESRAY: PRS2+ M, AETRONIET, &, nTLURE R, iE el g%y
TLSRole: MIMIEZRALZUEFINUE, 752458 TLS [ A2 2% 7 i il A2 Ik 55 i

[ E R IR =351 3V

3.5.1 B#&SHKH

P S P OIS T it e R 0
#0 E IPv4-FRES IPv4-FIX I

€, —RBOEAE HIRZhEE

an>

EHNIPHFIE InwEn e 2P

lan v | ] =3

B0 f5 e ZEAEE— AN g ik e

BAr: alLLZFEALIP, A LL2EF W

IPva FRIFERS: HARW AN, R B SEN, MR %2 255.255.255.255
IPva P3G Bk SCHbE, JER, XAMHEERIZ R ATIAR, BRI

3.5.2 & i@

TR R B A B ST 4%, B0 Ik 55 s A A B ek 1
BHE 57600
iR o
T
EL e
mam %
| TCP Server

PIOTERO 5001
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BRrE. HATSCRFRIBR A

115200

2400

4800

9500

19200

38400

BRilJE 115200

i HARAIA 8 fir, 7 Mk, BRINZE 8 fif
fZibhr: EIEAA 2 61, 1 AN IERE, BRIAE 1 7
AR A TR, AR, AR, BRI
V1] PR 451 2 = W 1 O L 1 O 7 1 R vk <O N o o el
P B S AR, B SRR U
UDP(DTU)

PURE UDP
TCP(DTU)

PURE TCP

TCP Server

Customed TCP
Short Message
UDP(DTU): FCE N UDP % /i, HJ LAES UDP AR S5, 75 ERE k& 5 5 0Bk alkE
TCP(DTU): FCE N TCP % Fuiii, W] LUIER] TCP k%S, %242 W &5 5 0Bk H ke
PURE UDP: FiC &y H4l UDP % ) B

PURE TCP: Hic & Jy $145 TCP %% /' iy

TCP Server: LA TCP 55 Uiy

Customed TCP: [ 7E X TCP & /', v LAH & SGEMAL, CBhE A

MR 25 2 Hhdil: aniRIEs ui, 7R AR IR S i ) ik

IR 55 s o 11 = iR 55 S 14 g 11

OB IR R s 25 P i 2% Lo b L D B[] ] g

HoE SCOBkE: B OBk, Bl 16 gl RR

HE SGEMAE: B SCGEM R, DL 16 diflRR.

3.5.3 ft&F=

FEEFER AN THRESEHL 7 WK 1P 53R B2 I ThRE -

FRHEiEHE: HER
s bt 53
SN: TOPS4890fc48bc30e8ecc

O BHEE @O EE
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it “ERER”, THARRE
iy “EE” SRR E

3.5.4 MES T

MESH ARG WAN HR R, IR R A TR e 5 & D fg .
WredJa, WEMRE. FUOTHUG & DE LRI R o E iy

mEHT ® FE =]
D=y 006G

oEirzy 006

mmse 006

BAE 1024 @M
AHEESH

BEEE | reach maximum

EEBCFT: M B 0 B ETHEI T 5
EBREFT: M EXIE 0 B AFTHAIE T

BT OIS SRR TR EAM

BRRE: WELHZDHERE
BAIEIESHE: R ERER RS

BEEER: ERENGER, WHEMIESS, et IEL

3.5.5GPS E/AL

FE GPS Hith

GPS Efr 22 EW Y E3k GPRMV 5., BIMFTALEE R . GPS M Dhgen T P4k
TEY XI5 PR R VR 2 AL

GPSEflL ® RZ =g

AR5 S Hht 192.168.1.100
B& S=iR0 9010

LiRiElR 60 @

R ggas sttt EEEAR A S RS S, AT TCP MK
fRs5asim 0. 6 RS i i
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ERMAIRG: AR pmEE b, AR, BROA 60 £

3.5.7 37 DNS

B4 DNS FoR485E WAN HFIAR 1P BR—AM4 . A% WAN LR IP B4, 4Bk
WAN [ 1P ——%f M o

ODONS @® Fg O =@

AR 2e éZnneEdit.cnm '
AAE | myname
B | esseras &

E#ME | myname f3322.0rg

MR3THRR: HuTS R30I DNS A LUR JLHh R

DynDNS . org
freedns_afraid.org

Mo-IP.com
3322 org
easyDNS _com
TZ0.com
DynSIP.org
custom

Oray

R4 ARAEARSS SR BRI 7 44

PP AR Al 55 SR 08 ot A 380 )5 B
T4 EHERIEA

3.6 B
EHRR FEE AR E M NS, IE 5 E M SE.

3.6.1 &%

AGWEHRAGENA, BHIX, 25V telnet, ssh EEESHL
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Fop-iot P IR 8AT WA T ERET
= router

BHE | (GMT+08:00) ke Bk T8 St v

Ed

e
s

iy v

T Btelnetifjll  ® Fg =g

FF BSSHiR] FE ®= 2R

FH4: FBEBEERKHENSL, BRIAE router

AX: BB RANNX, BilZEGMTS

BE: BCRERNIINES, BAEH

FF)a telnet ViiAl: S FF)E”, Ja FH telnet IR45 3, BRAZTT B
FFiE sSH Wil iy “FFia” . 5 A SSH Mg, BRIAEZE

3.6.2 G

T RAB AR H 4% Y

=i

o]

i EE

2]

G R RIS U A

FAEN: FARERNEN

AR S HIE A B, W SCE S = R

IR 2, WME ST, U 2 B3 Bk 218 fh v, iR E P A 4 S

3.6.3 W} [A]IXE

i [E) 2B AU KG RTC, NTP; RTC fiHLJG, Bf[AJANSES, NTP 75 EZERF| NTP R4 4%,
TR WG ERE, Wid)E, WAL, (H2 NTP B [Aj2> b RTC BEHEHf; RTC 2> T 4h A
W, SR AR, BT E BRI .

L E Rt iE 2016-09-18 15:06:49

Finpftiaze ntp @ rc
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117 IR 8 f A AT gl
AT RGN R : B 2450 2% A B )
RGBT AREL, RS ntp IR rte PifP, EEFEAREMSEAISH AE K E S
2% rte, W LU HT RTC AR [H]:

RTCE# eg: 2016-01-01

RTCE1/E eg: 12:00:00

RTC H#A: HIIMME K —E /L 20%*-**, 50 2> B R W
RTC Ff[B]: MR AAR B **ovroex, BB R

ML HE ntp B
NTPETiEIRE= 2% | 0.openwrt pool.ntp.org
iwmA 123
BEElR 600 @
NTP B [ AR S588: Fi0E NTP B[ RS54, PTLAMN FRAEF %L, tarbLE @

Y. NTP IR S5 #3011, BRIASE 123
EHEE: f8E 2 KiE SRS FEPE R, BRiAE 600 7

3.6.4 HE®RE

HWEFECRHBE R4 H S22
HEFRE | varlog
Bkl 64 @ KB
HERS S
BEBESZH0 514

FibEal

S BB : 10T H B A 20000 L, T DU B A O, o m] DU R R R 2 SO AR
WARA IMEAF R, B R DA RIS %, BRINEAR: /var/log/

HERAD: $5E HEXHFRRA, BRILE 64KB

HEMRFER: 15E HEMSHEM 1P sl

HERF®I O $5E H SRS, BOAZ 514
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MG HAscRrfmmgona 7, “fEET . ERT . “EET . YRR
FOMRUCGEYE, Fos, i H S

3.6.5 ZM 5KE

P AT st it 500 AT E, T DURE B i E .

EEE SR £5EE T HHES OpenWit(Wsquashfs Bl B3 ) -
T#EH: =)

BERLCEE @ hiTEE

TERED: AE “AER&En” . 24— “backup-router-2016-**-** tar.gz” it & {4
AR ®E: Al PATEA, P “PRABGEITE BN IFIAE, s
BT ) B E

WA ) wE R, ] DHERFHIBCE S AR 4, R B LAATAIRCE -
LR HELLIEERE -
WERME | REXH | BTN &

WEECE. sl WS, GRS MICESCH, Al b S “HK
BRI ERIME, &8 i, THARIRE RS E.

3.6.6 BEHIZEHALK

THRH AS AT, 55 RN ZET NI, R T BB R TG [
B, WO, M, M u-boot TR [EF.

U5 B A
FREEERsysupgradeE L] RIS B R -
BEEHE ¥

Bepses | BB | FAE AT O RSB

REWE: THEMNE REREARE
B SO s “HERESCF, ERRIEF SO e i S I, 2 b A B SO 2B
o
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TR 84T AL Rk 7 E AT :l

B2 L. EEEEE A ERE!
T 32 tN/meqes, !

tils{H: bdeb3a5dieloedicac)2fl12453%a041

#o/: 9.00 MB

EREIHEBEWMRE -

R 141 MD5 F il {E

KA A SRR/

g “PAT S IR TR

3.6.7 EACE

FERX AN S BRI P a] AR g I R 5 s bk S0 11, AR i 5 555 R
et

> BE
> g8
> e
> VPN
> =i
v B
=g
RiERS
HFRE
S SiRE
ERERRETTER
iTEERE
=ER
ERER
B

IERE

BRESAEHRIE

BRssREIR0]

LEkEIEE

BES

® =H £

isodev.picp.net

9001

60

88888888

TREEE. EEITRY, AT, e 4N ¢
R4 A8l 52 SRR A hE, FTLOR P Mk, Hay Rl — M4
R S5 a0 0 435 52 65 i R 55 45 ) i 11

OBRELIRIRGE: 48 E AOR OB EL R (] (A B%, AR
B&ES: HERHENBE D

3.6.8 FHE/S

XA ST F: E AR E R W

=55
- RE
£
VPN
=H

B5E

EEREMBERES

B hiTER

» SEHEREE B
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Tr7 IR 8 f A AT gl
i “PATER, Sl A CEREERPBAE” , w8 HE” TTIRER

3.6.9 ERTE )T

ERER

BHENEER ® B C

b

A
EEE @ zEE O &raE

BEdiERE | 300 @ . oo

FE T TR A P AT 5

1 WIS, BB S A, s AEBAER K.
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