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> N EEER A

> JUHR 56 R

> R WiFi RZ GERD
> RN GEED

> —HREUORMZ

> WA 6PIN G ki 1
> —A 2PIN Gk 1

WRA R, R 5

2.2 BofFzeds Ryt

Bof 44 an F K :
--@ ANT
N--® 56-ANT
5G-ANT @
RSA4B5 @----------- @ ammmE
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SIM/UIM R 2 TC Ak 5 B W E A, Jr A SIM/UIM R b 250 1E 1 22 36 4 RETA B JE 26
R P b o RO

DL E P SIM/UIM R 2 i bniE, AR MEMNR R, HEKE DR, T
i LA AR R B TT REAE AR B .

LR S IR AE N SIM/UIM R R 5530 /INEE i, AR o STM/UIM <)@t v 5 AN
BT SIM/UIM A8, SmAME, FFufRamBILL.

ER: SIMRIEZE RS LRI T ilik, 2S5 SIMRHR.

2. 2. 28 B

—ANRS232 (R BIMENHESL, e OHT RGHEEE. IRTIAEENH .
WA 1 > RS485 $:11, —/NRS232 (DEBUG EH) . 1 g 12V . 2 BR4kas. —Hg

ADC. 2 % DI.

RS232 & (—ufi Ay DBY £}3k)

KM *F B2 DB B:LE fH Xt RLEURAX
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an (A
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Al FRAC AC220V HL s, tm] DL B 3% 5-35VDC HL LBt dn, 24 HH SR A
LR 25 e A5 (L LR, 0 BRI FEL YR O A s M (S0 /N T 300mV, R 8] B R AN 35V).
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B Internet SR 4 (TCP/IPv4) Bt
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&
RMEIFIHINEY, MELRRERIERE P RS, T, (FEEANE TR &
FFEERMREIESH PR, " f
& Realtek PCle GBE Family Controller IPv4 iR Internet
1Pv6 ik FEREEIHIEIR
@ EFEE IP 4H0) e RS E=R
O (R RERY 1P HBIH(S): B IR0} FERTE) 02:12:30
l:l ¥ Microsoft MEEFE = EE 1.0 Gbps
= Microsoft RESHIS4F I TENIAES

|:| QoS BRI HRERE)...

~ Internet ¥R 4 (TCP/IPv4)

soft MESER RS BEEIERRNIYL
soft LLDP WHXERaTEF s
S DN R ~ Internet YA 6 (TCP/IPY6) Tl

- SEEETHETRNES -
O FIRER) DNS BB SHEHLE): it g v l\.

0o Mi
¥ . Mi

> BEiE

(T w0 =0 =0 ‘
A 148,168,822 44,427,812
(e .
Interne
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WRELE E BB ¥ E 1P N 192.168. 1. xxx (FIECRACHE AW E) , .
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—HKE CEHE” , HTEBRGHREBMBTRE,

3.1.1R%:

BRERGMRIEE, WiE:

RS

4%

FilE router

FHNES Router

SN 20200827714

El R 63106

BAEELTE 2020-08-25 08:18:54

FitaaiE 2020-08-25 14:45-06 Tuesday
1=E{THLE Oh 7m 5s

FRE 012,025 017

HE

TR | 220364 KB / 252004 kB (27%) |
EHIEL | 205016 kB / 252004 kB (81%) |
BErF || 10924 kB /252004 kB (4%) |
2Ef | 4424 kB / 252004 kB (1%)

3. 1. 2%

S~ WAN. LAN. WIFT. DHCP Z&MZ%IR4s, Wil :
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3. 1. 3 HFE

WS

it
1Pva WANIRE & ¥
\sb0 HBhE: 10.23.15.241
FIMERY: 255 255 256 252
FEE 10.23.15.242
: 2aeci86:72:dfbd
DNS 1: 218.85.152.98
DNS 2: 215.85.157.90
CHEE Oh Om 44
il =3: 76 (81 dBm)
FE: 55
SIMFHRRE: 0N
IMEL: -
ICCID: 88560318245025672253
it cEs
ERRT fa
b=t [ 15/ 16384 (%)
LANHAZE
1PEEE 192 162 1.1
FEER 255255 2550
DHCPEES B8R
MACHELE 00:52:24:51:31:0
- =i:c]
SSID Router
= 1
m= wpalpsk-sas
MACHEHE 00:06:43:26:00:40
DHCP%
e 1Pvd-fiiE MAC-fitt FREEH
BECHEES,

HTEA ARP. VH305E MM ARG R, Wik
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EEEhEREE,
ARP
1Pua-HinE MAC-HENE 20
182.168.1.211 00:0e:chamet-le brelan

HE flsire o B B
wan 0.0.0.0/0 10.23.15.242 Q
wan 10.23.15.240/30 0.0.00 Q
lan 182.168.1.0/24 0.0.00 Q
FERNAY) PyB-HEEs
i HE IPvE-R a3
tan FD42:E6F 3:1C5A:0:0:0:0:0/64 0:0:0:0:0:0:0:0/0 00000400
lnopback FD42:E6F 3:1C5A:0:0:0:0:0/48 0:0:0:0:0:0:0:0/0 TFFFFFFF
sopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF
Ioopback 0:0:0:0:0:0:0:1 0:0:0:0:0:0:0:0/0 00000000
lan FD42:E6F3:1C5A:0:0:0-0-0 0:0:0:0:0:0:0:0/0 00000000
lan FD42:E6F3:1C5A:0:0:0-0-1 0:0:0:0:0:0:0:0/'0 00000000
{ethQ) FF00:0:0-0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
lan FF00:0:0-0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
wand FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
{wian0) FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
{wian1) FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
wan FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF

3.1. 4R HE

AT ERAGHE, BAET. RAFNBIHDIRE, Wl
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Aug 25 14:4T:28 sysiogd started: BusyBox v1.28.4 -
Aug 25 08:47:28 kemel: klogd staried: BusyBox v1.23.4 {)
:28 kemnel: [ 0.000000] Linux version 4.14 180 (sundge@locall
2 kemel:[ 0.000000] SoC Type: Med:
Aug 25 06:47:28 kemel: [ 0.000000] bootconso
Aug 25 08:47:28 kemel: [ 0.000¢ ] CPUO revision is: 0001882f (MIPS 1004Kc)
Aug 26 08:47:28 kemal:[  0.000000] MIPS: machine is TG483
Aug 25 08:47:28 kemel: [ 0.000000] Determined physical RAM map:
Aug 25 08:47:28 kemel: [ 0.000 memory: 10000000 @ 00000000 (usable)
Aug 25 08:47:28 kemel:[ 0.000000] Initrd not found or empty - disabling initrd
Aug 25 06:47:28 kemel:[  0.000000] VPE topology 2,2} total 4

06:47:28 kemel: [ 0.000000] Primary instruction B, VIPT, 4-way, in

06:47:28 kemel: [ 0000 Primary data B, 4-way, PIPT, no aliases, linesize
Aug 25 08:47:28 kemel:[  0.000000] MIPS secondary cache 256kB. 2-way. linesize 32 bytes.
Aug 25 06:47:28 kemel:[  0.000000] Zone ranges
28 kemel [ 0.000000] Normal nem 0x0000000000000000-0>00000000CHH]
Aug 25 08:47:28 kemel: [ 0.000000] HighMem empty
Aug 25 08:47:28 kemel:[ 0.000000] Movable zone start for each node

0.000000] Early memory node ranges
0.000000] node 0: [mem 0x0000000000000000-0x000000000MH]

Aug 25 06:47:28 kemel:[  0.000 0000000000
Aug 25 08-47:28 kemel- [  0.000000] On node O totalpages: 85538
Aug 26 08:47:28 kemel:[  0.000000] free_ares_init_node: node 0. pgdat 8071200, node_mem_map 81003000
Aug 25 08:47:28 kemek: [ 0.000000] Normal zone: 512 pages used for memmap
Aug 25 08-47:28 kemel- [ 0000000 0 pages reserved
Aug 25 08:47:28 kemel: [ 0.000000] 65526 pages. LIFO batch:15
Aug 25 06:47:28 kemel: [ 0.000000; | random_bytes called from start_kemeb+0xB4/0x4a8 with cmg i
Aug 25 06:47:28 kemel- [  0.000000] percpu: Embedded 14 pagesicpu s26224 r8102 d22028 u57344
Aug 25 08:47:28 kemel: [ 0.000000] pepu-alios: 526224 8102 d22028 uST344 alloc=14°4008
Aug 25 08:47:28 kemel:[ 0.000000] pepu-alioc: [0] 0 [0] 1 {012 [0] 3
Aug 25 06-47:28 kemel: [ 0.000000] Built 1 zonelists, mobility grouping on. Total pages: 65024
Aug 26 08:47:28 kemek: [ 0.000000] Kerne! command line: console=ttyS0.115200 rootistype=squashf
Aug 25 08:47:28 kemel: [ 0.000000] FID hash table entries: 1024 farder: 0, 4006 byte:
Aug 25 08:47:28 kemel: [ 0.000000] Dantry cache hash table entries: 32768 {order: 5, 121072 byles)
Aug 25 ble entries: 16384 (order: 4, 85538 bytes)
Aug 28 r=00013b00
Aug 25 08:47:28 kemel: [ ster=00012b0b
28 kemel: [ ] '52144K available (56 de, 287K rwdata, 1306K rodata, 244K init, 253K bss, 10384K reserved. DK cma-rese
128 kemel: [ 0.000000] SLUB: HWalign=32. Order=0-3, MinObjects=0, CPUs=4, Nodes=1
28 kemel: [ 0.000000] Hierarchical REU implementation
Aug 25 06:47:28 kemel: [ 0.000000] NR_IRQS ]
Aug 26 08:47:28 kemel: [ 0.000000] clocksource: GIC: mask: OxFFFFHTT max_cyeles: Oxcaf473abb4. max_idie_ns: 440705247007 ns

stincaldomain) (ges version 7.3.0 (OpenWirt GC

3.0 rB078-4805¢5]) #0 SMP Fri Aug 7 07:48:0¢

ver1eco:3

e 32 bytes

nitmem setup node 0 [mem Cx000000000000

:28 kemal: [  0.000000] Inode-cache hash

3. 1. 5VPN IR Z&

T 278 VPNARES, .

VPN

VPNRE -
W == pptp
IPHEHE 10.10.100.13

FRIEE 255.255.255.255
R 10.10.100.1

[SES=iniETe 2h,51m,37s

3.2 &E

—SRE R, RERMTREMEHARSH, EEASLITIRE: AAMIKE. A
PIVCE . WIFT BB RN MZiZkidE.
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WAN ¢ B 52 557 7 DHCP/ %% 4 1P/PPPoE/3G/LTE S . HFFEMH A, HEE
MRS H, S RN BIAT DASEIlERE

WANORS

ETE, RTLERWANDESRE

WAN#=

ZxiER | SEER
EmaE UTE vi

s ]

WEEE O x£ @ par O cHaP O PAPICHAP

FRB KA. FRAVEMERAL, BRI AN, W MERRIARRE, W RFEERIME
APN: SZE T apn, ARIIZE R A AR apn, P EBE)Z conet, o [FHEEZ 3gnet,
FE SR ctnet. TMRMESAE AL apn, E/RE, dizE et Bk
apn ZHAT VS HIEE R, A TEE M 8dE R, X AME AT UN .

BEEIN, REBIASH, ®&K H3)EHRAEN apn. #5185 A ZREEE
(¥) APN Z:40, T4 RIS S T4 11 APN S40C
PIN: SIM -RHJ PIN i, W EAH], DL A R,
PAP/CHAP R P 44 : LRI HEGAR 4, e RITRUAA .
PAP/CHAP ZfG: &RBf T ZM N BRS, e RIFAT LS.
LRI RIEL MR
WSS AE LA RAF R T 55,
WIERA.: WRAH P 4, %65, 2R IESAL. PAP 2B SCAE, CHAP 2Tl
iE. EARYEIZE R M RIEFER T, BT 2R,

Add: BEITTHE £ R4 =HM%EI152 Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727



ey -m®
L/ oAyt
Top-iot

TR So8AT AL Rk 7 E AT :l

3.2.2LAN O

LAN [ 3 B F B B B W 44 1) 1P, DHCP fR&S#:m 8 H, LA /e 1P HhihkyE [ .

{20 - LAN

EREEE0ES.

—AREE

EXEE | =R
Fvdiil | 182188 11

PydFEER 256.265.256.0

DNSHESE

DHCPHRE#E

EFER

F 100

SRS LR

IPv4 Hihitk: FCE LAN HIHbdik.

IPv4 FRIFERG: LAN CIHLHE RS
IPv4 BEEI8%: 4RI T —BhEE dits i 4%

<P DHCP: “a)i% “ZXFHAEE 1101 DHCP” %14 DHCP AR % .

=EDHCP O @ SEFEO8RHLE.

@ FEETRRES TS,

O BBk,

@ EuTEE, RSz,

[en [ n ] s

Freh: SrECH) dhep ARS8 HbE, ELfm 100, AR M 192. 168. 1. 100 FF4H 4 Hic

Z%: TR TP bR, W ORIT AR EOIN T S BA R

FAFIEIE): ) ECH TP R E) A

3.2.34k

TSR TR WIFT (0 SSTD, TR, B9S8R MRl e

AFEKEE S
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TEigE

EFNE. HILEETENET SRS

24G #EO&RE

WiFi2d6 @ mE O =m

PI28E(SSID) | Router

1% | WPA2-PSK-AES v

= ]

B 11 ~

& |802.11bgn v
5.8G ENEE

WiFi586 @ m=@ O

il
kil

F#EE(SSID) | Router5G

IE | WPA2PSK-AES v
B 802.11anc v
B2 149 v

Hili” JBH . JFE WiFi Zhg.

PI% 4 (SSID) : LML 4.

f58: CkF 1713 (5.

R TSR 802, 11b, 802. 11g. 802. 11b i3 HAEIAF] 11Mbps, 802. 11g 7] LIk F
54Mbps.

RS BUOLEE, WO HEMARAEN, AReE L. W EE 8 M.

3. 2. ATE LRI

FE— LB SRR, AR S DL A5 SR W T A 00 o A2 LRI 2 58 I 2SS ) Doy 4 T 4
WO, WRMBURE, st ERnE; A2 7 —BiiE, mAERERE L, siaEF
Bk, LLARIMZ LRI H. S NSEE LT
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k]

]
FMED | Ping
FIRMESSE | 14114114114
IRIRMIRSRE | 202.96.199.133
R |3
EFEE |60 @
EHER ® 28 O 2R

FUEMERME | 30 @ o

HMRA: HArsZFF ping/traceroute/DNS =FhERMIJ5 5.

Ping: ping 222 ping —A IP BiF A, ping NN NAEL .

Traceroute: traceroute £xZMREREGHIMEAE, WIRATARIIL H fMbE, WRHATELL.
DNS: DNS xf#fr— M4, R el LA, NI TELR

EE: BOAEA ping, f#H traceroute M2 UBAEIR, DNS RHTEUR, HEE A DNS
HoAr, SHEL)E, CAELNREI. TS A ping RRA M.
ERWRSE . BRI RS, TLUZ 1P, a4

MRS 8 Q0 AR E RS54 R, 0wy DU £ PRI R 55 4%«

BB WP RN, AT AR & EAR R

FRRIRIRG: P RERIN 8] (¥ 5] (B o

BHRER: WR—EAEL, s B ¢ RAfEREN I EEE.

BRI RIGE B ] R 2K AL, R .

3. 2. 522 W

Y ping/traceroute/dnslookup iX =Fh I 2% 2 W ; ping/traceroute Z#(A] LA
R 4Ze 1P, AT 2B EHEL; nslookup A TN — M4 .
A ping, WHE:
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IR S84k AT

v o
%
RS R
RS TE
114.114.114.114 114.114.114.114 www.baidu.com

IPvd Ping @ Traceroute [@ Nslookup

PING 114.114,114.114 (114.114.114.114): 56 data bytes
1 4.114.114: seq= 75 time=209.825 ms

€4 bytes fr
time=101.596 ms
92 time=35.484 ms
69 time=32.530 ms
65 time=32.437 ms

£.114.114: seq=
£.114.114: 5
.114.114: seq=
114.114.114.114: seq=

64 bytes fr

-—- 114.114.114.114 ping 3Tactistics —-
§ packets trensmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 32.497/82.326/208.825 ns

i traceroute, UK

11414114114

163.com www._baidu.com

@ Nslookup

iPvd v | @ Ping

Install iputils-traceroute6 for IPv6
traceroute

7.148.151.214), 30 hops max, 32 byte packets

M7 nslookup, #IA:
114.114.114.114 www.163.com www.baidu.com
IPv4 v | [@ Ping Traceroute Nslookup

Install iputils-traceroute6 for IPv6
traceroute

Server 127.0.0. 1
Address 1: 127.0.0.1 leccalhost
Name: www.baidu.com

Address 1: 14.
Address 2: 14.

3.3 %%

LGSR T RN TRCE R K H AT MWAN TR K TCP/UDP 45 #R 4> Bt g 12,
B WAN [ 25 (0 = G o an R AR BT E 1 TP, P 5E (03 ST A4, T 75 220

Add: BT &£ R 4EH=HMMHEI5E Tel: 0592-6211770 :.
http://www. top—iot. com Fax: 0592-6211727
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BTSRRI AR — T

TR So8AT AL Rk 7 E AT :l

3. 3. 1DMZ EH1

DMZ Hyfg n] DAFE WAN 1 Huhk B B LAN S 23— AL BT 2 WAN Hihik 80 24 %
F$5 B 1) LAN 35 E Lo

DMZ:# FXE g
WO
T

® fwans wan:

DMZER 192.168.1.0
BEY

(e | & ] =

DMZ: &FTF )3 I, Ja A DMZ Zhig .
DMZ EML: F5 72 EWL 1 LAN 33— & BN 1P Hohik .

3.3. 2u O K

FHEL DMZ, i VB A AR AL, 7T DASE AT I — i 11 A5 B R A 1) LAN S ) 2
— G ML, W ASEBHEA R D B 3L

kI - OISR

BT EHaRS

i MEs72
Leresl BT [CECHR BT B
fEE ]
EEHL
BHEX

o7l =g

&) VPN
R
z2F i SRR SNERmO PIEBIPHEE PIRimOl
TCP+UDP ~ |(wan v ~ @ &m

B FREXEMNN AT, bR — N B4 T .
WM FB R B R R E, ATRL&Z TCP, UDP, B3 TCP/UDP.

Add: BEITTHE £ R4 =HM%EI152 Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727




mgm ® i+ip® , ‘
& op-iot TR SR AT LRk T E AT

HMERIE e i 1 5 AT A5 1

PER IP bk BTN TP Hudik.

PRSI . S e e 0 H RS 11, — R A B 11 5 A 1 A — R, AT DA — R

PCE e, M “OIn” $l, B RO, S “ORAFNIH T 24, AR
IS S VoS

3. 3. SESHN

AR AT U AT — 2850 % v 1, R & ZHE AR Uy ] e IO EC B 00w, AT AT T

80 v 11, LFE ssh iR, W LTI 22 .

AV P2 Y
Bk - E(SHIN
BEENNEN T AREKIREGRETE, fin: PR R EMEE, TTTEIWANEIRD.
2 Ve
EfEHm
DMZ:
=0 BF PLECHRI E B
wOR L]
IEEHL
HEX
ETEHIRE
© VPN
= am FTAmmERD:
8 suEEE E=t % SRERIE ShERRD
B =@ TCP+UDP v ||wan v )  #m
88
RN
=F R BirXE
v || wan v | B wEnrEE

¥ MEXFMN L7, TeLE—MERNE T,

W #RE BRI, ATLLR TCP, UDP, =& TCP/UDP.

ShERSE e 4R T A BT S

TS PRI AT LA 3 i — de 0 [ 4 U, mTEAAN LAN 2 WAN, 2 m] BAM LAN £ WAN.

Add: BEITTHE £ R4 =HM%EI152 Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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Top-iot A SH8AT M fif kT R :'
FRE AN
R B BRI
lan v wan v (&) FEhnFrEsE

B TRERFMNE AT, ATLE M E T
VR 57 Hodls BRI 46

BARXIR: 55 Hod B 2L 20 .

Ml “CUSIIRgRER” HHL, W LUE B R R DL RC AR .

Add: B4 £ X4 EH=2A %152 Tel:

0592-6211770 :-
http://www. top—iot. com

Fax: 0592-6211727
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TR So8AT AL Rk 7 E AT :l

FUEALIEXEEANNEREE, i ELEEETABETE.

Rule is enabled

B

FRetBaE

171318

PLESICMPZERY

IEMACHHEHE

iEitsaE

w0

0 =5

IPv4F0IPVE v

TCP+UDP v

any

H
it

i

ol

R

i

F=XiE
lan: lan

&

Wans wan: .*

g (@A)
FEKE (ER)
lan: lan: ;*

&

Wan: wan: &

@ f&:2ZliptablesfIESM B, IMHMERE!

RR&IMbE: AT LR BRI 1Pv4, TPv6, B TPv4/1Pv6 Hilk.
P 55 UG R HI UL, W BLZ TCP, UDP, EG3& TCP/UDP.
VB MAC Hbhk: Fi5 e Hdis 401 Y5 MAC.
TRdbk: 45 BEE AR 1P,

P O 5 s B

Bt 155 B R HAx 1P,
BAwdm O 45 B 0 H bR .
EPE: WRILEC B2 0F, AT H R 301

H I SR B4 -

D &2 (owrddE )

Add: BT E £ RX#%4HEH=2AH15E Tel: 0592-6211770 :-

http://www. top—iot. com

Fax: 0592-6211727
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2) EF (EEHEIEQ);
3 HEE (EWAEIEE, JFREl—MATIAHIEA)

4)  TEfE OAMEAETARER)

TR So8AT AL Rk 7 E AT :l

3.4 VPN

VPN HI T8 — % R0l & A, 7EXliE b, B2, DURIESE i) 2 24t

&y, HAT S PPTP F L2TP B,

3. 4. 1PPTP

PPTP A it i %5 P R s IR S5 i 2, YRR 20 R et AR, 35 22 5] R A

TR ]

3.4.1.1 ZEPuER

MR R 424, JT)E PPTP & i L fg .

PPTPiIRH

REPPTP

PPTPERE ® =

4%
df

BRsSEEutt 10012

XTI

X T RS

NAT

EEMPPEmNZE

ERRESIPIE

AR

al
=]

@ eg: 192.168.10.0

@ eg: 2552552550

@ FFERESEIVPNEN

RS2 Hubl: 55€ PPTP RS um A hdl, ®TDLE 1P Hubk, v DLEIR4 .

R4 oSSRt m 4.

G RS AR Ot Y .

Add: BT E £ RX#%4HEH=2AH15E

http://www. top—iot. com

Tel: 0592-6211770
Fax: 0592-6211727
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TR So8AT AL Rk 7 E AT :l

SHURTR: RS T R, L PPTP AR 453 (K] LAN 32 192. 168. 2. 1 A4 % i 1k

2 192. 168. 2. 0,

X PR : RS, — &2 255. 255. 255. 0.

NAT: FrEAM ppp0 #2 FH 26, AR 1P A< B ppp0 ) 1P,

JE F MPPE I : 47721 1e$¢ MPPE I

B FAFRZS IP k. "TULUCE VPN IUEHS 1P,

BOABREHAR: 1772, WPl ppp0 G — 25 BOABK . IrA MR A& B X 2 B i .

3.4.1.2 JR&E B

RABIRNE R fd, TF R PPTP JIRSS i Dh AE .

PPTPERES @

BEwRFHIP

IPHELEEE]

ERMPPEIE

NAT

DNS1

DNS2

10.10.10.100-10.10.10.200 @ eg: 10.10.10.1-10.10.10.254

OVIDER PASSY @ eg: test " test ™

3

© eg: test 192.168.10.0

R4 v A IP: 45 5E k55 o) 1P Hidik.
1P MhEVEE: 45 E 2 H A TP HhhbE R
J& F MPPE % : 17721+ MPPE N .
DNS1/DNS2: $55E 227> FL ) DNS kit

WINL/WIN2: #5E WIN fhE.
CHAP # 4. M TaI@% IS, — 2Kl i — M, #5308 I 48 G <

TIEOBRG K> %o LA I— K S test. ZFD: test, NIIXLLILFEN: test

*  test %,

Add: B4 £ X4 EH=2A %152 Tel: 0592-6211770 :.

http://www. top—iot. com

Fax: 0592-6211727
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3.4.2L2TP

L2TP A it FH 2 /7 bt sl R 5 st al, YRR 20 IR o P AR B2, 75 0043 51 R R
TR ]

3.4.2.1 ZEPuMER

MBI E R $HL WIT R L2TP B L e

L2TPiRE
REL2TP
L2TPEFR ® =/ -
BRESBIE 1001
ArE
=55 e
{EfIPsec @
E =
XJimID
TR © eg: 192.168.10.0
T im T RERS @ eg: 255.255.255.0
NAT @

BREMPPENIEZ @

ERESIPEIE

MR 2sHiubt: $55E PPTP ARSI (b, WTCLE TP Muhk, tHn] L2 .

R 4. s SRt A - 4.

U R R T

8 Ipsec: /a)ifffi il % i

PILEHRL: s SR gbm 2.

ST XA, Ean L2TP AR 453 ) LAN 32 192. 168. 2. 1 82 % i 1 M4
s 192. 168. 2. 0.

Xof v F PIHERG: I HERD, — M 255. 255. 255. 0,

NAT: it LA ppp0 #2116, GHUE 1P #B2x B4 pppo ) 1P,

Add: B4 £ X4 EH=2A %152 Tel: 0592-6211770 :.
http://www. top—iot. com Fax: 0592-6211727
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J& B MPPE %% : #1415 MPPE JIi% .,
BROABEAS: 774, W& Ll ppp0 G — 24BN, BT AR A& X 26 .

TR So8AT AL Rk 7 E AT :l

3. 4. 30penVPN

OpenVPN  ® HpgE O =R

ik FR
RE | EFE
Wi UDP
iwH 1194
EEHE TUN

OpenVPNARE i
%R R
cA [ BEINHE | FrEEETY

AFEH | REXE | FEEEETE

Hem  |RERE | FREEETE

oH [ BRI | FEEEAG
rdi%FRIMAL
s RIHER
BENAT
ERALZOE% BiEn

MEHZ | Blowfish(128)

MTU 1500

OpenVPN: ity “JFA” FFUf OpenVPN k5%

¥ath: FEE OpenVPN M B4R N5, ATDUZ B, ] LM
RXT R PN (B S — 2k P%iE

FM: Z2NREER MRS

Fath: UM R T B, TR E A A R R il A IR 55 i

Add: BT E £ RX#%4HEH=2AH15E Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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Wil F5EERRET UDP, iEJE TCP, ERIAJE UDP

% H: 55 OpenVPN {5 AR — i L &EH:, BRAun HA2& 1194

WEARR: WEIIRAA tun, tap, tun B7E=EHIRELE, tap & AR

OpenVPN FR45uf: % f (o2 % Kk, 75 2548 2 IR g5 ui bk, mTDUE 1P, sl

INERREL: IR TR, AETRONIES, & Axt s, aTLEEN, IEHEE 5 A%

TR So8AT AL Rk 7 E AT :l

TLS Role: 4iAUESRARAEHINUE, 75248 E TLS B 2 5 5 byl A2 IR 55 i

3.4.41PSec
£ IPSEC UUTHI, 2% %om 2l #5 FA 1) IPSEC iE LIRA .
PSec @ HEB © #H
Rt %any
! pESE | e N
REED | FREFR N
A1 192 168.4.0/24
PRE el | 192 1668 5.0/24
IKEMTE®  AES-128 N
IKERH%: | SHA N
Diffie-Hellmang Group14(2048bits) E|
IKEA£ 778 /8 28800
WE%E | mEEs N
EEHA 123456abc
RS
%03
ESPIZEHE®:  AES-128 E|
ESPHIHEE  SHA -
DPD#zARt 60s
DPD#z Ml FE A 150
DPD Action g8 E|

X vk 6f i 0 TP Hihk s A

USR] TR S5 S Ehae, I AN ] 3R
TR R TR R A AR

Add: BT E £ RX#%4HEH=2AH15E

http://www. top—iot. com

Tel: 0592-6211770
Fax: 0592-6211727
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y "'ng_fﬂ IR 8 f LA AT gl
PEIEREL: vk “TWREITM” o CTRBEIFEN o CFBITR . CENBIFN F
AU FW: AT LT RS, . 192, 168. 10. 0/24;

SESRF I X300 K T RHERD, lhn: 192, 168. 20. 0/24;

IKE fn# &k TKE BB f0nas 77 2

IKE A= 72 0fH]: W B TKE 4 & 3

AGIRARG: EIE AR, ATPCN TP K84
SRS EIE X RSN, AT TP Kk 4 .
ESP fin#%: ESP (N5 s

3.4.4.1 MR

RABINE R fd, R A L2TP JIRSS v Th RE .

L2TPEF®

i}
I
93

<A

L2TPERRSE ®© =B =R
BEWwAMIP | 10.10.10.1
IP3EHEERE | 10.10.10.100-10.10.10.200 @ eg:10.10.10.100-10.10.10.200

BRMPPEMZE @

{EFIPsec @
RS2 &
NAT v
CHAP=ZS |#USERNAME PROVIDER PASSV @ eg:test”test”
»
EMHFEM | #USERNAME SUBNET @ eqg: test 192.168.10.0

MR & vAcH IP: 45 5E M55 a0 1P Hidik.

IP MhEVE R 45 2 H A TP HhhkJE R

J& F MPPE % : 17721+ MPPE N .

f§ /] Ipsec: W H %K,

CHAP 4. M TEI@% Ik T, —KidgA M —1MH, #Xv: PR «

TR BRGS0 LWAIEIM—AIK S : test Hhd: test, NEIXZKILFAN: test

Add: B4 £ X4 EH=2A %152 Tel: 0592-6211770 :.
http://www. top—iot. com Fax: 0592-6211727
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*  test *,
3.5 MK

3.5. 1F5EEH

A i p A I R R T

#0 Bt IPv4-FRIRS IPv4-fod T

ENIPERISE MRHRE—RIH

d | %] R

B 8w TN — M DNk e

BAn: mTLLZENL 1P, HATLLE T M.

IPv4 FRIFERS: HFRH T MRS, d12R H AR N, 7RISR %2 255. 255. 255. 255,
IPv4 BgEHA%: Bkl asdl, VR, XM ATIER), SR

3.5. 2MES T

TR IREFRGETE WAN L3, JF BAT i e T B IR
WreJa, WEMRE. FUOTHUGR & DE LRI R E i

mEiEin
FrEgnt
HHRE E 1=k
0.0G 0.0G
FrEvS
REEN @ 2E O =8
REREH
BECRE (100 @M
BEXRE 2043 @wm
E=HER 2 E=EEE
EERRE & EE=RRE
Add: BT E £ RX#%4HEH=2AH15E Tel: 0592-6211770

http://www. top—iot. com Fax: 0592-6211727 :-



oo ®
y .ngz_fﬂ I So8AT AL Mo T R AR T :l
WEMRS]: 2 HREMN DS R R ERE, PRSI B he
HEeRRE: 24K n KRS
RABKUE: 2 H T LA R R &
BETEAHRE: HEHRE, AmHiE

3. 5. 387 DNS

Bh7% DNS FoR4E5E WAN T A TP BR—ANE4Z . A8 WAN L1 TP B4R, 142 a2 iR WAN
1 IP —— R M,

DONS ® rg O @

fRis e éZnneEdit.cnm '

AFAE myname

FHE | myname 3322 0rg

MR45RA: HHIS RS DNS A LR L2

DynDNS.org
freedns . afraid.org

Mo-IP.com
3322 org
easyDNS_com
TZ0.com
DynSIF. org
custom

Oray

R4 ARAEARSS SR BRI - 44

PP AR Al 55 SR 00 T A 380 )5 B
FEHA: EHERIEA

3.6 BIERE

Add: BEITTHE £ R4 =HM%EI152 Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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Top-iot
3.6.1 A E
Hitie s
FERE @ BB O zA
RERH 60 @
HRESE 60 @

BREE B EERSEE

EEFH 7 @x
ERBE | zaok v @ pEETRe

RESHSE @

SHEIEDE 5 @ #4

BEINTEEE

REHEEE

KERM ERAH: BOA L reh Bk S B, ANAE g (A b
JERGAE: TTR 2 Ja 7 ZEHE AR 55 i IR G A R IOt th 2 126 4 e SR P AM% T g
ZRRE: D BRI R R, MR RS, HI212 BhC R AT BA B Bl /N

KA -
P BRI KR e A% BB I () B 2y AR B, TSI (] A SE Bl ok el Py
{IE1

i€ PA v O o - S A T R N 6 N = NN S L I
REHE: Ak 0 mi B, THEE RIS N i R, b FRMESE

Vi BRSSu Bk, /& EIT R SR A .

3.6.2 BO%E
Add: BT &£ R 4EH=HMMHEI5E Tel: 0592-6211770 :.
http://www. top—iot. com Fax: 0592-6211727
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BOgE

COM1/RS4856_1 COM2/RS485_2

TR So8AT AL Rk 7 E AT :l

BR ® BF O Z#H

R 115200 w

#EEL 8 w

=11 v3 w
FELE T w

EEE 200 @ ms
ARHHY. | Modbus w

N

B HASCRRB R A
1200
2400
4300

9600

19200

38400

57600

115200

230400
BEbL: BRI 8 £, 7 AR, B2 8 fu
fEibbr: FIEAIE 2 £, 1 AFANERE, B 1A
TR KRIRATKRE, K%, Sk, AR TRE
BNV & ORI ER YL, HETSZRF Modbus SREE . &1
e BT, MRS R th B FRiE AL, B AL ThREA AE 1R H A

Modbus TCPIRSImEE
ModbusiRSSim1 ModbusBEEiR2 ModbusiESiR3 ModbusiESind ModbusfESiH5

BA ® z§ O

it

A

BRESEEMHAE | 192.168.1.10
BRESERO 9010

ZEID (100 i@ 0~65535

ARS8k Modbus TCP JR 4% s i) bk
IR42u0: Modbus TCP IR 553 i 1

Add: BEITTHE £ R4 =HM%EI152 Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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Fop-ic B R SRAT ALk R AR T :'
GPSig&
B E N E e S GPSE T EAGPS
GPs @ =R O Z/8
EFER @ S
Fl=
iuti=Col @ eg:1-2-3-4-5
KT 2R FHREFLZHR
M. &iE
Ay XM RSS U 1-5 BB
3.6.3 Modbus Fit B
fic & Modbus 84, REHE
ModbusfRNig &
ModbusHin
w2 gEs 20 EFEH BEID MR ElEE A HGENE LBt 2
AR
FiEModbusiRl
FS  BEs B0 2 EFER  BED  WES St A8 S s
1 mE COM2 ~ ||al1 1 3 1 1 Unsigned 16Bits v || 1 0 &Ehn

W&G: WTULHREE, TR TS, & 0A T e BLEL Y
BO: RO ENED, RFBNEOASER

HF&: FIREIRZRR, FRAENHFEES, W a0l

¥4 ID: Modbus &4 ID, 0-255 (10 ##l)

Theeid: —Mch 03 Dhaehd, LA A7E284dE, 1-255 (10 gD
FEEEHNE: FAEs G NE, 0-255 (10 BEH]D

AN FAERREWE ML 0-255 (10 BEED

BIERTY: RN AR EURE, A KT (DCBA)

PO XRS5 P E

Add: BT E £ RX#%4HEH=2AH15E Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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’Top-iot Yk P - n8@AT AL fE R T E R :.
RIS Nz
ES &Es B0 EF & wEID  ThEEld Al AR HiEXE  HEdd BHE
1 BE01  Ccom2 a1 1 3 1 1 unsigned 1 @ e & B
16Bits AB

HiEModbusHIl

E= EEE 0 BT =EID TheEhs Fascr =izl TE ErEET

COM2 ~ Unsigned 16Bits w H Em

MATRERS N (16 ZEHD -
01 03 00 01 00 01 D5 CA
Be#% 1D THAGHD ZifEasitiatbhl FAERAN L KUY
4N (16 dHD -
01 03 02 00 1C B9 8D
Be#% 1D DIReRY Bl 7 AN AN BRI
00 1C C16#EHD = 28 (10 HEHD
B A~ ANMRT Wik AB EHE KA, NEFEN 1C 00 = 7168
Gl R AR R ) a01=28
B AT LMESCY TR E
MR AMHER 2 wTAC E
Add: BEITTHE £ R4 =HM%EI152 Tel: 0592-6211770

http://www. top—iot. com Fax: 0592-6211727
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TR So8AT AL Rk 7 E AT :l

EFER

A=

2D

IheErs

2

AR

LTy

5
b3
ik

=S

=E

Bfr: YHT AR, WTUARE

1

Unsigned 16Bits AB

S

@ ETEFLISSHT

@ ETHELSSHTT

@ 0-~255

@ 0~255

@ 0~65535

@ 1~120

v | @ AREETFT

@ ETREFRLUSHST

B ETRULISSHETT

W @0-'-_",1

v @ 0-6

BERF: 0 RS RS BEAT In s fe b
BEBC R AT EOE NIRRT O RAE B B AT 15
FERE:  LARHHE /NS o

TE: ATEEZ AR T, (HRR T HEEM A7 8D B LR RS B, B IA AL

3. 6.4 Fg N\NfrH

ADC: A\ — gVl (R B, ARIE i E N R, TR B R

Add: BT E £ RX#%4HEH=2AH15E

http://www. top—iot. com
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Top-iot

WAELEE

ADCigEE

EEE ADCiEE HFER HEEXT TE#E LEE iRy BE B

EEIEE ADC1 adet 420mA 0 100 12345 4 @ x| = me
FSADCEE:

BEE ADCIEE BEFER b= id] TER HE# -2l ) BE
{EREED ADC2 v adc2 0-5V ~ 100 11213145 5 ] #im

W&%: AUk, POCERE R eSS, B AT R H BLEL A
ADC 3E3&: XS ADC BRI (1-2)
B FEHR: FIRMEIE LR, FRERBFEERS, W: adel
SRERR., U (4-20mA) BLHHE (0-5V)
ETER: X H R B I
AR KR RS 1-5 FCE
W RFDEAE, 1/R3R0.1
Bfr: MBI O, AR
DI
THEER: B BT, AR ST O S R AL
WREER: — BN 0 80 1, A R I b T SRR S

DhigE&

EBEE DIiEiE HFEHR [EER B it FAkliEl =1::}

DI DI D TTEUETL 1 A 10 @z = e

FiEDESEE:

aEe DHEE ETER =i _Higeh TEUTE T ElRR
D~ i, v HHE v i Fm

WEL: UK, PXEE TG,
DI @iE: XIM DI fffF4E0 (1-2)
B N DL IR A 5

75 A AT BE H L AL A

FTF2R: EIREGE AR, FRHERT ST, W dil
TR THEE R, AT TR ECT R
Bt 0 RR S 15 BCE

eI T g S W E

Add: JB I & £ K4 E = A14415 2
http://www. top—iot. com
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Pt T SR AT A Rk AR T :l
ke, A RIS RSN Z Tt
PHEEZEITE
EEE HHEZERE BFak R SRS =]
{SEiFES Relay1 do1 12130415 BT /] @ e ) e

HiSeERRERE:
BEE SHEEFEEE BEBFER = io sl iz
15EREE Relay2 v do2 1/2/3/4/5 Firs v H #im

B4 WTUHREE, e T RO S, A AT R ALY
SREEARIEIE . XM KHRSHEC RO (1-2)

FTF2R: EIREIE AR, FRHERT SRS, W dol
Bt 0 RR S 15 BCE

SheE AR 2K R TR IR S W] DL B WO B M

e W R EGAWTT, bR R ESTT R

3.6.5 REIGECE

Bl TR AT

UDP
MQTT
HTTP
MODBUS TCP

BEERA: MTEREM T
JSON
HJ212

ARSESEihiE | 192.168.1.211

BESERO 5001

MN 888838880000001

Jg g5 A itk . 435 52 R N 55 i ) L
JIR 55 25 T T I 55 i ) g 1

Add: BEITTHE £ R4 =HM%EI152 Tel: 0592-6211770 :-
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