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FER AR BB M A KRS

3.2.1 WAN

WAN 37 BT 37 #F DHCP/ 84S 1P/PPPoE/3G/LTE 2 Hk,
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BNEH ping, fHH] traceroute fAXS 2 ELECFEL, DNS fEHTHEIL, (EE N DNS H L2417,
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1 *
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TCP+UDP

any

HER B

o lan: lan: g

WENS . wan: é-:.

]

g}

T (HiA)
HERE (&)
lan: lan: g

= Wan:=s wan: |

@ fEiEEliptablesBVERAbEE o oL ER!

FRA&IHhE: 7T LAFE 2 PRI 1Pv4, IPv6, B{F 1Pv4/IPv6 Hidl.
Wil 48 E E U MmN, v BAZ TCP, UDP, B¢# TCP/UDP
TR MAC Hihb:  $5 e 20 40 19 U6 MAC
TRHbhE: FEw HE R 1P
TR e 48T H0E G
HbrHbdk: $55E HdE 00 H Az 1P
Hbrue 0. $8 58 H0E 600 H b 0
FME: WIRICEC BT RIS, BATAHRIBIE
H RS R shEA
e (v )
LA (EREE)
a4 (EREEA, IR [E— N IAHE )

Add: BT E £ RX#%4HEH=2AH15E
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T (AT AR 2E)

3.3.4 HEX

PP AT UL E 22 B KB s XS I Y iptables #YR, BT ARG BRI #AGE
iptables 8- At H & SCHUN o ERANAEIR , Ehn 2 J50A R A T, AN ZEH A )
W

A ﬁ iy %
e BAKIE - EIRE SR
> & EEMANAEET RS SESANDE. EESSEESRERMUETT, ERARINIETRIEINGT.
v e
4 # This file is interpreted as shell script.

DMZ=H]

# Put your custom iptables rules here, they will
# be executed with each firewall (re-)start

SEY # Internal uci firewall chains are flushed and recreated on reload, so

5 VPN # put custom rules into the root chains e.g. INPUT or FORY D or into the
# special user chains, e g input_wan_rule or posfrouting_lan_rule
=t
> BIERE
> B
1B

3

3. 4VPN

VPN FISk Bl —2 i E FEIE, x4l b, B, UHRIESdE < .
Al g% VPN (344 PPTP,  L2TP, OpenVPN, IPSec.

PPTP/L2TP & — 2 VPN. OpenVPN /&3 T SSL VPN, IPSec /& =JZ VPN,

PPTP/L2TP f# FAH XS /7 {#, OpenVPN, IPSec 75 & &IIEHEE, B, Ha
PR 22 A (MU I 2%

3.4.1 PPTP

PPTP WG B % 7 i 5 e 5% o, VE R B A R SS o A2 28, B P i A 3K
PPTP % Fii: ik “JFJR 7, WS A PPTP % /7 b Lh g

Add: BT E £ RX#%4HEH=2AH15E Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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PPTPigE

BEPPTP

PPTPERIR ® =8B

#
ki

RESFIE 10012
AFs
=5 2
S SR @ eg: 192.168.10.0
TS @ eg: 255.255.255.0
NAT &
EFEMPPEIIZ &
ERgsPt O

BRE O @ HanEs®IveNLER

R4 2t $57E PPTP RS umHbdik, AT LA TP Hudik, Ha]LLjRis4
M. oA EEm A - 4

RS AR AR BT

X3 T XS TR, EL A PPTP AR 4% 3 (4 LAN 32 192, 168. 2. 1 JIB 4 X i 7 W 3 2
192. 168. 2.0

X I HERS . I HERD, — M2 255. 255. 255. 0

NAT: FTLAM ppp0 42 1 H 5106, IR TP #4s # 4#pk pppO 1) TP

J& F MPPE fN%: #1721 MPPE I

Je FERAS TP Hihik: AL VPN (Wi 1P

BANMISG: #1772, W£xLL ppp0 G — 2 BRIAE BT, BT A A5 #8227 1X 2% %
PPTP lk%5: smiiFF/E, JEH PPTP k%5 unbhfeg

PPTPIRE © =@ O =8
BEWSP 1010101
IPHEHEEE | 10.10.10.100-10.10.10.200 @ eg: 10.10.10.1-10.10.10.254

BEMPPENE @
NAT
DNS1 88838
DNS2
WINT
WIN2

CHAPES  #USERNAME PROVIDER PASSV @ eg: test” test”

EPWHFR | #USERNAME SUBNET @ egitest 192.16810.0
k55 v A Hh TP F8 72 IR 25 i Y 1P Hbhik
IP Mtk el #5852  EEAY TP Hidika [
Add: JEITH %&£ X444 E = HA1HE15 2 Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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J& I MPPE N : 47723+ MPPE fin

DNS1/DNS2: &7 EL 7 Be 1) DNS Hihik

WIN1/WIN2: $g§5€ WIN ffyHhht

CHAP #05: FRAIER PR S, —2&Kid®AMN—P R

Fe U F

F P 44 CE My w8 > *,

Ehansin— 1K S : test ZY: test,

M 4507 M0: test % test *

TR So8AT AL Rk 7 E AT :l

3.4.2 L2TP

L2TP WG B % 7 v s e 5% o, VE R B A R SS o A2 28, B P i A 3K

L2TP % /e iy “JF)a 7, S H L2TP 2% )7 b D e
L2TPiRE

BELTP
L2TPEFR ® ERB Z5
BREEEMEEE 10012

FBrE

&
ik
i}
|
g

EFIPsec
FiwHT B eg: 192.168.10.0
Tim T PlEe @ eg: 255.255.255.0
NAT <

EEMPPENIE @

R @ 600-1450
EFEEEIPHEE
RRARR © FERELEIVPNLA
FEFaPing @ PingFMEE

4% B tthhl: 455 PPTP RSS SR MIEE, 7T LR TP Hhhik, tn] US4

M4 RS a2 4

W RSs S R AR Y

BEIEAARR: RS EH IR AL AR

i H] Ipsec: ikl HI# i

PO, o5 SR A nE R

X3 T e XS BT R, EL A L2TP AR 4% 5 (4 LAN 3 2 192, 168. 2. 1 JIB 4 %o 3 7 W 3 2
Add: JE 75 # X4 B = HAH15 4 Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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192.168. 2.0
X T FERD . R HERS, — M2 255. 255. 255. 0
NAT: FrPAM ppp0 #5211 H 06, B HIJ8 TP #84 B pk ppp0 [ 1P

J& I MPPE N . 47723+ MPPE N

BRIANME: #1728, 2Pl ppp0 A — 25 BRIAER B, BT IO s 40 2 71X 25 1 H
L2TP lR%54s: miiidFia, J8 H L2TP k%5 im M g

TR So8AT AL Rk 7 E AT :l

LTPEFR O pF @ =

i
8

LITPEESE ® =F =H
BRSImEMEIP | 10.10.10.1
IPHEHEER 10.10.10.100-10.10.10.200 @ eg:10.10.10.100-10.10.10.200

ERMPPENE @

{EFIPsec @

FAEEEH

o]

CHAPES |#USERNAME PROVIDER PASSV @ eg: test”test”
bl

ERFRFR | #USERNAME SUBNET @ eg: test 192.168.10.0

MR 55 st A Hh TP 4852 IR 45w i) TP Mk

IP ik Rl F5E EECAY TP Hidika [l

J& F MPPE JiN% . #7/2)i% 4% MPPE hn#

i/ Ipsec: WEZK

CHAP Z1Y: AIRAIEZR FIK S, —2idsEr s —P P .
e

P B> # R BB *,
Eeandgim—AMK 5. test, ZhY: test,

NX 26103 0: test * test *

3.4.3 IPSec

7E IPSEC TUTHI, 4> on AT A1 IPSEC dEi A HOIRES

Add: BT E £ RX#%4HEH=2AH15E Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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Top-iot
IPSec © g © M
S %any
! wEmE | 2Es N
REXE | TRETR N
Fig B 192.168.4.0/24
Pl BT 192.168.5.0/24
IKEMEHE# | AES-128 N
IKERISHE | SHA N
Diffie-Hellman$f Group14(2048bits) E|
IKE4 77R3/E 28800
WExD | wEEE B
MEER 123456abc
EHRBIE
FHH RS
ESPAIEH®% | AES-128 -
ESPRIESE  SHA E|
DPD#2Rt 60s
DPD4z M E 4R 150
DPD Action | &2 -
Sl b ) 1P Mk B4 . G BCR A T RS s AE,  MZE TN W]
R A TR R A R
PEIEREL: mlEFE “FWEITR . “CFMEBIEN”. “FHBTR7 “EPB TN %
ARIGFW: At 79 R TR, il 192. 168. 10. 0/24;
Xt U e R ST RS, e 192, 168. 20. 0/24;

IKE fn# &k TKE BB poim s 7 2,

IKE A 770fE]: B TKE f 4 i J& 3
AUFIRAEG: WE A AR, BTN IP R4
e iR ARG EE X AR IR, TR TP k4.
ESP fin#%: ESP (N5 s
3.4.4 OpenVPN

Add: BT E £ RX#%4HEH=2AH15E
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OpenVPN @ Hg ) =H

i T
RE | EFE
Wi UDP
iwH 1194
EEHE TUN

OpenVPNAR & iR
RS EH

cA [ BEINHE | FrEEETY

AFEH | REXE | FEEEETE

Hem | REREE | FmEEETE

oH [ BEINHE | FrEEA

A F Rl

aim F R D
BRANAT

BRALZOESR BiEX
MEHEE | Blowfish(128)

MTU 1500

OpenVPN: iy “FFJa” JFUH OpenVPN AR 55

$ifh: 185 OpenVPN AW (4R FME5H, T LR s 2 50, AT DL T

RO R N A% (B g — 2R BR

FM: ZAREER— MRS

At U R T I, 7R E B I A R R P i I A2 R 5 i

Pl TREERREET UDP, B4 TCP, ZRIASZE UDP

Ui [1: 48 %€ OpenVPN {8 F WS — i 13442, BRI 142 1194

WARARA: WRAMIRMA tun, tap, tun2fE =EHIREL, tap & ZHIRE
OpenVPN fIR 55 uifi: R (2 25 7 o IR I, 75 B4 8 IR 25 i i ki, wT LA 1P, BRI
WIERAL: SRR T, ESONIETS, &St &, nTPATEE S, E el S s 0y
TLS Role: HIMIERALZUEFINIE, 75246 7E TLS At & P il A Ik 55 vt

Add: BT E £ RX#%4HEH=2AH15E Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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3.5 @&k

3.5.1 BEKE

F R S R P OIS T it e R 00

f=5
> ER IBH®
> IBE SRS TN aREEES.
> 2
> VPN FaIPvAREH
" =N ot
=HIPEFE
DHCP/DNS EEETEE
> HIERE
> B [0 #=i
B
FaIPVeISH
3] T

B0 45 E ZAENE— M g ik i
B¥n: ATLUZ2ENL 1P, BT RLZ2 T M

B4 AT REES B

METEE—HE

1PvE-FI= fss=ta

oo | o | = |

IPv4 TR : HErM TN, R s 2N, TN I%E 255. 255. 255. 255
IPv4 P3%: F—BkmSetthhl, vERE, XN Z R TTIAR, 5023 sk

3.5. 2 fE&EF

FELEFER AN THRESEIL 7 WM TP 53R 02 I ThRE -

==
> A
> g
> VPN
v iR
BakEE
s
TR
FEEDNS
DHCP/DNS

> EiEFE
> BE
1EH

s “CERER”, MR E

midr “HEE” 2iE A LR E

IBFEEES | @ A

SRS R

O EEEE 0 E=

Add: BT E £ RX#%4HEH=2AH15E Tel: 0592-6211770 :-
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3.5.3 BN

RN DO BE SRS TT WAN (R R, O A VA B I PR 2 e
F LS SRR PR 2 DAAE U R A T
4 TR

£ f% {)]I.Eéﬁl‘i’

> VPN El=F] ek

s 0.0G6 0.0G6

FESDNS PNl |
DHCP/DNS

> BUERE
> BE HEms
EH

3. 5. 4 7 DNS

B4 DNS HSRZEE WAN AR TP BR—/ M4 . A8 WAN ) 1P B4R, I a2 ER WAN
K IP ——%f Mo

> B8 DDNS
> BE DONSEHEWAN IPEE
> TE
DDNS @ f= =
5 VPN =l =A
v @R BEHE 332200 v
BaiEs
e BrFE  myname
B
FEDNS e )
DHCP/DNS EFEEE e &
33
> BIRRE FHE  myname.i3i22.org
> BE
1B

MRESER: HETFERISNES DNS A AR LA

Add: BT E £ RX#%4HEH=2AH15E Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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IR S84k AT

DynDNS . org
freedns_afraid.org
Mo-IP.com
3322 org
easyDNS _com
TZ0.com
DynSIP.org
custom
Oray

R4 ARIEIRSS SR BE R TR - 44
PP AR IR 55 B A3t R I 350 2 )5 B

EHAL: EHERIE A

3.6 HIEFKE

REEHHE IR P AR

3.6. 1 EOKE

i BORE
> iEE
) Ei COM1/RS485_1 COM2/RS485_2 COM3/RS485_3 COM4/RS232_1 COMB5/RS232_2
> VPN I -
N =F ® BE O =A
v BiERE ez 0500
ESm
ModbusiNEE e e
S GHES
)Esggﬁﬁ i |1
B FEER (%
WA | 200 @ ms
Efitd | Modbus
Modbus TCPIREZIRIEE
ModbusBESEH1 ModbusiEEim2 ModbusiESEiR3 ModbusiEEimd ModbusBREiR5
EE © ER @ 2R
[ | | st
W HASCRERR A
Add: BT % £ K # 44 E =AM H15E Tel: 0592-6211770 :.
http://www. top—iot. com Fax: 0592-6211727
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& op-iot YT R - Se8AT LRk T R
1200
2400
4300

19200
38400
57600
115200
230400

BRilJE 115200

BB BAROIA 8 A, 7ML, BRI 8 f

Bibhr: g 2 6, AN IERE, BRIAE 147

AERE: RRATRR, A%, BRE, BRIASTRE

/7 1| Vi I = 1 O 1 1 7/ s 1 o i vk = O Y O 3 o
MR TRIRG: 7 17 R% — WUER I, AN 35 1 it )

3. 6. 2Modbus FM) % B

fic & Modbus 854, RKEHHE
Modbusiilig &

Modbus#ia

&8 B0 RBFER BEID NS i S WEXE  HEhd S5 S8R BE B
bt AN A

TS
FiSModbusiR
BEE 20 BFER BEID IhEEEs EHEsin FEE0 R RO

COM1 v Unsigned 16Bi v ) &=

645 3 3 S A % 11 PRS2, Moubs 190 B ARYE PR ik %A S .
W&S: WULAREE, R E R S, &I o] 68t I EL Y
BOS: EFCH BSOS, RIFEHE DA ER
HFRHK: MBI ARR, TR EE, W a0l

#% % ID: Modbus ¥ % ID, 1-255 (10 ##)

Theehd: —Moh 03 Dhaehd, LA 7284008, 1-255 (10 @D
Al A EGHE, 1-255 (10 dEHD

FAHEANE: FaASEEAE, 1-255 (10 #ED

BIERTY: RN AR EURE, A KT (DCBA)

LA XSRS 1-5 FUE

e IESH

Add: BT E £ RX#%4HEH=2AH15E Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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BEE B0S BFE 880 VS 55 S50 8XE  HRhd 80 BN BERBEE BH
{23 it AE
BE COM2 a0l 1 3 1 1 unsigned 1-2-3-4-5 - 7 - 0 @ B &%
a0t 16Bits BA
FiSmodbusEE:
BEE f=05 BFER BEID TheEts ErFRmi FEEN IEER i=icosv

COM2 v unsigned 16Bi v

MHCRAETE AN (16 D
01 03 00 01 00 01 D5 CA
WA ID  DhRehd arfEaRiaath bl A AR AL RERAY

FIE 4N (16 BEHD:

01 03 02 00 1C B9 8D
W ID  DhRehD RN AT R AR SRS

00 1C (16 3#kH) = 28 (10 #HD

A B < ANmETN % BA HURERA, WEHRE 1C 00 = 7168
Gl BER AR5 ) a01=28

Add: BEITTHE £ R4 =HM%EI152 Tel: 0592-6211770 :-
http://www. top—iot. com Fax: 0592-6211727
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3.6.3 N HACE

» BR

»oiEE

y R

» VPN

> =R

- EHREEE
#OESE
ModbusHILEE
B BTES

il

BH LK
BT 4 7R
RERM:
J:*&EF"D:

BAmBRS

ADCIEE

iBEE ADCEE BEIEHF

RS

FHSADCIEIE:

BEE ADCE

Diig=

HEE DIEiE

B HTES

FHEDIEE:
BEE

HEERRISS
BEE

) =g

HEEES

FiSEmEEE:

BEE  HEFEEE

AR E

Relay ¥

BFEm

A&

RIE

FEXEE  TEE tEE gt BE L]

i

FEER  TEE HEE HEPo EBE By

4-20m# ¥ (L 4 v| | @ Em

g B

S

BFEHR AlE il L-livg

EFEm

BFEm =E -Gl SzEEN

S

bl -Gl fris=her

EEF " H FEn

EIRIBIEAARR, FRHERT ST )R, W a0l

R (4-20mA) /HLJE (0-5V)

bR 1-5
R MUS, 226147
g B B T

Add: B4 £ X4 EH=2A %152
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IR S84k AT

3.6. 4 R ImEC &

> BR

> 88
e

> VPN

> Bk

v HIERE
ZORE
ModbusHiiZ=
EANEHES
BEEEE
> B

pladn

BESSimEcE

ERIERE ® EE O

b= S|

ESEEE

=R

1Y

SR

ARSEREEIE

RS8R0

EREE

BrENEe

BrRENGHS

ABLEIERE

MN

ST

=B

EERE

BEREE

60

REREE

® BH © =ZA

TCP

HJ212

182.168.1.10

9001

0 @ BEEMET

201903140000000000000001

4]

123456

=R

W BRI B SR LT LR

BRI R

ESEEES

(PR

EEEsEE

@ EA128PASCIFT

@ SX128ASCIET

@ B, ofREGe

UDP
MQTT
MODBUS TCP
HTTP

|H-J212

JR g5 a stk A SRGE R g, 7 A T IR S5 A
RSS2 O e 5% o 4 3 1
OBEELRIRE: ) i IO Bk B (4 I 1] 18] B
B OB HE OB
B SEME: H e SGEM S
MN: MN 5 RS B A A B4 N A B &) MN 5 (435)

Covuin | o | w

Add: JB I & £ K4 E = A14415 2
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’Top-iot Yk P - n8@AT AL fE R T E R :.

ST: ST W &M u—E, 2 775 (LIH) .
FG. 6 T KIE

3.7TEH

SR E RO AR B GBI, BCE S EHEMKNS .

3.7.1 &4

KGR EHRZEW TN, BX, BEHF telnet, ssh EHZEHFESH
FME  router
B | (GMT+08:00)dk5, E5: &8 B v

"

Tk

b

FrStelnetifi] @ ;e 233

FBSSHIRE FB @ ZH

ENAL: FHEMKENL, BRI router

WX BB RGHAX, BRAE GMTS

EE: BemEREMES, BilPhL

FF)a telnet Yiidl: s “FF/3 7, JHH telnet Mg, BRAEIFE
FFia SSHUF: fidy “IF)a”, JHH SSH MRS i, BRINEEE

3.7.2 BHY

T ERIRAS SR 5% 1 B

WRIAER

o]

G 5 E IR B U Y

BAERD: B R B U

WARERS SHINE AL B 2RI

R, W SUREh, U 2 ER R R T, AR E A 4 S

Add: BT &£ R 4EH=HMMHEI5E Tel: 0592-6211770
http://www. top—iot. com Fax: 0592-6211727



== itin® o ‘
& op-iot TR SR AT LRk T E AT

3.7. 3 A& B

i [A) 284445 RTC, NTP; RTC fiHi)5, HFIEANSFED,; NTP FEERS NTP is s,
B 25, Wi S, IHEAREAE . (H2 NTP i [a] 2 bt RTC SRS RTC 2l F-IHeh Ak,
SRS AE, ATCATREF A

& B R4t iE 2016-09-18 15:06:49

FinAd e nip @ ric

LRI RGRE: B 2G5S A E]
ARG EIRAL. WA 2RAVE ntp IR rtc PifP, EEARMBHUSEAFANE ESH.
Mk PE rte, WLPAEEH RTC FHSE] .

RTCHH @ eg: 2016-01-01

RTCHE @ eg: 12:00:00

RTC HHA: H AR — e 20sksk—skx—kok, 75 U< 5 37 26 M
RTC B [A]: A [H) RS a0 — B A ok ook ook, 705 U 25 BB 2R UL

e ntp i
NTPE{/EIAES S | 0.openwrt poolntp.org
| 123

HirEl® | 600 @ #

NTP B (A R 4558 455 NTP I [A) R S5 4%, af LA RRMEr Rk, ta] bl E & X
Y H e NTP BFIE AR S5 a8 1, BRIAAZ 123
EHERE: f8E 2 KR5S FEPE R, BRIAZ 600 FF

3.7.4 HEEZE

SBE EERMIE RS0 H S 24

Add: B4 £ X4 EH=2A %152 Tel: 0592-6211770 :.
http://www. top—iot. com Fax: 0592-6211727
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BWEENFE | fvadlog/
BExD 64 @ KB
BERES
HERERED 514

b E:E

BMEIRE. SR H SRR, D B A O, R DU R R R E SRR
1, WERAIMEAAE B, BT A R SME IR, BOANERAR: /var/log/

HERDN: 52 HEIFRIRD, BRIAZE 64KB

HEMRSEE: 15E SRS a0 1P ik

HERS&ED: f5E HERSar0mH, BAGE 514

MM HASCRRR R GONA R, R, CEERT, BT, CRIRY, GOk
I, JOnE, i H SR

3.7.5 #r 5KR

P AT AR AR ISR A TR &, T IRE R ) B E

Fin/EE A RHEERME N S EE OpenWit({Rsquashis B &) -
T#E £ E R

WERLSBE | @ WiTER
TRE: sl “AERER 7, S4R A “backup-router—2016—#+—kk, tar. gz” fit & 1

WEEIW) R’E: sl “PUTEL, SEH A CHIABEEITA BT IEIAE, s
e ” JHiakE m) .

MR B G, WA BRI IE T ARG, WEBICLAT RN E
LR EmE -

wEmE | BEXH | FAE Tt L&
WRECE: o CEESCHE, EEIRR S ECE S, sl B . SdH— “HE

TR ME, &8 “TIE”, JTIRIKE RGN E.

3.7.6 WX+
Add: BT &£ R 4EH=HMMHEI5E Tel: 0592-6211770 :.
http://www. top—iot. com Fax: 0592-6211727
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T IR 8 f LA AT gl
TR R R/, 5 BN T BT T, R TF B g o ST E 2R [ A
WRZEH O, ML, M u-boot FFZ M.

RIFRRE
RISHRHE

HEEEalsysupgrade Bl RIS AT =8,

B | s | FERaAne B RS

REWLE: TN REREARE

SO sty “SEFESCPE”, SEFRURIOE PRSP, At RIS IR, 2 b ot B
*.
IFREHS - SSE

B2 HE, EEEE e NIRRE!
RIS TS |

130{E: 19e21582fbee97e020bdT528057b2323
Foih: 9.00 MB
T2 Btk

BBAE: [ MD5 KA
KN RSO B RN
M “BAT7, FFURE T

3.7. 7T iImFEEC B

LEIXANSRE LI AR AT DU R A R 55 2 AR 5 0 1, R B B 5 SR(E R
4 IEiZRE

> gE

b e EEEE @ BE O =
> VPN BRESEfeal | isodev.picp.net

2=

: BERE EEERD 900

- Bl
=1 GHEARE 60

EES 85888888

e Cunan | oor | 50
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